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Abstract—Cybersecurity in power systems with distributed en-
ergy resources (DERs) has become a serious challenge. This pa-
per proposes a critical boundary index (CBI)-based preventive
and post-detection defense approach against false data injection
attacks (FDIAs) in power systems with DERs. The proposed ap-
proach utilizes the inherent attack resistance of CBI, a voltage
stability index previously developed by the authors, to both pre-
ventively limit the impact of attacks and provide high-sensitivity
post-attack detection of data manipulation. This paper quantita-
tively evaluates voltage stability monitoring approaches against
FDIAs, comparing the resilience of CBI with conventional indi-
ces. Verification is conducted using IEEE 5-bus and 118-bus test
systems with two types of FDIA scenarios: detection-avoidance
type and misdirection type. The results demonstrate that when
CBI is employed for monitoring, the achievable false data injec-
tion by attackers aiming to cause voltage drops is significantly re-
duced compared with conventional indices, maintaining system
voltage within stable ranges. Additionally, CBI shows 1.5-2 times
higher detection sensitivity compared with conventional indices.
Notably, CBI demonstrates effective detection capability even
against sophisticated attacks that falsely show improvement in
voltage stability indices, which are difficult to detect using con-
ventional approaches. These results confirm that the proposed ap-
proach effectively constrains attacker capabilities while providing
enhanced detection sensitivity. Based on these findings, the pro-
posed approach is shown to provide high sensitivity to even minor
data tampering, offering a multi-layered defense combining pre-
vention and detection for power systems with DERs.

Index Terms—Critical boundary index (CBI), cybersecurity,
distributed energy resource (DER), false data injection attack
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I. INTRODUCTION

OWER systems are essential infrastructures of modern

society, and ensuring their stable operation is of para-
mount importance. In recent years, with the advancement of
power system digitalization, the threat of cyberattacks has
become increasingly evident worldwide. The vulnerability of
supervisory control and data acquisition (SCADA) systems
to cyberattacks has been recognized for over a decade [1],
with early frameworks establishing the importance of system-
atic vulnerability assessment at multiple levels. As power
systems have evolved, comprehensive surveys [2] have docu-
mented how the integration of computing and communica-
tion capabilities introduces numerous vulnerabilities to the
cyber-physical system. The large-scale power outage in
Ukraine in 2015, which affected approximately 0.23 million
people, is a representative case where remote control sys-
tems of substations were targeted [2], [3]. Additionally, in
2021, oil pipelines in the United States were subjected to
ransomware attacks, leading to significant disruption to fuel
supply [4]. These cases show that cyberattacks on energy in-
frastructure are becoming increasingly serious.

In this context, with the expansion of renewable energy,
the adoption of distributed energy resources (DERs) is rapid-
ly progressing. Compared with conventional centralized pow-
er sources, DERs are geographically distributed control
points and, in many cases, remotely monitored and con-
trolled via the internet. This characteristic creates new vul-
nerabilities from a cybersecurity perspective [5]. Research
examining inverter-based microgrids [6] and distribution
grids with high DER penetration [7] has illustrated how vari-
ous cyberattacks affect system resilience and what mitigation
strategies might be effective. In Japan, for instance, unauthor-
ized access to remote monitoring systems of solar power
generation facilities was confirmed in 2022, highlighting the
risk of data tampering and issuance of control commands
[8]. Similarly, in 2022, an attack targeting vulnerabilities in
monitoring control systems at wind power generation facili-
ties in Europe resulted in temporary suspension of output
control functions at multiple power plants [9].

The importance of monitoring and evaluating power sys-
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tem stability is increasing under these circumstances. In par-
ticular, voltage stability is one of the important indicators of
system reliability, but it has been demonstrated that its evalu-
ation can be distorted by false data injection attacks (FDIAs)
on measurement data [10]. Research has shown that sophisti-
cated attackers can bypass the conventional bad data detec-
tion (BDD), necessitating advanced anomaly detection algo-
rithms [11]. An FDIA is a sophisticated cyberattack that stra-
tegically manipulates measurement values used for system
state estimation, misleading the judgments of system opera-
tors. This paper compares the effectiveness of voltage stabili-
ty monitoring methods against FDIAs in power systems with
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DERs. Specifically, using IEEE standard test systems, we
quantitatively evaluate the detection performances of conven-
tional indices and the critical boundary index (CBI) [12].
Research on FDIA detection and countermeasures in pow-
er systems has developed rapidly in recent years. As shown
in Table I, the research has been primarily conducted in
three directions: () construction of attack models, ) attack
detection technologies, and (3) system defense approaches.
These attack directions are interrelated, along with the devel-
opment of new attack models that promote the evolution of
attack detection technologies, which, in turn, leads to the
proposal of more advanced system defense approaches.

TABLE I
COMPARISON OF RESEARCHES ON FDIA DETECTION AND COUNTERMEASURES IN POWER SYSTEMS

Countermeasure Defense type

Dynamic time warping (DTW) strategy and hi-

. . Post-detection
erarchical clustering

Spatial-temporal anomaly detection using graph
neural network (GNN)

Detection using hypergraph model and subgraph
partitioning
Detection-triggered mitigation and sensor strate-
gy

Measurement data protection using BDD
Detection using machine learning (ML) and se-
curity-constrained unit commitment

Zero-sum game and multi-agent reinforcement
learning (MARL)

Improved voltage control mechanism and detec-
tion algorithm

High-accuracy detection using self-supervised
deep learning (SSDL)

High-risk measurement identification and ML
detection

CBI-based preventive and post-detection defense

Post-detection
Post-detection
Post-detection

Preventive

Preventive and
post-detection

Post-detection
Post-detection

Post-detection

Preventive and
post-detection

Preventive and

Reference Year Target Approach
[13] 2025 AC state estimation Stealthy attack using network uncer-
tainty
[10] 2025 Voltage stability indices and ~ Manipulation of voltage stability in-
DER voltage measurement data  dices through bi-level optimization
[14] 2025 Power system measurement Residual detection bypass using Ja-
data, state estimation data cobian matrix
Communication data between ~Communication link attack using bi-
[15] 2025 P
DERs as injection
L Stealthy attack using artificial neural
(16} 2024 AC state estimation network (ANN) and BDD filtering
[17] 2024 EV charging schedules FDIA through bi-level optimization
Price information in demand ~ Smart meter attack using price ma-
[18] 2024 . .
response (DR) systems nipulation
[19] 2023 Voltage control in distribution Staged data manipulation
networks
[20] 2023 AC state estimation Detection avoidance using latent
space clustering
Data in integrated electricity- Two-stage attack on gas-fired pow-
[21] 2023
gas systems er plant fuel supply
This Active and reactive power Voltage stability index falsification
paper (PQ) output data from DERs and index improvement attacks

utilizing inherent attack resistance of CBI [12] post-detection

1) Research on attack models

Reference [15] focuses on secondary FDIAs on communi-
cation links between DERs, evaluating the impact of various
patterns of bias injection. Reference [13] proposes an attack
model during the special situation of topology changes, ana-
lyzing techniques to enhance stealth by exploiting network
uncertainties. In [21], the construction of a two-stage attack
model targeting gas-fired power plants by utilizing the inter-
dependence of power systems and gas networks is reported.
The research indicates that attack models are becoming more
sophisticated with the increasing complexity of systems.

2) Attack detection technologies

In the field of attack detection technology, machine learn-
ing and deep learning-based approaches have become preva-
lent. Reference [20] proposes a detection approach using
self-supervised learning with stacked autoencoders (a type of
neural network with multiple layers). Reference [10] devel-
ops a graph autoencoder-based detector against attacks on
voltage stability-related data. Reference [14] proposes a de-
tection approach combining subgraph partitioning strategies

and hypergraph models. While these approaches demonstrate
high detection accuracy, they all assume detection after an at-
tack has taken place.

3) System defense approaches

System defense approaches leveraging physical intercon-
nections have attracted increasing attention. Reference [15]
proposes an impact mitigation approach combining unknown
input observers and power line-based physical verification.
Reference [19] aims to strengthen the resilience from the de-
sign stage, deploying defense measures involving improved
voltage control mechanisms and detection algorithms. Refer-
ence [16] proposes a completely blind detection approach
that does not require topology knowledge.

As shown in Table I, most existing research adopts a
“post-detection” approach, focusing on detecting and re-
sponding to attacks after they occur. In contrast, this paper is
characterized by applying the CBI [12], which has inherent
resistance to attacks, to realize a preventive and post-detec-
tion defense approach. The main contributions of this paper
can be summarized as follows.
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1) Proposal of a CBI-based preventive and post-detection
defense approach. Unlike conventional post-detection-only
approaches, the CBI-based one has inherent resistance to the
attacks, enabling both preventive limitation of the impact of
attacks and high-sensitivity post-attack detection of data ma-
nipulation.

2) Comparative evaluation of voltage stability monitor-
ing approaches. We quantitatively compare the resilience
of conventional indices and the CBI against FDIAs. Notably,
while [10] does not compare the attack resilience of the indi-
ces themselves, this paper provides new insights in this re-
gard.

3) Construction of practical attack scenarios. Two types of
practical attack scenarios are designed, namely detection-
avoidance type which maintains the voltage stability indices
at pre-attack levels, and misdirection type which causes the
voltage stability indices to falsely indicate improved stabili-
ty. The latter represents a sophisticated camouflage attack
that is difficult to detect with conventional approaches.

4) Response to minor data tampering. It is demonstrated
that CBI, due to its characteristic of directly focusing on
power flow changes, has high detection sensitivity to minor
data tampering compared with conventional indices. This en-
ables earlier detection of sophisticated attacks.

Through these contributions, this paper enhances the de-
fense capabilities against sophisticated attacks such as FDI-
As in modern power systems with DERs. The findings sug-
gest the importance of multi-layer defense combining preven-
tion and detection in power system security design, rather
than relying on a single index or detection approach. The
proposed approach is evaluated through quantitative simula-
tions using IEEE standard test systems.

The remainder of this paper is organized as follows. Sec-
tion II introduces the overview of FDIAs in power systems
and describes the attack scenario design. Section III presents
the voltage stability monitoring approaches, including con-
ventional indices and the CBI in this paper. Section IV de-
tails the case studies and presents simulation results for both
IEEE 5-bus and IEEE 118-bus test systems. Finally, Section
V concludes this paper and presentes future research direc-
tions.

II. OVERVIEW OF FDIAS IN POWER SYSTEMS AND ATTACK
SCENARIO DESIGN

A. Overview of FDIAs in Power Systems

FDIAs in power systems involve deliberately manipulat-
ing measurement data used for state monitoring, misleading
the judgment of system operators. In particular, the manipula-
tion of PQ data directly affects voltage stability evaluation
and may cause serious incidents in power systems.

A key characteristic of FDIAs is the sophisticated manipu-
lation of data to satisfy the physical constraints of power sys-
tems. This makes the detection using conventional approach-
es difficult . As illustrated in Fig. 1, when an attacker tam-
pers with PQ data at the measurement points, the resulting
state estimation may lead system operators to incorrectly per-
ceive a drop in bus voltages, even though no actual anomaly
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is present. Consequently, operators might implement unneces-
sary emergency controls such as load shedding. Such attacks
not only compromise the reliability of power supply, but can
also cause economic losses and social disruption. Note that
in Fig. 1, P,,, and Q,,, are the falsified active and reactive

power, respectively.

© Load . Voltagestability estimation
) Voltage ;
shedding Correct value'!
B — False value !
¢ --%/---Limit :
[ I L i §
Power system
T
‘ e O-fMeter
7
DR e
Fig. 1. Conceptual framework of FDIA mechanism leading to unnecessary

load shedding.

In modern power systems with DERs, the increase in mon-
itoring and control points and the expansion of communica-
tion networks have multiplied potential attack entry points.
Furthermore, in an operational environment that prioritizes
real-time response, the time available for detailed analysis to
detect attacks is limited, thereby necessitating more effective
defense approaches.

B. Attack Scenario Design

In this paper, we consider two types of practical attack
scenarios, as classified in Table II. Scenario A is a detection-
avoidance type that maintains voltage stability indices at pre-
attack levels to evade detection of data manipulation. In this
scenario, the index values remain unchanged, making the
system state appear normal and thus making attack detection
difficult. Conversely, Scenario B is a misdirection type de-
signed to make voltage stability indices appear improved,
misleading system operators into believing that the system is
more stable than it actually is. This is a more sophisticated
camouflage attack that reduces operator vigilance, potentially
delaying necessary countermeasures for a deteriorating sys-
tem state.

TABLE 11
CLASSIFICATION OF PRACTICAL ATTACK SCENARIOS

Scenario Description

An FDIA is designed to maintain voltage stability indices at pre-
attack levels, masking the presence of malicious data manipulation

An FDIA is crafted to exhibit artificial improvements in voltage
B stability indices, potentially misleading system operators about
stability state

Let Ac B, where A denotes the set of attacked buses;
and B denotes the set of all buses. The attacker determines
the amount of PQ data manipulation by solving the optimiza-
tion problem (1).
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min  minV,
AP s AQ ot 1€ B

(M
where V, is the voltage magnitude at bus i; and AP, and
AQ,.... are the vectors of false active and reactive power in-
jected at the attacked buses, with their per-bus components
P ieer; and O respectively.

Problem (1) is subject to the following constaints.

For attacked bus i € A, we have:

Pﬁllseﬁi :Ptrue,i + AP vl S A (2)

Qfalxe,i: Oririei T A waeri Vi€ A 3)
where P, ; and Q,,.; are the actual active and reactive pow-
er measurements on bus i, respectively; AP ... and AQ
are the amounts of false PQ data injected by the attacker on
bus i, respectively; and P, and Q. are the falsified ac-
tive and reactive power values on bus i, respectively.

The power injection at each bus is defined as:

attack, i>

attack, i

attack, i

P Rfalse,i i€ A
. Ptme,i S B\A (4)
Qfa/se,i l € A
o {Qm,- e BA ©

where P, and Q, are the active and reactive power injections
used in state estimation, respectively, which are falsified val-
ues for attacked buses and true values for non-attacked bus-
es. These power injections must satisfy the power flow equa-
tions as:

P=V, >V, (G,cosd,+B,sind,) VieB

jeB (6)
0,= V,.Zgr/j (G;sind;~B,cosd,) VieB )
JE

where G, and B are the real and imaginary parts of element
(i.j) of the bus admittance matrix ¥, respectively; and d,=6,—
0, is the voltage angle difference between buses i and j, and
d; and 9, are the voltage angles of buses 7 and j, respectively.

The power flow equations (6) and (7) with power injec-
tions defined in (4) and (5) ensure that the physical relation-
ships in the power system are preserved, allowing the false
data to bypass conventional BDD mechanisms of state esti-
mators. In typical power flow calculations, the system opera-
tor specifies active and reactive power at PQ buses (such as
DER connection points), while the power flow equations de-
termine the resulting voltages and power flows. When attack-
ers falsify the active and reactive values at PQ buses, the
power flow calculation converges normally using these falsi-
fied values, and the system operator cannot detect the manip-
ulation because the calculated results satisfy all physical con-
straints. The attack is designed such that while voltage stabil-
ity indices appear normal, the actual bus voltages calculated
from the falsified data become lower than they should be
(objective function (1)). In addition to these power balance
constraints, the optimization problem is subject to standard
operational constraints including voltage limits and line flow
limits.

In Scenario A, the following constraint is added:

‘ VSI(Pﬁllse’ Qfalse )_ VSI(Ptrue’ Qtrue ) <e

®)
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where VSI is the value of any voltage stability index; and ¢
is the tolerance error. This constraint keeps the difference be-
tween pre- and post-attack voltage stability indices small,
making it difficult to detect attacks through index monitor-
ing. For CBI, the same constraint applies:

‘ CBI(Pﬁzlse’ Qﬁllse )_ CB](Ptrue’ Qtrue ) <€ (9)
where CBI is the value of the CBI.
In Scenario B, the following constraint is added:
VSI(Pfalse’ Qﬁllse )< VSI(PU'ue’ Qtrue ) (10)

Note that the direction of the inequality in (10) corre-
sponds to conventional indices, namely the fast voltage sta-
bility index (FVSI), line stability index (L,,), active power
stability index (L,), and novel line stability index (NLSI), all
of which indicate a less stable condition as their values ap-
proach 1. Therefore, disguising an apparent improvement re-
quires making the post-attack value smaller. Conversely, as
shown in Table III, CBI is zero at the voltage collapse point,
with larger values indicating more stable conditions. There-
fore, for CBI, the inequality in (10) is reversed as:

CB](Pfalxe’ Q/alxe )> CB](Ptme’ erue )

TABLE III
STABILITY RANGES AND VOLTAGE COLLAPSE POINTS OF DIFFERENT
VOLTAGE STABILITY INDICES

(11)

Index
FVSI [22]
L, 23]
L, [24]
NLSI [25]
CBI [12]

Stability range Voltage collapse point
[0, 1] 1
[0, 1] 1
[0, 1] 1
[0, 1] 1
[0, +o0) 0

The inequality (11) ensures that CBI appears to increase
after the attack, falsely indicating improved system stability.
In either case, the essential attack intention remains the
same, i.e., making the system state appear improved.

By solving this optimization problem, the attacker can de-
termine the optimal amount of data manipulation to cause
the intended voltage drop while satisfying the physical con-
straints of the system. These attack scenarios simulate realis-
tic threats and are suitable for evaluating the resilience of
voltage stability monitoring approaches.

III. VOLTAGE STABILITY MONITORING APPROACHES

A. Conventional Indices

Various indices have been proposed to evaluate voltage
stability in power systems. Figure 2 shows the two-bus sys-
tem model for voltage stability analysis with transmission pa-
rameters, from which various voltage stability indices are de-
rived, where a transmission line with impedance Z/0=r, +
jx; connects buses i and k with a phase angle difference of
0=0,—0, between them; Z is the transmission line imped-
ance; 6 is the transmission line impedance angle; P, and Q,
are the receiving-end active power and reactive power, re-
spectively; and x, and r, are the transmission line reactance



1748

and resistance, respectively. The power flow equations for
this system form the basis for developing various voltage sta-
bility indices.

Bus i Bus k&

PijQ,
12 Z L O=rytjx;

VL5, V, 26,

Fig. 2. Two-bus system model for voltage stability analysis with transmis-
sion parameters.

As shown in Table III, representative indices include
FVSI, L,,, L, NLSL These indices are calculated from the
voltage or power flow at both ends of transmission lines.
Values approaching 1 indicate increasingly unstable voltage
conditions.

The FVSI focuses on reactive power flow in transmission
lines and is expressed by:
47°0,

T - (12)

i Xik

FVSI=

where FVSI is the value of the FVSIL.
L, is an index considering the influence of phase angles

mn

and can be expressed as:

_ 4x ;. O
"y (sin(0-5)) (13)

L, is an index focusing on active power flow angles and
can be expressed as:
B 4r, P,
P Y2 (cos(0—-0))

NLSI is an index considering both active and reactive
power and can be expressed as:
APyt OpXy)
V72 (cos o)

where NLSI is the value of the NLSI.

These conventional indices have demonstrated adequate ef-
fectiveness for evaluating voltage stability under steady-state
conditions. However, their effectiveness against sophisticated
attacks such as FDIAs has not been sufficiently verified. In
particular, since these indices are all calculated based on the
instantaneous state of transmission lines, there is a risk of
producing erroneous stability evaluation if an attacker skill-
fully manipulates specific measurement values.

B. CBI

CBI was previously proposed as a VSI in [12]. As illus-
trated in Fig. 3, CBI represents the distance between the cur-
rent operating point K(P,,Q,) and the critical voltage stabili-
ty boundary C(X,Y) in the P-Q plane. The operating point K
represents the active and reactive power flowing through the
transmission line, while C describes the boundary beyond
which the system becomes unstable and voltage collapse oc-
curs.

CBI is calculated as:

CBI= \/ AP+ AQj

(14)

NLSI= (15)

(16)
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0

Unstable

Stable
CLTNC 8
L cBy >
§ AQp.

K(P k> Ql\)
P

Fig. 3. Geometric interpretation of CBI in P-Q plane.

where AP, and AQ,, are the P- and Q-components of the dis-
tance between the operating point and the critical boundary
in the P-Q plane, respectively.

The characteristics of CBI are described as follows.

1) By directly focusing on power flow changes, CBI can
detect the effects of data manipulation more sensitively com-
pared with conventional indices. While conventional indices
are calculated based on the steady state of transmission
lines, CBI captures dynamic changes in power flow, poten-
tially suitable for detecting even minor tampering.

2) By evaluating active and reactive power changes com-
prehensively, the detection of partial manipulation by attacks
becomes possible. For example, even if an attacker only tam-
pers with active power, the impact can be detected from
changes in the power flow pattern of the overall system.

3) As shown in Table III, a larger CBI value indicates a
more stable condition because it corresponds to a larger mar-
gin from the voltage collapse point, which facilitates intui-
tive understanding. Unlike conventional indices, whose val-
ues approach 1 as the system becomes less stable, CBI in-
creases as the operating point moves further from voltage
collapse.

The most distinctive feature of CBI is its focus on power
flow changes rather than on the steady-state power flow con-
ditions of transmission lines. This characteristic provides in-
herent resilience against attacks such as FDIAs that manipu-
late measurement values. Even if an attacker tampers with
specific measurements, CBI can detect changes in the power
flow pattern of the overall system, potentially mitigating the
effect of attacks.

An important consideration in power systems with DERs
is to distinguish between legitimate DER output variations
and malicious FDIAs. DER output variations are typically
constrained by grid codes such as ramp rate limits (e. g.,
10% per min in many jurisdictions). Since CBI monitors
power flow changes, sudden deviations exceeding these regu-
latory limits can serve as indicators of potential FDIAs rath-
er than normal DER variability. Furthermore, DER output
variations typically exhibit continuous, weather-correlated
patterns, whereas FDIAs produce abrupt, discontinuous
changes.

Furthermore, CBI is based on the physical behavior of the
power system and is expected to have greater robustness
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against data tampering compared with conventional indices
that depend on data accuracy. In this paper, we quantitative-
ly evaluate the detection performance of each index against
FDIAs through the comparison between CBI and convention-
al indices.

IV. CASE STUDIES AND SIMULATION RESULTS

Figure 4 illustrates the evaluation framework to assess
CBI resilience against FDIAs. The evaluation framework is
divided into two phases: the attacker’s process and the de-
fender’s process. In the attacker’s process, bi-level optimiza-
tion generates false data injection (AP, AQ ) DY mini-
mizing bus voltages while satisfying power balance and sce-
nario-specific constraints. The defender’s process performs
AC power flow calculations at PQ buses and calculates CBI
values to detect attacks through two detection mechanisms
corresponding to Scenarios A and B.

Solve attack optimization Attacker’s process |

objective function: min V;
subject to (2)-(11)
!

Generate AP, and AQ ..«
and inject false data

Defender’s process
(system operator)

Perform AC power flow
calculation at PQ buses
3 !

| Calculate CBI using (16) |

close to baseline?
(Scenario A in (9))

Is CBI improved?
(Scenario Bin (11))

Does V,

min

Trigger alert

drop?

Fig. 4. Evaluation framework to assess CBI resilience against FDIAs.

A. Overview of Test Systems

In this paper, verification is conducted using IEEE 5-bus
and 118-bus test systems. Modifications are made to each
system to account for the integration of DERs and the pres-
ence of attackers. As shown in Fig. 5, the modified IEEE 5-
bus test system consists of 7 transmission lines, 2 genera-
tors, and DERs, making it suitable for verifying basic sys-
tem characteristics. DERs are installed at buses 3-5, and
these measurement points are assumed to be attack targets.
The parameters of each transmission line and bus are set as
standard values from IEEE test systems [26].
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Line 5

Sy

| Load; | DER

Fig. 5. Modified IEEE 5-bus test system.

Meanwhile, the modified 118-bus test system [27], as
shown in Fig. 6, is a large-scale one with 179 transmission
lines and multiple DERs, allowing verification under more
practical conditions. In this large-scale system, simultaneous
attack scenarios are considered on multiple buses located in
different regions of the system such as buses 5, 15, 20, bus-
es 50, 55, 60, and buses 85, 95, 105. This enables evaluation
of the impact of attacks on different parts of the system on
the overall stability.

Simulation is conducted using optimal power flow calcula-
tions at 1 s intervals, focusing on steady-state analysis with-
out considering transient states. The attack optimization prob-
lem defined in Section II is solved using MATLAB Optimi-
zation Toolbox (“fmincon” function) for constrained nonlin-
ear optimization. In both test systems, data tampering is sim-
ulated based on the attack scenarios defined in Section II.
The simulation period is set to be 10 s, with FDIAs imple-
mented at 1=5 s.

B. Verification in Modified IEEE 5-bus Test System

This subsection presents the verification results for the
modified IEEE 5-bus test system in Scenarios A and B. To
clarify the evaluation metrics, Figs. 7 and 8 show the tempo-
ral evolution of the minimum bus voltage (in per-unit)
across the entire system in Scenarios A and B, respectively,
which represents the actual physical state. In Figs. 7 and 8,
the dotted line represents the correct (unattacked) voltage,
and the solid lines represent voltages when different indices
are used for system monitoring. In contrast, Figs. 9 and 10
compare the voltage stability indices for each transmission
line before and after attacks in Scenarios A and B, respec-
tively, which are used for system monitoring and attack de-
tection. Understanding the relationship between these two
metrics is essential for evaluating the effectiveness and de-
ceptiveness of each attack scenario. Note that in Fig. 9, the
left vertical axis shows the difference between pre-attack
and post-attack index values (bar graph), and the right verti-
cal axis shows the absolute index values (line graph with
markers). In Figs. 9 an 10, “Before” and “After” denote pre-
attack and post-attack values, respectively.

As shown in Fig. 7, conventional indices permit signifi-
cant voltage degradation following the initiation of attack,
with the L, index allowing critical drops below 0.9 p.u.. In
contrast, the proposed approach effectively constrains volt-
age reduction, maintaining the voltage levels above 0.95
p.u.. This demonstrates the inherent difficulty in causing sub-
stantial voltage degradation by the attackers when the pro-
posed approach is employed.
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| Load; | DER

Fig. 6. Modified IEEE 118-bus test system.
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Fig. 7. Temporal evolution of the minimum bus voltage in Scenario A.
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Fig. 8. Temporal evolution of the minimum bus voltage in Scenario B.

Importantly, as shown in Fig. 9, in Scenario A, the volt-
age stability indices themselves remain approximately un-
changed (satisfying constraints (8) and (9)), making it diffi-
cult to detect the attack through conventional index monitor-
ing despite the actual voltage drops shown in Fig. 7.

As shown in Fig. 8, Scenario B exhibits similar character-
istics, with the proposed approach reducing voltage degrada-

tion by approximately 25% compared with conventional indi-
ces. Figure 10 shows that Scenario B represents a more so-
phisticated attack where the voltage stability indices appear
improved (satisfying constraint (10) for conventional indices
or (11) for CBI), creating a deceptive scenario where moni-
toring suggests enhanced stability while the actual bus volt-
ages are decreasing. This discrepancy between apparently im-
proved stability indices and the actual deteriorating voltages
makes this attack particularly challenging to detect.

For the conventional indices shown in Figs. 9 and 10, val-
ues approaching zero indicate higher system stability, with
values close to 1 signifying proximity to voltage collapse.
Transmission line analysis based on Figs. 9 an 10 provides
further insights into the performance of each index.

For Scenario A in Fig. 9, the results confirm that, for all
transmission lines, the post-attack difference of each index
stays below 0.1, satisfying the detection-avoidance constraint
of Scenario A. Figure 9 primarily verifies that attacks suc-
cessfully satisfy constraints (8) and (9) for all indices, dem-
onstrating their ability to evade detection through convention-
al index monitoring.

The key benefit of CBI in terms of cybersecurity is not ev-
ident in Fig. 9, but rather in the constrained false data injec-
tion amounts, which will be quantitatively analyzed in subse-
quent figures. This demonstrates that while the actual bus volt-
ages drop significantly, as shown in Fig. 7, the voltage stabili-
ty indices remain nearly constant, validating the ability of at-
tack to evade detection through conventional index monitoring.
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Fig. 9. Comparison of voltage stability indices for each transmission line be-
fore and after attack in Scenario A. (a) CBI. (b) FVSIL. (¢) L,,,. (d) L, (¢) NLSL

Notably, CBI demonstrates heightened sensitivity to the
impacts of attacks compared with conventional indices,
particularly in constraining the magnitude of false data
that attackers can inject while maintaining apparent stabili-
ty.

For Scenario B in Fig. 10, constraint conditions require
post-attack index values to appear improved. The results con-
firm that these conditions are satisfied. For instance, Fig.
10(e) reveals significant apparent improvement in the NLSI
index for transmission line 2, indicating targeted manipula-
tion to create an artificially enhanced stability perception.

This apparent improvement in stability indices contrasts
sharply with the actual deteriorating voltage in Fig. 8, high-
lighting the sophisticated nature of this camouflage attack
and the challenge it poses for system operators who rely
solely on conventional index monitoring.
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As shown in Figs. 11 and 12, quantitative analysis of the
required false data injection amount reveals the substantial
security advantage of the proposed approach, which repre-
sents the primary benefit of using CBI for system monitor-
ing in the context of cybersecurity. When the proposed ap-
proach is employed, as shown in Fig. 11, injection quantities
remain significantly constrained compared with conventional
index L, for monitoring, as shown in Fig. 12. In Scenario B,
attackers targeting buses 3, 4, and 5 must limit manipulation
to maximum values of +£50 MW/Mvar under the proposed
approach, whereas conventional monitoring allows manipula-
tions up to £150 MW/Mvar. This three-fold reduction dem-
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onstrates the enhanced sensitivity of the proposed approach
to subtle data manipulations, effectively preventing attackers
from implementing substantial measurement alterations and
thereby suppressing potential voltage degradation. This pre-
ventive capability represents a fundamental advantage of
CBI: the inherent characteristics of CBI force attackers to
use significantly smaller injection amounts, which is directly
translated to reduced voltage degradation and provides an ad-
ditional layer of preventive defense.

Attack occurs

L J/

N ) oA
S S S
.

Active power (MW),
reactive power (Mvar)

Time (s)
(a)

e
o
)

Attack occurs

S

S
[\S)
.

1 2 3 4 5 6 7 8 9 10
Time (s)
(b)

----Active power of bus 3; ----Active power of bus 4
Active power of bus 5; —Reactive power of bus 3
—Reactive power of bus 4; —Reactive power of bus 5

s
»

Active power (MW),
reactive power (Mvar)

Fig. 11. False data injection amount when CBI is employed for monitor-
ing. (a) Scenario A. (b) Scenario B.

—

wn

S
d

—_

(=3

(=)
T

/
Attack occurs /
/

/

Active power (MW),
reactive power (Mvar)
Wi

o o

L L L L L s

2 3 4 5 6 7 8 9 10
Time (s)
(a)

'
wn
(=3

—r

150
100 } /

Attack occurs /
0 L
_50 L L L L L L L L L s
1 2 3 4 5 6 7 8 9 10
Time (s)
(b)
----Active power of bus 3; -----Active power of bus 4
Active power of bus 5; —Reactive power of bus 3

—Reactive power of bus 4; —Reactive power of bus 5

Active power (MW),
reactive power (Mvar)
i
S

Fig. 12. False data injection amount when L, is employed for monitoring.
(a) Scenario A. (b) Scenario B.

C. Verification in Modified IEEE 118-bus Test System

A more practical verification is conducted using the modi-
fied IEEE 118-bus test system. As shown in Fig. 6, DERs
are installed at various points in the system, and simultane-
ous attacks on different locations are assumed.

In this subsection, we evaluate the detection sensitivity of
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each VSI, which is defined as the absolute difference
between pre-attack and post-attack index values, i.e.,
IVSI(P 0> Orsse )= VSI(P 10> Qe )- This metric corresponds di-
rectly to the left-hand side of constraint (8) in Scenario A. A
larger difference indicates higher sensitivity to data manipula-
tion, enabling earlier detection of attacks. By comparing the
detection sensitivity across different indices, we can assess
their relative effectiveness in identifying sophisticated FDIAs.

Figure 13 presents the detection sensitivity comparison of
voltage stability indices during simultaneous attacks on bus-
es 5, 15, and 20. The horizontal axis indicates transmission
line numbers, while the vertical axis represents the detection
sensitivity (i.e., the absolute difference in index values be-
fore and after the attack). Analysis reveals that CBI effective-
ly identifies local anomalies even in complex large-scale sys-
tems. The transmission section between lines 40-60 exhibits
particularly pronounced changes, indicating the vulnerability
of this corridor to the simulated attack. Quantitative compari-
son shows that the proposed approach demonstrates approxi-
mately twice the sensitivity at attack locations compared with
conventional indices, enabling the detection of subtle system
changes.
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Fig. 13. Detection sensitivity comparison of voltage stability indices dur-
ing simultaneous attacks on buses 5, 15, and 20.

Similar patterns emerge in Figs. 14 and 15, which illus-
trate responses to simultaneous attacks on buses 50, 55, 60
and buses 85, 95, 105, respectively. In Fig. 14, while all indi-
ces register some deviations around transmission lines 60-
100, the proposed approach exhibits substantially more pro-
nounced responses. Notably, CBI captures deviations in
transmission corridors where conventional indices register
minimal changes, highlighting its enhanced sensitivity to sub-
tle system changes.
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Fig. 14. Detection sensitivity comparison of voltage stability indices dur-
ing simultaneous attacks on buses 50, 55, and 60.

The simultaneous attacks on buses 85, 95, and 105 in Fig.
15 produce localized impacts around transmission line 120,
demonstrating how FDIAs can concentrate effects in specific
network sections. In this case, the proposed approach demon-
strates approximately 1.5 times greater sensitivity than con-
ventional indices, accurately identifying the affected trans-
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mission corridors.
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A fundamental factor contributing to the superior sensitivi-
ty of the proposed approach lies in its measurement scale.
While conventional indices operate within a normalized
range of 0 to 1, CBI employs per-unit values to quantify de-
viations from the stability boundary. This scaling difference
enables the representation of subtle system changes with pro-
portionally larger numerical variations, effectively amplify-
ing the detection capability for subtle manipulations, which
is a critical advantage for monitoring sophisticated attacks
designed to remain below conventional detection thresholds.

These findings confirm the consistent performance of the
proposed approach across diverse system scales. The ability
to precisely locate anomalies and identify affected compo-
nents in increasingly complex networks represents a signifi-
cant advancement for practical implementation. Furthermore,
the demonstrated effectiveness against simultaneous multi-lo-
cation attacks, which is a realistic threat scenario, under-
scores the operational value for securing modern power sys-
tems.

D. Comparison with State-of-the-art Approaches

To contextualize the proposed approach within the current
research landscape, Table IV compares the proposed ap-
proach with state-of-the-art approaches, including ML-based
and index-based approaches. In Table IV, VSI includes the
FVSI, L,,, L,, and NLSI indices. It is important to note that
these two categories address different aspects of cybersecuri-
ty. ML-based approaches focus on detecting attacks after
they occur, while index-based approaches provide preventive
resistance by limiting the attack effectiveness.

TABLE IV
COMPARISON OF PROPOSED APPROACH WITH STATE-OF-THE-ART APPROACHES

Cate- Trainin Detection The maximum  The mini-
o Approach o uire%i accuracy  injection (MW/ mum volt-

gory q (%) Mvar) age (p.u.)

ML- DLSC [20] Yes 99

based  GNN [10] Yes 98

Index- VSI No +150 About 0.80

based CBI No +50 >0.95

Table IV reveals complementary strengths between ML-
based approaches and the proposed approach. Recent ML-
based approaches achieve high detection accuracy. Reference
[20] reports detection accuracy of 99% using their deep la-
tent space clustering (DLSC) on IEEE 118-bus test system,

1753

while [10] achieves detection accuracy of 98% with their
GNN-based approach on the Iberian 486-bus system. Howev-
er, these approaches require training phases with historical
data and detect attacks after they have been launched. In
contrast, the proposed approach provides preventive defense
by inherently constraining attacker capabilities without re-
quiring any training. As demonstrated in Figs. 11 and 12,
CBI limits the false data injection to £50 MW/Mvar com-
pared with £150 MW/Mvar for conventional index L, a
three-fold reduction in attack capability. This injection con-
straint directly translates to improved voltage stability. CBI
maintains the minimum bus voltage above 0.95 p.u., even in
Scenarios A and B shown in Figs. 7 and 8, whereas conven-
tional indices allow voltage drops to approximately 0.8 p.u.,
approaching unstable operating regions.

The proposed approach offers three key advantages over
existing approaches. (D No training requirement: unlike ML-
based approaches achieving detection accuracy of more than
98%, CBI operates without training or labeled data, enabling
immediate deployment. 2) Preventive protection: CBI limits
attack impact before detection by reducing the injection capa-
bility of attacker by 66%, complementing post-attack detec-
tion approaches. (3 Enhanced sensitivity: as shown in Figs.
13-15, CBI exhibits 1.5-2 times higher detection sensitivity
compared with conventional indices, enabling earlier identifi-
cation of sophisticated attacks. These results suggest that a
multi-layer defense strategy combining preventive resistance
(CBI) with post-attack detection (ML-based approaches) of-
fers comprehensive protection against voltage stability at-
tacks. CBI provides the first line of defense by limiting what
attackers can achieve, while ML-based approaches serve as a
secondary layer to identify attacks that bypass initial defens-
es.

V. CONCLUSION

This paper proposes a CBI-based preventive and post-de-
tection defense approach against FDIAs in power systems
with DERs, and evaluates its effectiveness through compre-
hensive simulation. The main findings are summarized as fol-
lows.

1) Verification using the modified IEEE 5-bus test system
demonstrates that the proposed approach outperforms con-
ventional indices such as FVSI, L, , L, and NLSI in attack
detection. Using the proposed approach, intentional voltage
drops are suppressed by approximately 25% compared with
conventional indices. Furthermore, the analysis reveals that
attackers require significantly smaller data manipulation
quantities to achieve their objectives when CBI is employed.
These results confirm the enhanced sensitivity of the pro-
posed approach to minor data injections, which is a critical
characteristic for attack prevention.

2) Application to the modified IEEE 118-bus test system
validates the effectiveness of the proposed approach in large-
scale networks. CBI-based monitoring successfully identifies
the affected transmission lines even during simultaneous at-
tacks at multiple locations. Quantitative analysis shows 1.5-2
times higher detection sensitivity compared with convention-
al indices, particularly for subtle system changes. This capa-
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bility to precisely localize attack impacts to specific network
sections (e.g., the transmission line 20-40 corridor or the vi-
cinity of line 150) provides substantial operational value in
complex power systems.

3) Cross-scale verification confirms the consistent perfor-
mance of the proposed approach across different system
scales, particularly its effectiveness against sophisticated
camouflage attacks such as Scenario B that artificially im-
prove stability indices to evade detection. The proposed ap-
proach, which monitors changes in system state rather than
absolute index values, demonstrates superior resilience
against sophisticated manipulation attempts compared with
conventional indices.

These findings indicate that the preventive strategy of-
fered by the proposed approach effectively complements con-
ventional approaches, enhancing the comprehensive cyberse-
curity. This preventive paradigm particularly excels at limit-
ing attack impacts before they propagate through the system,
thereby improving the overall resilience.

Future research directions include investigating diverse at-
tack patterns and developing real-time detection algorithms.
Priority areas encompass the development of comprehensive
monitoring techniques that leverage multiple stability indi-
ces, integration with machine learning-based anomaly detec-
tion, and formulation of multi-layered defense strategies. Ad-
ditionally, including dynamic simulation would provide more
comprehensive insights into system behavior during attacks.
Distinguishing between legitimate DER variability and mali-
cious FDIAs, leveraging grid code constraints, and analyzing
temporal patterns also warrant further investigation. Finally,
addressing emerging vulnerabilities associated with DER ex-
pansion represents an important research direction.
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