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Abstract—The rapid expansion of renewable energy deploy-
ment has accelerated the adoption of smart inverters in solar
farms. However, their reliance on communication networks in-
troduces cybersecurity vulnerabilities that make inverter mea-
surements susceptible to manipulation. This paper presents an
intrusion detection and mitigation system (IDMS) for smart in-
verters, which leverages machine learning algorithms and envi-
ronmental sensor data to enhance data integrity and operation-
al resilience. The proposed IDMS integrates the machine learn-
ing algorithms to combine a detection system with a mitigation
system. The detection system integrates environmental sensor in-
puts with inverter measurements to accurately identify normal
operating behavior and anomalous conditions in real time. To
address the cumulative error challenges that arise during at-
tacks, a prediction model based on long short-term memory
(LSTM) and trained solely on environmental features is intro-
duced in the mitigation system to reconstruct compromised volt-
age and current data, thereby preventing recursive cumulative
error propagation and ensuring stable system operation. Case
studies demonstrate that the proposed IDMS can promptly de-
tect cyberattacks, replace compromised measurements with reli-
able estimates, and restore normal operation once attacks cease.
Additional evaluations across varying data availability condi-
tions in an open dataset confirm the robustness and scalability
of the proposed IDMS, making it practical for diverse solar
farm deployment environments.

Index Terms—Artificial intelligence, solar farm, intrusion de-
tection and mitigation system (IDMS), environmental sensor,
smart inverter, cybersecurity, machine learning.

[. INTRODUCTION

HE rapid growth of renewable energy sources (RESs),
driven by increasing concerns over climate change, has
led to the widespread deployment of distributed energy sys-
tems [1]. Among these advancements, smart inverters have
emerged as a key innovation in solar energy systems [2].
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With integrated monitoring and control functionalities, smart
inverters facilitate the seamless integration and regulation of
RESs within smart grids, thereby enhancing system efficien-
cy and reliability [3]. However, their reliance on public com-
munication channels for interaction with control centers and
consumer servers introduces significant cybersecurity vulner-
abilities [4].

Smart inverters are critical components of modern energy
systems, making their cybersecurity a pressing concern. Two
pivotal surveys published in 2023 provide a comprehensive
overview of recent advances. The first study by [5] classi-
fied cyberattacks into three layers—hardware, controller, and
network—highlighting threats such as firmware tampering,
malicious command injection, and man-in-the-middle at-
tacks. A particularly dangerous threat, the false data injection
attack (FDIA), was examined in both surveys and further an-
alyzed in [6], where it was shown to corrupt power system
state estimation through strategic manipulation of meter mea-
surements [7]. These vulnerabilities underscore the need for
defense mechanisms capable of maintaining data integrity
and detecting stealthy intrusions in real time.

Consequently, intrusion detection systems (IDSs) have be-
come central to smart-grid cybersecurity frameworks [8],
[9]. Machine learning (ML) significantly enhances IDS per-
formance by learning complex attack patterns and adapting
to evolving threats [10], [11]. A variety of ML algorithms
have been proposed. Random forests have been used to de-
tect disconnection and volt-var anomalies based on Grid-
LAB-D simulation data [12], [13], illustrating the ML per-
spective in intrusion detection. However, the reliance on sim-
ulated data raises concerns about the applicability of the
models to real-world operating conditions. Hybrid long short-
term memory (LSTM) -isolation forest models establish a
simple correlation between photovoltaic (PV) power output
and environmental sensor data [14], but they overlook volt-
age and current, which are more detailed and informative
electrical measurements. As a result, abnormal voltage-cur-
rent combinations can still yield a seemingly normal power
output, masking potential anomalies. Unsupervised tech-
niques such as principal component analysis (PCA) com-
bined with isolation forests effectively identify integrity
breaches in high-dimensional communication systems [15],
[16], but detection at the network layer, without a clear un-
derstanding of the normal behavior in local measurements,
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makes it difficult to effectively mitigate the impact of at-
tacks.

As attack complexity grows, hybrid IDS architectures
have been developed to improve robustness. Density-based
spatial clustering of applications with noise (DBSCAN) ex-
cels at identifying anomalies in multi-dimensional datasets
[17], while convolutional neural network (CNN)-LSTM-trans-
former frameworks exploit both spatial and temporal correla-
tions for high-accuracy detection [18], [19]. Similarly, [20]
employed a CNN-LSTM model on a PMU-based monitoring
system to detect abnormal voltage and frequency variations
[21]. Hierarchical LSTM models also demonstrated reliable
real-time detection of time-delay attacks [22]. Nevertheless,
without a clear understanding of the normal operating behav-
ior, it remains difficult to design effective mitigation strate-
gies, which explains why most existing studies focus primari-
ly on detection rather than recovery.

Despite these advances in IDSs, mitigation remains under-
developed [23]. Recovering post-attack states is difficult due
to inverter dynamics and environmental variations. Recent
studies explored control-based mitigation and deep reinforce-
ment learning (DRL) for adaptive volt-var and volt-watt reg-
ulation under FDIA [24]. Forecasting and behavior-based
strategies have also been introduced: Gaussian conditional
random fields for spatial-temporal prediction [25], cross-site
validation across neighboring PV farms [26], and /-V curve
analysis for early fault detection [27]. Beyond ML, trust-
based mechanisms provide an alternative approach. For in-
stance, [28] proposed a trust-based control scheme that main-
tains data integrity without ML dependence.

However, most existing studies focus on large-scale sys-
tems without considering distributed energy systems [29].
The study in [30] developed a secondary control scheme
with compensation modules for DC bus voltage recovery,
but it is limited to the controller level. In practice, network-
layer attacks should also be considered, since during such at-
tacks, local devices may continue operating normally while
data transmission becomes compromised. With an appropri-
ate detection and mitigation framework, it is possible to pre-
serve stable and reliable operation even under network distur-
bances.

Collectively, these studies emphasized the importance of
integrating advanced detection and robust mitigation to en-
hance inverter resilience [31]. With ongoing progress in ML
[32] and real-time monitoring technologies [33], the cyberse-
curity landscape continues to evolve toward intelligent, data-
driven defenses. Yet most existing studies lack a well-de-
fined baseline of normal inverter behavior, making it diffi-
cult to distinguish genuine attacks from natural variations
such as solar irradiance and temperature changes. In addi-
tion, network-level cybersecurity for small-scale distributed
energy systems remains underexplored, leaving a critical re-
search gap.

The intrusion detection and mitigation system (IDMS) pro-
posed in this study tackles these challenges by combining an
IDS based on Transformer algorithm with a mitigation sys-
tem, ensuring accurate intrusion identification and depend-
able recovery after cyberattacks on smart inverters of solar
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farms at the network level. The system relies on environmen-
tal sensors operating independently of the inverters, each us-
ing a dedicated communication link to transmit data directly
to a local server instead of the central control unit. These
sensors monitor key parameters: voltage and current, which
strongly correlate with inverter measurements. Because they
also capture fluctuations in solar irradiance, temperature, and
other ambient factors, the collected data allow the system to
infer how the inverters should behave under normal condi-
tions. This expected behavioral baseline underpins both the
anomaly detection and mitigation processes.

To enhance IDS performance, we incorporate the previous
time-step inverter measurements, assuming historical data
are clean due to 24 months of normal operation. This im-
proves detection accuracy and reduces estimation error. How-
ever, in the mitigation stage, when attacks are ongoing, in-
verter measurements become unreliable. Using estimated val-
ues recursively would lead to error accumulation and degrad-
ed performance. To address this, the interface layer discards
inverter measurements during mitigation to prevent propaga-
tion of compromised data. Additionally, the proposed IDMS
continuously compares real-time measurements with model
estimates. Once the difference falls below a defined thresh-
old, indicating the attack has ceased, the proposed IDMS
halts mitigation and switches back to detection mode.

For the experiments, 24 months of real-world operational
data from solar panels and inverters are used to develop and
evaluate the proposed IDMS. To simulate more practical con-
ditions where long-term data may not be available, addition-
al experiments are conducted using reduced dataset sizes to
assess the performance of the proposed IDMS under limited
data conditions.

In summary, the contributions of this paper are listed be-
low.

1) A detection system with IDS model based on the Trans-
former algorithm is developed, which leverages environmen-
tal sensor data and last-moment inverter data to accurately
capture the normal behavior of smart inverters. This system
effectively detects cyberattacks on real-world solar farm de-
vices, ensuring the security and reliability of operations.

2) A mitigation system is proposed, in which a prediction
model based on LSTM and trained solely on environmental
features is introduced to prevent recursive cumulative error
propagation and ensure stable system operation.

3) An open dataset is proposed [34] to demonstrate the
performance of the proposed IDMS under varying data avail-
ability conditions. This provides users with flexible options
for strategies based on their specific data conditions.

II. METHODOLOGY

A. FDIAs on Smart Inverters of Solar Farms

FDIAs on smart inverter measurements have been well
studied and categorized in existing literature. They are gener-
ally classified into four types: over-inflation attacks, random
attacks [35], replay attacks [36], and delay attacks. These at-
tacks exploit vulnerabilities in the communication channel
between the inverter and the control center server, which is
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responsible for receiving operational measurements. By inter-
cepting and altering the transmitted data, attackers can artifi-
cially inflate or randomly modify the smart inverter measure-
ments, potentially leading to system instability and disrup-
tions in normal operation.

1) Over-inflation attacks: attackers increase the output
voltage and current of smart inverters.

A xl t e T/
X, =
P+ A))x, ter,
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where 7, is the attack period; x, denotes the smart inverter
measurement; x, denotes the information received in the serv-
er through the communication; and 4, denotes the over-infla-
tion factor designed by the attackers.

2) Random attacks: attackers randomly alter the voltage
and current measurements of smart inverters.

R X, 11,
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where 4, denotes the random factor designed by the attackers.
3) Replay attacks: attackers gain access to read historical

data and replay the same period of data by using the stored
information.
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where x, , denotes the smart inverter measurement after the
replay attack.

4) Delay attacks: attackers create a channel to intentional-
ly delay information transmission either to the inverter or
from the inverter to the customer server, to disrupt the nor-
mal operation of the system.

. X, tér,
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where x,_, denotes the smart inverter measurement after the
delay attack.

Since the attacks focus on the real-time communication
layer, we assume the historical databases of both smart in-
verters and environmental sensors remain uncompromised.
The environmental sensors, integrated into the solar panels,
operate independently from smart inverters and use a sepa-
rate communication channel. As non-intelligent devices with-
out control capabilities, they are less attractive targets for at-
tackers. Thus, we assume the environmental sensors function
normally and provide trustworthy measurements.

B. ML Algorithms

1) Transformer Algorithm

The Transformer algorithm is a deep learning algorithm
based on the attention mechanism proposed by [37]. Unlike
traditional recurrent neural networks (RNNs) or LSTMs, the
Transformer algorithm completely discards the recurrent
structure. Instead, it uses self-attention and multi-head atten-
tion mechanisms to efficiently model global dependencies in
sequential data. Its strong parallelization capabilities and sen-
sitivity to long-range dependencies have made it a key algo-
rithm in fields such as natural language processing (NLP)
and time-series analysis.
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The architecture of Transformer algorithm consists of two
main components: the encoder and the decoder. Both compo-
nents rely on the self-attention mechanism, which is the cor-
nerstone of the algorithm. This mechanism enables the algo-
rithm to compute contextual relationships between all ele-
ments in a sequence simultaneously.

The input sequence X is transformed into three separate
representations: the query Q represents what the algorithm is
searching for, the key K represents features used for match-
ing, and the value V represents the information to be aggre-
gated. These representations are computed through linear
transformations using trainable weight matrices, denoted as
W2, WX and W, respectively.

T
Attention(Q, K, V)=F. oX

softmax
V d/\'

where Attention(Q, K, V') computes a weighted sum of the val-
ue V, where the weights are determined by the similarity be-

v )

tween the query Q and the key K; \/d, is a scaling factor

that prevents the inner product from becoming excessively
large; and f, g () 1 @ function that normalizes the attention
scores.

Each encoder layer also includes a position-wise feed-for-
ward network (FFN) in (6), which is applied independently
to each position in the sequence. The FFN consists of two
linear transformations with a ReLU activation:

FFN(x)=ReLU(XW,+b,W,+b, (6)

where W,, W,, b,, and b, are the trainable matrices; and x
denotes the input features.

To incorporate the order of the sequence, the Transformer
algorithm uses positional encodings (PEs), which are added
to the input embeddings. These encodings allow the model
to capture the relative and absolute positions of tokens with-
in a sequence. The PEs are defined as:

PE(i.2j)=sin| ——~ )
10000+
PE(i.2j + 1)=cos| ——— 8)
10000

where i is the position; j is the dimension; and d,, is the
dimension of the input embeddings.

The Transformer algorithm leverages the self-attention
mechanism and FFN to model complex dependencies in se-
quential data. It is adopted for anomaly detection due to its
superior ability to capture long-range temporal relationships
and global correlations among sensor variables. In smart in-
verters of solar farms, where abnormal patterns may evolve
gradually or intermittently, modeling long-term dependencies
is crucial. This is a capability that recurrent networks such
as LSTM, gated recurrent unit (GRU), and RNN often fail
to sustain due to vanishing gradients.

2) LSTM

For the sequential model, LSTM is designed with a

unique architecture that significantly outperforms convention-
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al RNNs in handling sequential data [38]. The governing
equations of LSTM are as follows:

8=0W,[s,_,,x,]+b,) Q)
i,=oW,[s, .x,]+b,) (10)
C,=tanh(W,[s, ,.x,]+b,) (11)
C=iC+gC, (12)
o,=cW,s,_,,x,]+b,) (13)
h,=o0,tanh(C,) (14)

where g, is the forget gate; i, is the input gate; o() is the sig-
moid function; o, is the output gate; x, is the input state; s,
is the hidden state; C, is the cell state; é‘, is the candidate
cell state; W,, W, W,, W,, b, b,, b,, and b, are the train-
able weight matrices; and 4, is the hidden state.

An LSTM consists of multiple units, each with three
gates: g,, i, and o, The forget gate in (9) controls how
much past information to retain or discard. It takes the previ-
ous hidden state s,_, and the current input state x, along
with the learned parameters W, and b,. The sigmoid function
outputs values between 0 and 1, regulating the influence of
the previous cell state C,_,.The input gate in (10) updates
the cell state with new information. The sigmoid function de-
termines input relevance, while the hyperbolic tangent in
(11) generates the candidate cell state é',. The cell state C, is
determined by the combined effects of the input gate and for-
get gate in (12). The input gate determines how much new
information is written into the memory cell, while the forget
gate controls how much past information is retained. The
cell state C, serves as memory, preserving information across
time and mitigating vanishing or exploding gradients. The
output gate in (13) decides the information passed to the cur-
rent hidden state. The output gate uses s, ,, x, and C,
where the sigmoid function controls gate activation and the
hyperbolic tangent produces the hidden state %, in (14) as
the output representation at the current time step.

For the mitigation system, LSTM is chosen for its ability
to capture short-term temporal patterns and perform smooth
interpolation, which is vital for reconstructing compromised
inverter measurements. Unlike the Transformer algorithm, it
avoids overfitting on limited abnormal segments and ensures
stable regression under noisy conditions.

C. System Design

Environmental factors such as ambient temperature, solar
irradiance, and wind speed significantly influence the power
output of PV panels, while remaining independent of the in-
ternal measurements of inverters. Owing to the strong corre-
lation between inverter-side voltage/current and these envi-
ronmental factors, sensor data can be effectively utilized to
characterize the normal operating behavior of inverters.

To exploit this relationship, an IDS model based on the
Transformer algorithm is developed to estimate the DC-side
voltage and current of the inverter from environmental in-
puts, including ambient temperature, module temperature, so-
lar irradiance, and wind speed, which exhibit strong tempo-
ral correlations. Capturing these nonlinear dynamics is inher-
ently complex. Therefore, several deep learning algorithms
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including Transformer, LSTM, GRU, and RNN are evaluated.

Incorporating previous inverter voltage and current read-
ings as additional inputs further improves the predictive ac-
curacy. Based on this model, a dynamic anomaly detection
threshold is defined using historical prediction errors and a
tunable anomaly factor. During real-time operation, differenc-
es between actual and predicted values exceeding this thresh-
old are flagged as anomalies.

Under cyberattack conditions, the PV panels may continue
operating normally while the reported data of inverters be-
come compromised. When an anomaly is detected, compro-
mised measurements are replaced with predicted values by
the mitigation system. However, the recursive use of the pre-
dictions of the IDS model leads to error accumulation and re-
duced long-term reliability.

To address this issue, a prediction model based on LSTM
and trained solely on environmental features is introduced,
making it immune to compromised inverter data to work in
the mitigation system. Both models share identical architec-
tures and training procedures, differing only in their input
features.

The proposed IDMS functions in two stages: training and
inference. In the training stage, historical inverter and envi-
ronmental data are used to develop the proposed IDMS. In
the inference stage, real-time data are monitored by the pro-
posed IDMS—if no anomaly is detected, inverter data are
transmitted directly. When an intrusion occurs, the IDS trig-
gers an alert, and the mitigation system substitutes the com-
promised data with predicted values. Once normal condi-
tions are restored, the proposed IDMS resumes using real in-
verter measurements. Figure 1 illustrates the workflow of
the proposed IDMS. Smart inverter continuously measures
voltage and current at the solar farm, while environmental
sensors—installed separately and typically from different
manufacturers—record ambient conditions. As these sensors
are independent of the inverter, they are less likely to be
compromised, making them a reliable foundation for the pro-
posed IDMS.

The IDS is designed to monitor inverter measurements by
comparing them with prediction data generated by an ML al-
gorithm using sensor inputs. To enhance performance, the
system incorporates previous inverter measurements as addi-
tional inputs. A threshold 7 is calculated based on validation
dataset, which is expressed as:

T=a-percentile({y,—y/lli=1,2,...,n},p) (15)

where a is the anomaly factor; p is the percentage factor of
the residual dataset; percentile(:) is the percentage of errors
occurring in the validation dataset; n is the total number of
data points; y, is the actual value; and y, is the predicted val-
ue in the validation dataset. The residuals are calculated as
the difference between y, and p, and p is used to determine
the base threshold.

The anomaly factor a is introduced to balance the false
positive and false negative. A higher anomaly factor reduces
the number of false positives but may allow more attacks to
remain undetected, while a lower anomaly factor increases
the detection number of attack points but may also result in
more false positives. In the experiment, the anomaly factor
is set to be 1.5 to identify anomalies effectively.
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Fig. 1. Workflow of proposed IDMS.

If the difference between the actual and predicted values
exceeds the threshold in the IDS model based on Transform-
er algorithm, the IDS flags an attack and triggers the mitiga-
tion system to replace compromised data with the results of
the prediction model based on LSTM.

When the mitigation system is activated, it operates solely
on environmental sensor inputs, excluding inverter measure-
ments, which are presumed compromised. Incorporating pri-
or inverter measurements in this phase would introduce error
propagation and unnecessary computational overhead. By re-
lying on independent sensor data, the prediction model
based on LSTM ensures that predicted values remain unaf-
fected by attacks or accumulated errors, thereby effectively
mitigating the impact of compromised inverter measure-
ments.

Simultaneously, the proposed IDMS continuously moni-
tors the difference between the actual and predicted values
to determine whether the attack has ceased. When the two
values align closely enough to satisfy the predefined trigger
conditions, the proposed IDMS resumes using actual inverter
data. The trigger threshold plays a key role in reducing the
false switching events and ensuring the stability of the pro-
posed IDMS, allowing seamless transitions even under fre-
quent switching conditions while maintaining reliable data
transmission to the server.

The experiments were conducted using a comprehensive
24-month dataset. To account for conditions where such ex-
tensive data may not be available, additional evaluations
were performed using 6-month and 12-month subsets. These
tests revealed the influence of dataset size on detection and
prediction accuracy. Although the IDS model based on Trans-
former algorithm and the prediction model based on LSTM
trained on smaller datasets exhibited slightly reduced perfor-
mance compared to the full 24-month dataset, the results re-
mained satisfactory for real-time inference, demonstrating
the adaptability of the proposed IDMS to varying data avail-
ability.

To assess the effectiveness of the IDS model based on
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Transformer algorithm under cyberattack conditions, various
attack types were injected into 20% of the test data. This
evaluation assesses the capability of the IDS model to differ-
entiate between normal and abnormal operating conditions,
with a focus on false positive occurrences and the accuracy
of abnormal event detection. Random seeds were fixed to en-
sure reproducibility.

In the inference stage, a representative day was selected to
visualize the behavior of the proposed IDMS under different
attack conditions. The results illustrate how the proposed ID-
MS responds when an attack occurs and how the proposed
IDMS dynamically transitions between normal and abnormal
states.

D. Recursive Cumulative Error

The IDS model based on Transformer algorithm takes the
feature vector d, as the input, which includes the feature f;,
of data point 7 at time ¢, as defined in (16). The features in-
clude the ambient temperature, module temperature, solar ir-
radiance, wind speed, and voltage and current from the previ-
ous time step. The voltage and current from the previous
time step are derived from the inverter measurements, which
are the target of the attacks.

dt:[fl,t’fz,t’ ""fn,t] (16)

If this IDS model is employed as a prediction model for
the mitigation system during an attack, the inverter output
becomes unreliable. In such cases, the input at the next time
step d,,, should be replaced with the predicted data p, from
the model instead of relying on the measurement, as ex-
pressed in (17).

dt+1=[.)’>t’f'1,t+l’.}(2,t+l7“'ﬁﬁn,tJrl] (17)
where m is the number of features that are not under attack.
This model then predicts y,,, using the input d,.,, which
includes the predicted value p, as an input, along with the
same system settings 0, as described in (18).

)’}1+l:f(dt+l;6) (18)
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where f(-) is the prediction function from the model.
The prediction error e,,, is defined in (19), and it can be
further expressed as (20).

et+1:)’}t+l_yt+l (19)
€1 :f([J;nxml k 0)_yt+1 (20)
where y,,, is the actual value.
Over k recursive steps, the error propagation e,,, can be
described as:
k k k
0
ez+k: z Ha'\ f )el+[—l+ zq (21)
i=1\j=i Oisj-1 i=1

where 0f/0y,.; | denotes the error amplification; and ¢, de-
notes the random noise within the model.

Due to the cumulative error propagation, the recursive pre-
dictions of the IDS model, which are used to substitute com-
promised measurements, may progressively degrade in accu-
racy. As a result, this model cannot be reliably employed as
the prediction model of the mitigation system.

III. EXPERIMENTAL SETUP

A. Parameter Setting

The rooftop solar array used in this study has a capacity
of 6.44 kW, and the data period spans 24 months from Janu-
ary 1, 2022 to December 31, 2023. The resolution of the in-
verter and sensor measurements is 1 min.

The first step focused on the normal operating period of
the device through data cleaning. After the cleaning process,
the dataset was subsequently split into training (80%), valida-
tion (10%), and test (10%) subsets. All algorithms were im-
plemented in Python using PyTorch 2.4.0. For the algorith-
mic configuration, the architecture of Transformer algorithm
consists of 6 encoder layers and 6 decoder layers, each
equipped with multi-head attention mechanisms to effective-
ly capture long-range temporal dependencies. The embed-
ding dimension of the algorithm is set to be 32, with 8 atten-
tion heads, a feedforward dimension of 32, and a dropout
rate of 0.2.

Three-layer LSTM, GRU, and RNN algorithms were also
developed, incorporating layer normalization and dropout in
each layer to enhance training stability and prevent overfit-
ting. The hidden dimension is set to be 256, and the dropout
rate is 0.2. For the CNN-LSTM, two convolutional struc-
tures were used, each with 16 output channels and 2 kernel
filters.

B. Metrics

The mean absolute error (MAE) evaluates the average
magnitude of the differences between actual and predicted
values, disregarding their direction. It is calculated as:

1< -
MAE=—->ly,~ | (22)
i=1

MAE is intuitive to interpret since it is expressed in the
same units as the data, providing a clear sense of the aver-
age prediction error.

The mean squared error (MSE) computes the average of
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the squared differences between actual and predicted values.
By squaring the errors, it gives more weight to larger dis-
crepancies shown in (23).
13 -
MSE= > (=5 (23)
i=1
MSE is sensitive to outliers and is often used as a loss
function in optimization due to its mathematical properties.
The root mean squared error (RMSE) is the square root of
the MSE, representing the average magnitude of prediction
errors in the same units as the original data, shown in (24).

RMSE = (24)

RMSE penalizes large errors more than MAE and is use-
ful when outliers are significant.

The coefficient of determination R* measures the propor-
tion of the variance in the dependent variable that is predict-
able from the independent variables. It is defined as:

i(yi_);i )2
i(yi_yi )2

where ¥, is the mean of the actual value.

An R? value of one indicates that the model explains all
the variability of the dependent variable, signifying a perfect
fit. Conversely, an R* value of 0 indicates that the model ex-
plains none of the variability, implying that it is no better
than a simple average.

These metrics were used to evaluate model performance.
For the IDS model, better performance indicates a higher
ability to detect abnormal behavior, as the predicted values
are closer to the actual values. For the prediction model
based on LSTM in the mitigation system, better performance
reflects lower error when compromised data are replaced
with predicted values.

R=1 (25)

IV. PERFORMANCE EVALUATION

A. Performance in Training Stage

1) Performance of IDS Model in Detection System

The IDS model was designed with six inputs: ambient
temperature, module temperature, wind speed, solar irradi-
ance, last-moment interval voltage, and last-moment interval
current. To determine the most suitable ML algorithm, five
different algorithms were tested, and the one that achieved
the best performance was used as the core algorithm of the
IDS model.

Figure 2(a) illustrates the training loss of the five algo-
rithms. The Transformer algorithm required more than 2000
epochs to achieve convergence, whereas the LSTM and RNN
converged after approximately 600 epochs. In contrast, the
GRU reached convergence in over 1500 epochs. Among all al-
gorithms, the CNN-LSTM exhibited the fastest convergence,
stabilizing within 50 epochs. The training loss for all the five
algorithms decreased progressively with each epoch and
reached its minimum point when early stopping was triggered.
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Fig. 2. Training and validation losses of different algorithms. (a) Training
loss. (b) Validation loss.

Figure 2(b) illustrates the validation loss of the five algo-
rithms, which also decreased steadily over epochs, aligning
with the trend in the training loss. This indicates that all the
five algorithms achieved good convergence performance
without exhibiting overfitting. Consequently, the test data
performance can be reliably used to evaluate the algorithms
of the IDS model.

Table I presents the test data performance of the five algo-
rithms.

TABLE I
TEST DATA PERFORMANCE OF DIFFERENT ALGORITHMS

Algorithm Metric Voltage Current
MAE 1.5205 V 0.2049 A
MSE 7.4456 V* 0.0904 A”
Transformer
RMSE 2.7287 V 0.3007 A
R? 0.9777 0.9899
MAE 1.6209 V 0.3447 A
MSE 8.1129 V? 0.2007 A’
LSTM
RMSE 2.8483 V 0.4479 A
R? 0.9757 0.9776
MAE 1.5934 V 0.2516 A
MSE 7.8023 V? 0.1330 A”
GRU
RMSE 2.7933 V 0.3647 A
R? 0.9766 0.9852
MAE 1.6959 V 0.2583 A
MSE 8.3570 V? 0.1421 A?
RNN
RMSE 2.8908 V 0.3769 A
R? 0.9749 0.9842
MAE 3.5007 V 0.5058 A
MSE 21.9555 V* 0.3648 A’
CNN-LSTM
RMSE 4.6857 V 0.6040 A
R? 0.9342 0.9594
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Among them, the Transformer algorithm achieved the best
performance since it considered the overall parameters, with
an MAE of 1.5205 V for voltage and 0.2049 A for current.
The voltage range in the dataset spanned from 360.01 V to
506.77 V, while the maximum current value is 17.4 A. The
performance of LSTM was slightly lower than that of the
Transformer algorithm but better than GRU. GRU, a simpli-
fied version of LSTM, typically converged faster but may
underperform LSTM on highly complex datasets. Both
LSTM and GRU were designed to address the gradient ex-
plosion problem commonly encountered in traditional RNN.
The CNN-LSTM exhibited the highest error among all algo-
rithms, indicating that incorporating convolutional layers
may not provide additional benefits. For the IDS model, a
lower error indicated better performance in identifying abnor-
mal conditions.

As shown in Table II, the Transformer algorithm achieved
the highest F1 score of 0.9503, along with the lowest false-
positive rate (FPR) of 3.75%. The LSTM, GRU, and RNN
followed closely, while the CNN-LSTM exhibited the worst
performance among all algorithms.

TABLE 1T
PERFORMANCE OF IDS MODEL BASED ON DIFFERENT ALGORITHMS IN
DETECTION SYSTEM

Algorithm F1 score Precision Recall FPR
Transformer 0.9503 0.9616 0.9393 0.0375
LST™M 0.9447 0.9553 0.9343 0.0438
GRU 0.9471 0.9596 0.9349 0.0394
RNN 0.9456 0.9569 0.9346 0.0421
CNN-LSTM 0.9055 0.8819 0.9305 0.1247

In conclusion, the IDS model employing the Transformer
algorithm achieved the lowest prediction error among the
evaluated algorithms, demonstrating its effectiveness for ac-
curate anomaly detection in the IDS.

2) Performance of Prediction Model in Mitigation System

While the IDS model showed promise as a prediction
model for the mitigation system, its implementation during
an attack where the output was replaced by the predicted val-
ue and subsequently used as input for the next prediction pe-
riod will introduce cumulative errors, as demonstrated in Ta-
ble III for the recursive algorithm.

Compared with the LSTM, the recursive algorithm per-
formed worse on both the voltage and current predictions.
Additionally, the recursive algorithm increased computation
time because it required feeding the output back as input for
the next prediction step. This iterative process significantly
reduces computational efficiency compared with algorithms
that rely solely on sensor data as input. For a test dataset of
37894 samples, the recursive algorithm took 330.5 s to com-
plete predictions, while the LSTM required only 0.097 s for
the same condition. Considering that the computing device
used for deployment is likely to have lower performance
than the experimental device, the 3407-fold computational
differences should be accounted for to ensure the proposed
IDMS can respond on time.
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TABLE III
PERFORMANCE OF PREDICTION MODEL BASED ON DIFFERENT ALGORITHMS
IN MITIGATION SYSTEM

Algorithm Metric Voltage Current
MAE 5.0087 V 0.2766 A
MSE 58.3479 V? 0.1637 A®
LSTM
RMSE 7.6386 V 0.4046 A
R? 0.8251 0.9818
MAE 53075V 0.2807 A
MSE 61.7027 V? 0.1715 A?
Transformer
RMSE 7.8551 V 0.4141 A
R? 0.8150 0.9809
MAE 6.0395 V 0.6576 A
MSE 76.7315 V? 0.7069 A”
CNN-LSTM
RMSE 8.7597 V 0.8408 A
R? 0.7700 0.9212
MAE 6.7555 V 0.3707 A
MSE 79.2581 V2 0.2276 A®
GRU
RMSE 8.9027 V 04771 A
R? 0.7624 0.9746
MAE 8.3908 V 0.2745 A
MSE 109.5292 V2 0.1775 A?
RNN
RMSE 10.4656 V 0.4213 A
R? 0.6716 0.9802
MAE 5.1863 V 0.3423 A
) MSE 57.5333 V2 0.2176 A®
Recursive
RMSE 7.5851 V 0.4664 A
R? 0.8275 0.9758

In the prediction model, inputs from the inverter were dis-
carded because, during an attack, the inverter is compro-
mised by the attacker, and cumulative errors render it unnec-
essary to adapt. Instead, sensor data were used as input. In
this case, LSTM demonstrated superior performance across
all metrics compared with the Transformer algorithm, CNN-
LSTM, GRU, and RNN.

The performance of the prediction model based on LSTM
in the mitigation system was worse than that of the IDS
model based on Transformer algorithm because the IDS mod-
el incorporated more features, leading to higher accuracy.
However, the output of the prediction model based on
LSTM was not influenced by the status of the inverter,
which made it independent of the inverter and free from cu-
mulative error issues.

In conclusion, for the mitigation system, the prediction
model employing the LSTM achieved the lowest prediction
error, demonstrating its effectiveness for accurate anomaly
detection in smart inverters of solar farms.

3) Performance Under Different Dataset Sizes

In the proposed IDMS, improved model performance di-
rectly translates to stronger detection capabilities and re-
duced prediction errors. However, model performance is
highly dependent on dataset size, with larger datasets gener-
ally yielding better performance. To ensure robustness, the
experiments leveraged a comprehensive two-year dataset as
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a reliable evaluation baseline.

To reflect real-world conditions where such extensive data
may be unavailable, the dataset was segmented into 6-month
and 12-month subsets. Both models were evaluated in consis-
tent settings, providing practical information on the perfor-
mance of the proposed IDMS under varying dataset sizes.

Table IV shows the performance of the IDS model based
on Transformer algorithm under different dataset sizes. As
expected, larger dataset sizes yield better detection accuracy,
emphasizing the value of long-term data for model effective-
ness. Notably, even with only six months of data, the model
maintains reasonable performance—MAE increases from
1.5205 to 2.2265 V—which remains acceptable given the
system voltage and current ranges.

TABLE IV
PERFORMANCE OF IDS MODEL BASED ON TRANSFORMER ALGORITHM
UNDER DIFFERENT DATASET SIZES

Time (month) Metric Voltage Current
MAE 22265V 0.3261 A
. MSE 11.8896 V2 0.2479 A*
RMSE 3.4481 V 0.4979 A
R? 0.9414 0.9864
MAE 1.9396 V 0.3134 A
MSE 8.7321 V* 0.2267 A*
12 RMSE 2.9550 V 0.4355 A
R? 0.9633 0.9871
MAE 1.5205 V 0.2049 A
o MSE 7.4456 V* 0.0904 A’
RMSE 2.7287 V 0.3007 A
R’ 0.9777 0.9899

Similarly, Table V shows the performance of prediction
model based on LSTM under different dataset sizes.

TABLE V
PERFORMANCE OF PREDICTION MODEL BASED ON LSTM UNDER
DIFFERENT DATASET SIZES

Time (month) Metric Voltage Current
MAE 64331V 0.3788 A
. MSE 68.9778 V* 0.3030 A®
RMSE 8.3053 V 0.5505 A
R? 0.7873 0.9834
MAE 5.1933 V 0.3766 A
. MSE 54.6614 V* 0.2714 A’
RMSE 73933 V 0.5210 A
R? 0.7936 0.9666
MAE 5.0087 V 0.2766 A
MSE 58.3479 V2 0.1637 A*
# RMSE 7.6386 V 0.4046 A
R’ 0.8251 0.9818

The MAE increases from 5.0087 to 6.4331 V as the datas-
et size shrinks, reflecting the model sensitivity to dataset
size. Nonetheless, this level of error is tolerable for fault da-
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ta replacement, as it remains significantly lower than the im-
pact of compromised measurements and is unaffected by po-
tentially manipulated inverter data.

The experimental results show that larger dataset sizes en-
hance the performance of the prediction model. However, un-
der practical conditions where only six months of data are
available instead of the full 24 months of data, the system
still maintains acceptable performance suitable for reliable
operation.

B. Performance in Inference Stage

This subsection demonstrates the performance of the pro-
posed IDMS during an attack on the inverter and its subse-
quent response. The proposed IDMS was designed to detect
attacks and replace compromised data caused by the attack
with prediction data. In order to demonstrate the prediction
accuracy of the system, two similar days (November 13,
2023 and November 14, 2023) were selected to perform a
comparative validation. An examination of the available data-
set revealed that the performance (i.e., DC voltage and DC
current) of the solar array on these two days was identical.
November 14 was designated as the attack day, while the
November 13 served as the reference day for performance
comparison. The contaminated data of November 14 were
passed through the filter algorithm and were replaced with
data generated from sensor-based information.

A test window was established to evaluate the perfor-
mance of the proposed IDMS to detect and mitigate four
types of attacks on inverter measurements of voltage and cur-
rent, as illustrated in Fig. 3.
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Fig. 3. Performance of proposed IDMS to detect and mitigate attacks on
inverter measurements of voltage and current. (a) Voltage. (b) Current.

The attack period was highlighted with the purple bar, be-
ginning with the over-inflation attack in the first attack peri-
od. When the attack occurred, all voltage and current values
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increased significantly. Without the proposed IDMS, this in-
crease would persist throughout the entire attack period.
However, with the proposed IDMS, the voltage and current
values dropped once the IDS identified abnormal behavior.
The mitigation system then replaced the compromised data
with predicted data generated by the mitigation system. Al-
though the predicted data still contained some errors, they
were acceptable relative to the impact of the attack.

The attack in the second attack period was a random at-
tack, meaning that both voltage and current values were ran-
domly changed up and down. Once the IDS detected the
compromised data, the mitigation system generated synthetic
data using meteorological data and characteristics of the so-
lar array and passed the information on to the designated
server for use by the power system operators. It is important
to note that the proposed IDMS was seamlessly interconnect-
ed. Even when the mitigation system was stopped, the IDS
remained operational, continuously monitoring for abnormal
behavior while inverter data flowed uninterrupted. When a
new attack was detected, the mitigation system reactivated
and repeated the process. This explains the multiple trigger
points observed in the second attack period.

The attack in the third attack period was the replay attack,
where attackers replaced the actual data with historical data
from the same day and time in the previous month. Since
power generation behaviors vary from day to day, the pro-
posed IDMS can easily detect and mitigate the impact of
this attack.

The attack in the final attack period was the delay attack,
where attackers introduced a one-hour delay to compromise
the operations of the inverter. Voltage and current were time-
series measurements that evolved over time. The IDS,
trained on time-series data, can effectively track temporal
changes to identify normal behavior or detect anomalies
caused by the delay attack. The mitigation system is also ca-
pable of adapting to temporal variations, generating accept-
able values that can function as normal data.

The case study demonstrated that the proposed IDMS re-
sponds promptly and effectively, significantly reducing the
impact of various types of cyberattacks through timely detec-
tion and mitigation.

V. CONCLUSION

This study presents an IDMS that identifies and counter-
acts cyberattacks on smart inverters in solar farms through
ML and environmental sensors. Experimental results show
that integrating inverter and sensor features yields accurate
predictions and strong intrusion detection performance. How-
ever, when inverter data are included in the prediction mod-
el, cumulative error propagation occurs. To overcome this is-
sue, a prediction model based on LSTM in the mitigation
system is developed using only environmental inputs, and in-
dependent of inverter measurements.

The detection system and mitigation system in the pro-
posed IDMS operate collaboratively. During an attack, the
IDS activates the IDS model to generate substitute values.
Once the threat subsides, the IDS seamlessly resumes using
actual inverter data to maintain accuracy and prevent long-
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term drift. A case study conducted on a representative day
validates this mechanism, confirming that the proposed ID-
MS can detect anomalies, replace compromised data, and re-
store normal operation effectively. In addition, the open data-
set is proposed to test the effectiveness of the proposed ID-
MS under different data sizes.

The proposed IDMS depends on environmental sensors
and historical operational data. In real-world settings, sensor
readings may be noisy, incomplete, or compromised. The
proposed IDMS exhibits resilience to such noise by exploit-
ing temporal correlations, maintaining stable estimates de-
spite occasional measurement errors. Nevertheless, if envi-
ronmental data are entirely missing or severely distorted, ac-
curate prediction cannot be guaranteed. In such cases, spatial
correlations among nearby sensors can provide useful redun-
dancy—neighboring devices within the same area can serve
as reference sources. Future work will focus on improving
sensor reliability and strengthening system robustness
against data uncertainty.
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