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Vulnerability Identification for Urban Power 
Networks Under Malicious Attacks Considering 

Topology Completion Uncertainties
Chengze Li, Wenxia Liu, Rui Cheng, and Yuze Yang

Abstract——Urban power network (UPN) topologies are partial‐
ly observable due to invisible underground cables, leading to in‐
complete information under malicious attacks. To perform vul‐
nerability identification for UPN under such attacks, it is of 
great importance to consider topology completion uncertainties 
in attack and defense strategies. To this end, this paper first 
proposes a UPN topology completion method, where a series of 
possible complete topologies associated with their corresponding 
probabilities are determined by means of Monte Carlo simula‐
tion and a knowledge-assisted hierarchical network partitioning 
algorithm, i. e., the improved SHRINK (I-SHRINK) algorithm. 
Subsequently, a bi-level stochastic optimization model is estab‐
lished to determine attack strategies by considering topology 
completion uncertainties, further identifying UPN vulnerability. 
The upper-level problem aims to maximize the expected load 
shedding risk, while the goal of lower-level problem is to mini‐
mize the total load shedding. Case studies are performed in a 
real UPN to verify the effectiveness and superiority of the UPN 
topology completion and vulnerability identification methods.

Index Terms——Stochastic optimization, urban power network 
(UPN), vulnerability identification, topology completion, uncer‐
tainty, malicious attack.

I. INTRODUCTION 

IN recent years, the low-probability but increasing mali‐
cious attacks have posed significant threats to urban pow‐

er networks (UPNs) [1] - [3], causing high-impact damage 
and affecting their safe and reliable operation. The Wall 
Street Journal reported 274 incidents of malicious attacks on 
UPNs in the USA from 2012 to 2014 [4]. In 2019, Venezue‐
la experienced a series of malicious attacks that lasted more 
than 24 hours [5], while threats to Iranian nuclear power 
plants and Ukrainian power grid have further highlighted 
UPN security concerns [6]. Modeling malicious attacks, 

quantifying their consequences, and identifying UPN vulnera‐
bilities under such threats have garnered increasing attention 
in recent years.

To identify the UPN vulnerabilities under malicious at‐
tacks, existing studies focus on locating critical components 
through topological structure analysis [7]. References [8] -
[10] identify vulnerabilities based on complex network indi‐
cators including degree, connectivity, and centrality of node. 
In [11], a sequential attack strategy is proposed to identify 
vulnerabilities in the power system using the degree of node 
and load classification. Reference [12] further analyzes the 
cascading failures triggered by vulnerable nodes.

The vulnerability identification based on the aforemen‐
tioned topological structure does not fully capture the opera‐
tional states and characteristics of UPNs, leading to inaccura‐
cies in vulnerability identification. By taking into account 
the operational states and characteristics of UPNs, some re‐
search works [13], [14] formulate malicious attack problems 
as typical bi-level programming problems in attack-defense 
scenarios. These works simulate strategic interactions be‐
tween the attacker and defender to identify UPN vulnerabili‐
ties by assessing the operational consequences of malicious 
attacks. In [15] - [17], the attack-defense optimization prob‐
lems are formulated with the objective of maximizing sys‐
tem load and generator output losses with limited attack re‐
sources.

However, these works do not consider the incomplete 
UPN information when identifying vulnerabilities under mali‐
cious attacks. Data-driven approaches are proposed for iden‐
tifying the parameters of UPN by using a large number of 
historical operation data, which is challenging and difficult 
to obtain in reality [18], [19]. References [20] and [21] indi‐
cate that attackers find it challenging to determine the exact 
operational status of the power system. However, they can 
consider potential statuses and devise effective attack strate‐
gies using statistical tests, graph theory, and boundary flow 
shift factors.

The aforementioned studies mainly deals with vulnerabili‐
ty identification under complete UPN topologies with incom‐
plete parameter information, but does not consider the practi‐
cal possibility of incomplete UPN topologies. Many UPN 
lines in highly developed cities are underground cables, mak‐
ing UPN topologies unobservable. In actual malicious attack 
scenarios, attackers often lack complete information about 
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these topologies. For example, the UK National Grid [22] 
has approximately 4500 miles of overhead lines and more 
than 900 miles of underground cables in cities, resulting in 
an underground cable proportion of around 20%. Thus, at‐
tackers can only reconstruct incomplete UPN topologies into 
complete configurations to formulate attack strategies and 
identify vulnerabilities.

References [23] and [24] propose an adaptive algorithm 
that employs a reweighting scheme to complete the graph-
edge structure based on incomplete heterogeneous data from 
a collection of related topologies. In [25], an algorithm 
called SHRINK-H is introduced for topology partitioning in 
incomplete networks, which can infer potential hidden lines 
based on the partitioning results. Reference [26] employs a 
similar algorithm to perform topology partitioning on the air‐
borne ad hoc network for observation. It combines communi‐
ty detection and inference results to construct a mixed-con‐
nection probability matrix, followed by topology correction 
on the estimated network.

All these works [23]-[26] are not related to UPN, and few 
studies have been conducted on completing UPN topologies. 
Meanwhile, existing studies in other systems often focus on 
identifying the most reasonable topology based on specific 
metrics. However, in practice, due to uncertain events such 
as cable route deviations caused by installation geography or 
limited road space, the UPN topologies in real world may 
not have been built according to the economically optimal 
planning scheme, and some suboptimal topologies may still 
be real solutions. The existence of multiple plausible UPN 
topologies introduces uncertainty for malicious attackers, 
making it impractical to rely on a single complete topology 
for attack strategies and vulnerability identification. By re‐
constructing multiple highly plausible topologies, this uncer‐
tainty can be significantly reduced, enhancing the effective‐
ness of attacks. 

Uncertainty challenges have been widely studied in power 
systems, e.g., stochastic optimization [27], [28]. In [29], a se‐
ries of uncertain scenarios are generated for the growth of 
electricity and hydrogen demands, establishing a multistage 
stochastic co-planning model for the integrated power distri‐
bution and hydrogen system. Reference [30] proposes the op‐
timal power system defense planning to minimize the expect‐
ed losses in different attack scenarios.

Motivated by the shortcomings of prior work, prior to the 
vulnerability identification for UPN under malicious attacks, 
it is essential to propose a feasible approach for completing 
the UPN topology to mitigate the associated uncertainties. In 
this paper, we propose a complete topology sampling model, 
enabling attackers to reconstruct high-rationality complete 
UPN topologies to develop attack strategies. Next, we pro‐
pose a bi-level stochastic optimization model to identify 
UPN vulnerabilities. The main contributions are as follows. 

1) A UPN topology completion method is proposed to 
take into account topology completion uncertainties by 
means of Monte Carlo simulation and a knowledge-assisted 
hierarchical network partitioning algorithm, i. e., the im‐
proved SHRINK (I-SHRINK) algorithm, thus constructing a 
set of reasonable complete topologies of UPN.

2) The I-SHRINK algorithm is proposed to ensure the 
high rationality of the extracted topology. Given that nodes 
with more similar properties tend to have tighter connec‐
tions, the I-SHRINK algorithm leverages topology partition‐
ing detection to uncover similarities among nodes, incorpo‐
rating UPN factors such as node distances and visible signs 
of hidden cables. Based on the partitioning detection, we 
evaluate the complete cable rationality. In addition, the oper‐
ational rationality and complete cable rationality are consid‐
ered to enhance the UPN topology completion from a knowl‐
edge-based perspective.

3) A bi-level stochastic optimization model is developed 
to analyze attack strategies, identifying vulnerable nodes 
amid UPN topology uncertainties. The upper-level problem 
aims to maximize the expected load shedding risk to identify 
the optimal attack strategy, while the lower-level problem 
with defender emergency response strategy aims to minimize 
the total load shedding. By applying the Karush-Kuhn-Tuck‐
er (KKT) conditions, the original model is transformed into 
a single-layer mixed-integer linear program (S-MILP) one. 
In the case study, we rigorously examine the systematic dif‐
ferences between the true results and the vulnerability identi‐
fication results obtained under the topology completion un‐
certainties considered in this study.

The remainder of this paper is organized as follows. Sec‐
tion II introduces the UPN topology completion method. Sec‐
tion III introduces the topology rationality assessment. Sec‐
tion IV develops the bi-level stochastic optimization model 
for vulnerability identification under malicious attacks, and 
Section V presents numerical case studies. At last, Section 
VI provides conclusions and points out directions for future 
research.

II. UPN TOPOLOGY COMPLETION METHOD 

A. Incomplete UPN Modeling and Topology Completion

This section first models the incomplete UPN topology 
and then presents the guiding principles for topology comple‐
tion from the attacker perspective. The UPN considered in 
this paper mainly includes the urban transmission network 
(UTN) and its terminal high-voltage urban distribution net‐
work (HV-UDN). Incomplete lines include UTN cables and 
transmission cables connecting the UTN and HV-UDN.

Let G VL  represent the incomplete UPN topology, 
where V is the set of stations, and L is the set of visible 
overhead lines. Define V = (VGVS ), where VG and VS are the 

sets of power plants and substations, respectively. By apply‐
ing certain completion principles, an attacker aims to change 
G VL  into a complete topology GT = VLCT  with high 

accuracy, where CT is the set of complete cables. However, 
as shown in Fig. 1, the potential complete topology GT is not 
unique. That is, there could be multiple plausible complete 
topologies, defined as GT1GT2...GTn.

With respect to the incomplete UPN topology G observed 
by the attacker, we define its corresponding real complete to‐
pology observed by the defender as G0 = VLC0 , where C0 

is the set of actual cables. Given that attackers are unaware 
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of G0, they can only take advantage of logical principles to 
derive a set GT with high rationality. This enables them to 
strategically minimize the fault tolerance rate of resource al‐
location in various GT scenarios under malicious attacks.

Let RT represent the topology rationality of GT from the 
perspective of the attacker. GT with a high RT should meet 
the following conditions: it is in accordance with the UPN 
design specifications, ensures the economic efficiency of op‐
eration, and has a reasonable path for each cable in CT. The  
complete cable rationality of CT is mainly judged by the pres‐
ence of sufficient visible signs along the cable paths.

Note that in this paper, all dynamic parameters, which 
change with the topology GT, are denoted with a superscript 
T; while the static parameters, which are related to G0 or re‐
main unchanged with respect to GT, do not have this super‐
script. 

B. Complete Topology Sampling with I-SHRINK Algorithm

In this subsection, we use the Monte Carlo simulation to 
derive a set of complete topologies ΩT with high rationality, 
and ||ΩT =NW. For "GTÎΩT, its rationality RT satisfies 

RT > ξ, where ξ is the pre-set threshold. ΩT functions as a sto‐
chastic scenario ensemble to develop the attack strategies in 
Section IV, with the goal of maximizing the attack effective‐
ness while minimizing uncertainties associated with topology 
completion.

First, we use the Monte Carlo simulation to complete G in‐
to GT by randomly extracting node connections. Then, the I-
SHRINK algorithm is proposed to assess the topology ratio‐
nality RT of GT. If RT is high, GT will remain in ΩT; other‐
wise, it will be extracted.

The specific steps are as follows.
Step 1: let X represent the set of node pairs in G that do 

not have overhead line connections. For " ( )ij ÎX, the at‐

tacker randomly generates underground cable connections to 
form the complete cable set CT, thus completing G into GT.

Step 2: partition the incomplete UPN topology, and calcu‐
late the structural rationality, operational rationality, and com‐
plete cable rationality.

① Incomplete UPN topology partitioning
From the structural perspective, partition the incomplete 

UPN topology G using the I-SHRINK algorithm. Consider‐
ing both the density of cable signs on the roads between 
nodes and the distance between nodes, we propose an evalu‐
ation method to assess the existence of concealed lines, 
where the endpoints of these lines may be located in the 
same partition or different partitions.
② Structural rationality calculation
Determine whether GT is reasonable in terms of structural 

features. If it is reasonable, enter ③ ; otherwise, discard GT 
and return to Step 1 for re-extraction.
③ Operational rationality calculation
The operational simulation of GT is conducted to deter‐

mine the normal operational state of the system, followed by 
calculating the operational rationality I 1

T . If I 1
T > λ1, where λ1 

is a base value, enter ④; otherwise, discard GT and return to 
Step 1 for re-extraction.
④ Complete cable rationality calculation
Based on the partitioning result in ① , the rationality of 

the existence of each cable lij in the complete cable set CT 
can be assessed. The complete cable rationality is denoted as 
I 2

T : if I 2
T > λ2, where λ2 is a base value, enter Step 3; other‐

wise, discard GT and return to Step 1 for re-extraction.
Step 3: calculate the topology rationality of GT, i. e., RT =

I 1
T I 2

T . If RT > ξ, retain the current topology GT and add it to 
ΩT; otherwise, discard GT and return to Step 1 for re-extrac‐
tion.

Step 4: determine whether the number of topologies in ΩT 
reaches NW. If yes, save and output the set ΩT; otherwise, re‐
turn to Step 1.

The flowchart detailing the above process can be found in 
Supplementary Material A. The details of Step 2 are dis‐
cussed in Section III.

III. TOPOLOGY RATIONALITY ASSESSMENT 

A. UPN Topology Partitioning by I-SHRINK Algorithm

Reference [25] proposed an algorithm called SHRINK-H 
for clustering and partitioning incomplete-connection net‐
works based on distance metrics and modularity Q [31], 
[32]. Furthermore, an algorithm using a greedy approach 
called SHRINK-G is introduced for higher computational ef‐
ficiency, indicating that the tightly-connected nodes share 
similar properties and belong to the same partition [25]. Ref‐
erence [33] later enhanced this with an algorithm called D-
SHRINK, which can identify overlapping partitions and out‐
liers.

In this subsection, we introduce an I-SHRINK algorithm 
to partition incomplete UPN topologies, facilitating the calcu‐
lation of I 2

T . First, we consider the characteristics of power 
nodes, the distances between them, and the density of cable 
signs along the roads to propose a partitioning method for 
the incomplete UPN topology G. Considering the partition‐
ing results and structural characteristics of the UPN, along 
with the relationship between transmission distances and 
node voltage levels, we propose an evaluation index for hid‐
den lines between nodes and calculate I 2

T .

UTN substation; UTN substation;
Power plant; Power plant;Overhead line

CableRoad

GT1

GT2

GTn

…

HV-UDN substation HV-UDN substation
Overhead line

(a) (b)

Fig. 1.　An incomplete UPN with possible complete topologies. (a) Incom‐
plete UPN. (b) Possible complete topologies.
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The cosine similarity effectively denotes the local connec‐
tivity density between any two nodes in a weighted network 
[25]. Motivated by this concept, for "ijÎV, we define the 
modular correlation degree δij between nodes i and j as:

δij =
∑

xÎΓ ( )i Γ ( )j
ω ( )ix ω ( )jx

∑
xÎΓ ( )i

ω2 ( )ix ∑
xÎΓ ( )j

ω2 ( )jx
(1)

where ω (ix) is the modular similarity between nodes i and 
x; and Γ (i) is the set of nodes in G with high modular simi‐
larity to node i, and if ω (ix) ³ γ (γ is the minimum correla‐
tion constant), xÎΓ (i). The above explanation also applies 
to node j.
ω (ix) can be expressed as:

ω (ix) = τ (ix)d (ix) (2)

where τ (ix) and d (ix) are the presence of underground ca‐
ble and distance similarity between nodes i and x, respective‐
ly

d (ix) is expressed as:

d (ix) = 1 - e-dis ( )ix (3)

where dis (ix) is the length of line if there is an overhead 
line between nodes i and x, and otherwise, dis (ix) is the av‐
erage distance of road between nodes i and x.

While attackers cannot directly observe the underground 
cables between nodes i and x, cable signs on main roads be‐
tween them indicate their presence. Therefore, τ (ix) is deter‐
mined by the density of these observable signs as:

τ (ix) = {1 - e-aix    λix = 1
1               λix = 0

(4)

where λix is a constant indicating whether there is at least 
one direct main road between nodes i and x: if yes, λix = 1, 
otherwise, λix = 0; and aix is the support parameter for the ex‐
istence of a cable connection between nodes i and x.

Nodes i and x may be connected by more than one road, 
and aix can be calculated as:

aix =
1

Nlix
∑
lÎ Lix

al (5)

where Lix is the set of roads between nodes i and x; Nlix is 
the total number of roads in Lix; and al is the support param‐
eter indicating whether a cable is laid under road l between 
nodes i and x.

Cable signs differ in their significance for indicating the 
presence of cables. As shown in Table I, they are classified 
into three classes (classes A, B, and C) according to their im‐
portances from highest to lowest. The value of al can be cal‐
culated based on the numbers of cable signs for these three 
classes near road l:

al =El(ε1ma
l + ε2mb

l + ε3mc
l ) (6)

where ma
l , mb

l , and mc
l  are the numbers of cable signs for 

classes A, B, and C near road l, respectively, and ε1, ε2, and 
ε3 are their corresponding weights; and El is the overall ex‐
pert score on the rationality of cable installation along road 
l: a higher El indicates lower difficulty in laying cables.

Use the example of Fig. 2 to better understand the pres‐
ence of concealed cable between substations Si and Sx.

Assume that ε1 = 0.6, ε2 = 0.3, and ε3 = 0.1. Figure 2 illus‐
trates four roads ①-④ between substations Si and Sx, the val‐
ues El of which are 0.75, 0.65, 0.77, and 0.35, respectively. 
Then, al can be calculated based on the values of ma

l , mb
l , 

and mc
l . Finally, aix = 1.16 and τ (ix) = 0.69 can be calculated.

The distance similarity d (ix) is expressed as:
Referring back to (1), if G is partitioned as G =

{G1G2...Gk}, we define the distance-based modular mea‐

surement Qd to judge the partitioning results [31], [32]:

Qd =∑
s = 1

k

Qs
d =

DI
s

DT

- ( )DG
s

DT

2

(7)

where Qs
d is the modular similarity of partition Gs; DI

s =∑
ijÎGs

δij is the sum of modular correlation degrees between 

any pair of nodes in Gs; DG
s = ∑

iÎGsjÎV
δij is the sum of modu‐

lar correlation degrees between one node in Gs and the other 
node in G0; and DT = ∑

ijÎV
δij is the sum of modular correla‐

tion degrees between any two nodes in G0.
If the two partitions Gs and Gt are combined into one parti‐

tion, then the change of Qd is:

DQd =Qs t
d -Qs

d -Qt
d =

2Dst

DT

-
2DI

s DI
t

D2
T

(8)

where Qs t
d  is the modular similarity of the partition formed 

by merging Gs and Gt; and Dst = ∑
iÎGsjÎGt

δij.

Therefore, if G1G2...Gk are combined, then DQd is:

TABLE I
CLASSIFICATION OF OBSERVABLE CABLE SIGNS

Class of cable sign

A

B (cable pipe 
network)

C (utility tunnel)

Type of visible cable sign

Signs for exposed cable section

Signs for maintenance, vents, 
entrances and exits, 

alarms/reminders, etc.

Signs for maintenance, vents, 
entrances and exits, 

alarms/reminders, etc.

Position

Along the road

Along the road or 
pavement

Along the road or 
pavement

Road No.; Sign of Class A
Sign of Class B; Sign of Class C

Si

Sx?

?

?�?

?

?

Fig. 2.　Road network and cable signs between substations Si and Sx.
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DQd =
∑

stÎ { }12...k s ¹ t

2Dst

DT

-
∑

stÎ { }12...k s ¹ t

2DI
s DI

t

D2
T

(9)

Lastly, based on [32], we define ε-approximation micro‐
community in the incomplete UPN topology G as follows.

Definition 1  ε-approximation microcommunity. For G =
(VL), SGT(i) = (V′L′) is a subgraph of G. SGT(i) is said to 
be an ε-approximation microcommunity of G if: ① iÎV′; ② 
for "jÎV′, $iÎV′ ( j« εi), where ( j« εi) indicates that 

(ij ) is a tightly-coupled node pair; and ③ jÎV, 

{ j|iÎV′ jÎV jÏV′ ( j« εi)} =Æ. The tightness criteri‐

on ε is expressed as:

ε =max{σxy|( x = iyÎΓ (i) \{i})  ( x = jyÎΓ ( j ) \{ j})}
(10)

According to the potential similarity embodied by σij be‐
tween nodes i and j, G is partitioned based on the following 
steps.

Step 1: each generator node in the observable grid is treat‐
ed as an initial partition to ensure the power supply rationali‐
ty for each partition.

Step 2: for each node, identify and initialize its ε-approxi‐
mation microcommunity.

Step 3: calculate the initial value DQd of each ε-approxi‐
mation microcommunity: if DQd > 0, the microcommunity is 
regarded a generalized node and GT shrinks in a generalized 
way.

Step 4: repeat Steps 1-3 for the shrunk grid until each mi‐
crocommunity satisfies DQd < 0.

Step 5: obtain the final partitions of G.
The described steps achieve high efficiency by rapidly re‐

ducing the network scale, ensuring that each node is ac‐
cessed precisely once in each iteration and that the final par‐
titioning outcome is independent of the node access se‐
quence. As illustrated in Fig. 3, with the incomplete UPN, 
the concept of partitioning becomes visually apparent. Parti‐
tioning incomplete UPN topology depends on the modular 
correlation degree between nodes, resulting from the interac‐
tion of multiple layers, as shown in red and blue blocks in 
Fig. 3. Nodes that are closer together in the same partition 
are likely to have more cable signs on the connecting roads, 
indicating a higher probability of hidden cable connections.

B. Complete Cable Rationality Calculation

Based on the partitioning results, this subsection calcu‐
lates the complete cable rationality I 2

T  between nodes, corre‐
sponding to ④ in Step 2 in Section II-B.

Due to the higher modularity Qd and closer connectivity 
ω (ix) between nodes in each partition of G, a node is more 
likely to have concealed cables connected to other nodes in 
the same partition, and less likely to those outside this parti‐
tion [34]. This is primarily attributed to the longer transmis‐
sion distances and lower modular correlation degree with the 
nodes outside the partition. This subsection calculates the 
complete cable rationality I 2

T  between nodes, corresponding 
to ④ in Step 2 in Section II-B.

1) For nodes i and j located in the same partition
The justification for concealed connections between nodes 

i and j in the same partition is determined by ω ( )ij  and the 
structural attributes of nodes i and j:

γij =ω (ij ) ( )kikj∑
vÎ loij

k 2
v

α

1

1 + ( )μi - μj

2
(11)

where loij is the community partition shared by nodes i and 
j; ki, kj, and kv are the degrees of nodes i, j, and v, respective‐
ly; α ³ 0 is the conversion parameter; and μi and μj 
(μiμjÎ [ ]01 ) are the conversion parameters based on the 

voltage levels of nodes i and j, respectively: if the voltage 
level of node i is higher, then μi > μj.

2) For nodes i and j located in different partitions
When nodes i and j are located in different partitions, a 

low value of ω (ij ) indicates a minimal presence of con‐
cealed cables and suggests close distances between them. 
This implies that a strong functional correlation is essential 
for the existence of concealed cable connections. For exam‐
ple, if both nodes i and j are high-voltage substations, or if 
one of them is a large power plant, there is likely a long-dis‐
tance power transmission between them.

Consequently, the parameter γij is expected to have a posi‐
tive correlation with the voltage levels of nodes i and j, 
while exhibiting a negative correlation with the distance be‐
tween them:

γij =ω (ij ) ( )ki∑
vÎ loi

kv

kj∑
rÎ loj

kr

β

μi μj

1
2

d̄i + d̄j

d ( )ij
(12)

where loi and loj are the community partitions for nodes i 
and j, respectively; d̄i and d̄j are the average distances of ob‐
servable overhead lines between nodes i, j and other nodes, 
respectively; and β is the conversion parameter, with β ³ 0.

Based on (11) and (12), the complete cable rationality I 2
T  

is calculated as:

O x

y

1
2 3

4

5

13

14
15

16

6

78
9

12
10
11

20

17

18

19
21

Partitioning result

6-12 13-16 17-21

1-4 5 6-9 10-12 13-15 16 17-21

1-5

Fig. 3.　Partitioning result of an incomplete UPN topology.
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I 2
T =

1
NLT
∑
lijÎ CT

γij (13)

where NLT is the number of cables in the completion cable 
set CT.

Compared with the traditional SHRINK algorithms, the I-
SHRINK algorithm thoroughly considers the differentiated 
characteristics of power systems in terms of the incomplete 
UPN topology partitioning and evaluation process.

C. Structural Rationality Calculation

In the ΩT generation process (corresponding to ② in Step 
2 in Section II-B), we emphasize that GT complies with es‐
tablished design standards, such as IEEE Power Transmis‐
sion and Distribution Standards [35]. To calculate the struc‐
tural rationality of GT, two judgment factors are considered.

1) Connectivity
To leverage the efficiency, the breadth-first search (BFS) 

algorithm [36] is employed to identify the path between 
nodes i and j, "ijÎV. If a path exists for all pairs of nodes 
"ijÎV, indicating no isolated components in the completed 
topology, then the connectivity index η1

T = 1; otherwise, η1
T = 0:

η1
T =

ì
í
î

1 "ijÎVr T
ij = 1

0 $ijÎVr T
ij = 0

(14)

where r T
ij is an indicator of whether nodes i and j meet the 

connectivity in GT: if nodes i and j are connected, r T
ij = 1; oth‐

erwise, r T
ij = 0.

2) Power supply rationality
For node "iÎVS, define its voltage level as Ei. For GT, 

the power supply mode shown in Fig. 4 is not reasonable, 
where the lower-level substation S2 serves as a power source 
for the higher-level substation S3, effectively functioning as 
a boost station. In a transmission network, only the substa‐
tion directly connected to the power plant can function as a 
boost station. This is crucial because the power plant gener‐
ates electricity at a relatively low voltage, which needs to be 
stepped up to reduce power loss during long-distance trans‐
mission. Thus, the power supply mode involving S3 and S2 
is not reasonable.

For "iÎVS and "jÎVG, search for their connection paths 
and define the path set as Φij. For power supply path 
"ϕijÎΦij, ϕij = i® ...®m® n® ...® j - 1® j: if Em <En,  

ϕij is reasonable and t T
ij = 1; otherwise, ϕij is unreasonable 

and t T
ij = 0.

The power supply rationality η2
T is expressed as:

η2
T =

ì
í
î

1 "ijÎVt T
ij = 1

0 $ijÎVt T
ij = 0

(15)

In summary, only when η1
T = 1 and η2

T = 1 are satisfied at 
the same time can GT satisfy the structural rationality in the 
ΩT generation process.

D. Operational Rationality Calculation

This subsection presents the solution for rationality I 1
T  

(corresponding to ③ in Step 2 in Section II-B). For "lÎ CT 
in GT, an attacker can calculate the geographic length of ca‐
ble l and estimate its impedance based on its potential mod‐
el. The optimal power flow (OPF) [37], [38] is further calcu‐
lated, and the objective is to minimize load shedding.

When no load shedding occurs in GT, the active line loss‐
es Lij [39] are calculated as (16) to determine whether GT 
can achieve the optimal operational efficiency and meet the 
operation economy as much as possible.

Lij =
rij x

2
ij

rij + x2
ij

p2
ij HB (16)

where rij and xij are the resistance and reactance of cable lij, 
respectively; pij is the active power of cable lij; and HB is the 
base value of line capacity.

The derivation of (16) can be found in Supplementary Ma‐
terial B. Therefore, the total active power loss of GT is DPT =∑
lijÎLT

Lij, where LT =L⋃ CT. I 1
T  is calculated by the total ac‐

tive power loss based on the DC power flow as:

I 1
T = e-DPT (17)

The larger I 1
T  is, the more reasonable the proof GT is, and 

the more likely it is close to G0.

IV. STOCHASTIC OPTIMIZATION MODEL FOR VULNERABILITY 
IDENTIFICATION UNDER MALICIOUS ATTACKS 

A. Probability Allocation Strategy

Based on Sections II-B and III, we obtain a topology set 
ΩT with a quantity of NW. For each topology GTÎΩT, when 
the structural rationality, operational rationality, and com‐
plete cable rationality are satisfied (i. e., η1

T = η
2
T = 1I 1

T > λ1 
and I 2

T > λ2), we have RT > ξ.
Taking ΩT as the topology scenario for vulnerability identi‐

fication, probabilities are allocated to each GT based on RT 
[30], [40]. Given that adding one more cable introduces ad‐
ditional errors, for GT ÎΩT, the scenario probability πT of GT 
is related to RT, NLT, and the probability of other topologies 
GU in ΩT as:

πT =

RT

NLT

∑
GUÎΩT

RU

NLU

(18)

where RU is the rationality of topology GU; and NLU is the 

Generation; Higher-level substation

Lower-level substation; Transmission line

S2

S3

S4
S5

S6

G1

S7

Fig. 4.　Unreasonable power supply mode.
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number of cables in the completion cable set CU .
From (18), the scenario probability πT of GT increases 

with smaller NLT and higher rationality index RT.

B. Bi-level Stochastic Optimization Model

In this subsection, a bi-level stochastic optimization model 
is developed based on the extracted topology set ΩT to iden‐
tify the vulnerable nodes of UPN under malicious attacks, 
aiming to address the impact of topology completion uncer‐
tainty on the accuracy of vulnerability identification.

Based on the traditional stochastic programming formula‐
tion [41], [42], the objective function of the upper-level prob‐
lem is to maximize the expected load shedding risk from op‐
timal attack strategies in N -K attack scenarios, as given 
in (19).

max
a
∑
GTÎΩT

πT(∑iÎVDPd T
i* ) (19)

where DPd T
i* is the load shedding of node i caused by the at‐

tack strategy in GT, and it is determined by the optimal load 
shedding result obtained from the lower-level optimization 
problem. ∑

iÎV
DPd T

i* = arg min∑
iÎV

DPd T
i (20)

For the development of attack strategy, let ai be the binary 
variable to represent if node i is under attack: if yes, ai = 1; 
otherwise, ai = 0. Let K be the total number of attacked 
nodes and Na = {i|ai = 1"iÎV} represent the set of all at‐

tacked nodes, i.e., the attack strategy.
Therefore, the main constraint of the upper-level problem 

is formulated as follows. The attacker selects power nodes 
for targeted attacks under limited attack resources, and the 
total number of attacked nodes in Na is K. The constraint 
can be expressed as: ∑

iÎV
ai =K (21)

Other constraints of the upper-level problem are used to 
calculate the state of lines in GT after attack.

Equation (22) indicates the state of an attacked node i 
(iÎNa). Equation (23) indicates that the state of non-at‐
tacked node (iÏNa) depends on that of its adjacent nodes: 
if all adjacent nodes fail, τi = 0; otherwise, τi = 1.

τi = 1 - ai "iÎNa (22)

τi =

ì

í

î

ï
ïï
ï

ï
ïï
ï

0    ∑
jÎN T

i

τj = 0"iÏNa

1    ∑
jÎN T

i

τj > 0"iÏNa

(23)

where N T
i  is the set of adjacent nodes for node i in GT.

Equation (24) is the constraint of cable state in GT after at‐
tack. The state of cable lij vT

ij is determined by the states of 
nodes i and j at the beginning and end. If τi = 1 and τj = 1, 
vT

ij = 1; otherwise, vT
ij = 0.

vT
ij = {1 τi + τj = 2"lijÎLT

0 τi + τj < 2"lijÎLT

  (24)

Note that (23) and (24) can be equivalently converted to 

constraints (25) and (26), respectively, by the big-M meth‐
od [43].

0 £ τi £M ∑
rÎN T

i

τr  "iÏNa (25)

ì

í

î

ïïïï

ïïïï

0 £ 1 - vT
ij £ ( )2 - τi - τj M

0 £ vT
ij £ τiM                         

0 £ vT
ij £ τjM                         

    "lijÎLT (26)

In the lower-level problem, the system operator solves a 
DC OPF in each topology GT as:

min∑
iÎV

DPd T
i (27)

s.t.

pT
ij = vT

ij

1
xij

(δT
i - δ

T
j ) lijÎLT (28)

∑
kÎVG(i)

g T
k - ∑

lijÎLT

AT
ij pT

ij +DPd T
i =Pdi iÎV (29)

-
p

ij
£ pT

ij £ p̄ij lijÎLT (30)

-
g

k
£ g T

k £ ḡk kÎVG (31)

0 £DPd T
i £Pdi iÎV (32)

The objective of the lower-level problem in (27) is to min‐
imize the total load shedding under the failed lines in topolo‐
gy GT, determined by the attacker in the upper-level prob‐
lem. Constraint (28) is the power flow equation, indicating 
the power flow pT

ij of cable lij is affected by its state vT
ij in GT 

after attack, determined by the upper-level problem, where 
δT

i  and δT
j  are the nodal phase angles of nodes i and j, respec‐

tively. Constraint (29) is the nodal power balance equation, 
where g T

k  is the generator power output in GT after attack; 
VG(i) is the generator set of node i, Pdi is the load of node i; 
and AT

ij is the element of the network incidence matrix: 
AT

ij = 1 if node i is the sending node of line lij, AT
ij =-1 if 

node i is the receiving node of line lij, and AT
ij = 0 otherwise. 

Constraint (30) is the corresponding line flow capacity lim‐
its, where 

-
(×) and 

-
(×) are the upper and lower limits, respec‐

tively. Constraints (31) and (32) are the generator output lim‐
it and load shedding limit, respectively.

C. Equivalent S-MILP Model

To address the nonlinearity caused by the multiplication 
of integer and continuous variables in (28), we first linearize 
it using the method from [17]. Subsequently, the lower-level 
model described in (27) - (32) is reformulated as constraints 
for the upper-level model using KKT conditions. As a result, 
the original model is converted into an S-MILP one, which 
is expressed as:

max
a
∑
GTÎΩT

πT∑
iÎV

DPd T
i (33)

s.t.
(21)-(24), (29)-(32)

pT
ij =

1
xij

( z T
i - z T

j ) lijÎLT (34)

z T
i = δ

T
i - sT

i  lijÎLT (35)
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z T
j = δ

T
j - sT

j  lijÎLT (36)

-δ vT
ij £ z T

i £
-
δ vT

ij lijÎLT (37)

-δ vT
ij £ z T

j £
-
δ vT

ij lijÎLT (38)

-δ (1 - vT
ij ) £ z T

i £
-
δ (1 - vT

ij ) lijÎLT (39)

-δ (1 - vT
ij ) £ z T

j £
-
δ (1 - vT

ij ) lijÎLT (40)

∑
lijÎLT

1
xij

AT
ijt

T
ij = 0 iÎV (41)

t T
ij = μ

T
ij - hT

ij lijÎLT (42)

-
μ

ij
vT

ij £ t T
ij £ μ̄ijv

T
ij  lijÎLT (43)

-
μ

ij(1 - vT
ij ) £ hT

ij £ μ̄ij(1 - vT
ij ) lijÎLT (44)

-λT
i - -θ

T
k +

-
θ

T
k = 0 kÎVG (45)

λT
i - λ

T
j - μ

T
ij - -ω

T
ij + ω̄

T
ij = 0 lijÎLT (46)

1 - λT
i - -α

T
i + ᾱ

T
i = 0 iÎV (47)

-ω
T
ij ³ 0 lijÎLT (48)

ω̄T
ij ³ 0  lijÎLT (49)

-θ
T
k ³ 0 kÎVG (50)

-
θ

T
k ³ 0 kÎVG (51)

-α
T
i ³ 0 iÎV (52)

ᾱT
i ³ 0 iÎV (53)

-ω
T
ij £Mω-ωT

ij  lijÎLT (54)

pT
ij + p̄ij £M (1 -ω-ωT

ij ) lijÎLT (55)

ω̄T
ij £Mωω̄T

ij  lijÎLT (56)

-
p

ij
- pT

ij £M (1 -ωω̄T
ij ) lijÎLT (57)

-θ
T
k £Mω-θT

k  kÎVG (58)

g T
k - -

g
k
£M (1 -ω-θT

k ) kÎVG (59)

-
θ

T
k £Mω

-
θT
k  kÎVG (60)

ḡk - g T
k £M (1 -ω-

θT
k ) kÎVG (61)

-α
T
i £Mω-αT

i  iÎV (62)

DPd T
i £M (1 -ω-αT

i ) iÎV (63)

ᾱT
i £MωᾱT

i  iÎV (64)

Pdi -DPd T
i £M (1 -ωᾱT

i ) iÎV (65)

ω-ωT
ij +ωω̄T

ij £ 1 lijÎLT (66)

ω-θT
k +ω

-
θT
k £ 1 kÎVG (67)

ω-αT
i +ωᾱT

i £ 1 iÎV (68)

Constraints (34) - (40) are the linearized relaxation con‐
straints of (28) by introducing four continuous variables z T

i =
vT

ijδ
T
i , z T

j = vT
ijδ

T
j , sT

i , and sT
j , where -δ and 

-
δ are the lower 

bound and upper bound for the nodal phase angles, respec‐
tively. Constraints (41) - (53) are the linearized dual con‐
straints of the original lower-level problem, where μT

ij, λ
T
i , 

ω̄T
ij, -ω

T
ij, 

-
θ

T
k, -θ

T
k, ᾱ

T
i , and -α

T
i  are the Lagrange multipliers relat‐

ed to DC power flow constraints (28)-(32); and t T
ij and hT

ij are 
the intermediate variables introduced to linearize the dual 
constraints. Constraints (54) - (68) represent the linearized 
complementary relaxation constraints, where ω-ωT

ij , ω-ωT
ij , ω-θT

k , 

ω
-
θT
k , ω-αT

i , and ωᾱT
i  are the 0-1 variables used to linearize the 

original complementary slackness constraints.
The linearization process for (28) and the detailed KKT 

transformation of the lower-level problem are provided in 
Supplementary Material C.

V. CASE STUDY 

This section performs numerical simulations in an actual 
UPN to validate the effectiveness of UPN topology comple‐
tion and vulnerability identification. Related calculations are 
performed in MATLAB using Yalmip programming. The 
solver utilizes CPLEX 12.8, with a computer setup featuring 
an Intel Core i7-10870H CPU (2.21 GHz) and 16 GB of 
memory.

A. Accuracy Verification of I-SHRINK Algorithm

As shown in Fig. 5, the UPN topology G0 in this case con‐
sists of 29 substations (S1-S29) and 10 power plants (G30-G39). 
The visible overhead lines are represented by solid lines, 
while the cables that require completion are indicated by 
dashed lines. After removing the hidden lines, the partition 
result of G0 utilizing the I-SHRINK algorithm is illustrated 
in Fig. 5, with the colors signifying their memberships in the 
same partition. 

Supplementary Material D details the relationship between 
G0 and road networks, including information on cable laying 
index El, various classes of cable signs (A, B, C), road 
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Fig. 5.　Partitioning result of targeted incomplete UPN topology G0.
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lengths, and power system parameters. 
By taking ξ = 0.63 as the value of pre-set threshold for ra‐

tionality filter, 3000 topologies are selected by Monte Carlo 
sampling to construct the complete topology set ΩT (RT > ξ) 
following the steps in Section II-B. The three rationality met‐
rics for G0, i. e., structural rationality, operational rationality, 
and complete cable rationality, are 1, 0.6499, and 0.9706, re‐
spectively, resulting in rationality RT0 = 0.6308.

Figure 6 shows a complete topology GT1 from ΩT with a 
similar high rationality RT1 = 0.63, where blue, purple, and 
red dashed lines represent the successfully, unsuccessfully, 
and wrong complete cables, respectively.

The completion accuracy DH of GT is evaluated by the vec‐
tor distance raised in [44] as:

DH =
1

100 ( )100
na

n0

+
naf

n0 + εB
(69)

where na, n0, and naf are the number of successfully com‐
plete cables, the number of total invisible cables to be com‐
plete, and the number of unsuccessfully complete cables, re‐
spectively; and εB is a small positive constant. For GT1, DH »
0.67.

We consider the complete topology to be relatively accu‐
rate when about half of the cables are successfully complet‐
ed, i.e., DH » 0.5. Therefore, with different ξ, the Monte Car‐
lo sampling is used to obtain different ΩT (RT > ξ). By calcu‐
lating the average value of DH in ΩT (RT > ξ), i.e., D̄H, it can 
be observed that D̄H » 0.5 when ξ = 0.46.

The curve of D̄H with changes in ξ is shown in Fig. 7. It 
is important to highlight that RT0 = 0.6308. However, as illus‐
trated in Fig. 7, there exist complete topologies with 
RT >RT0. This situation is likely to occur as G0 may not al‐
ways be the optimal completion solution. For instance, tak‐
ing ξ = 0.64 >RT0 as a case study, we extract 10 complete to‐
pologies with RT >RT0 and present their rationality metrics in 
Table II.

Table II shows that, while structural rationality is main‐
tained, the operational rationalities of GT2-GT6 exceed that of 

G0. This indicates the potential for optimizing the operational 
efficiency and power supply capacity in G0. Additionally, the 
complete cable rationalities of GT7-GT9 exceed that of G0, sug‐
gesting that attackers with knowledge of road and cable 
signs can obtain more rational complete cables than G0. This 
highlights the opportunities for optimizing the current layout 
and trajectory of cables. When ξ = 0.64, there are even com‐
pletion topologies GT10 and GT11, whose operational rationali‐
ties and complete cable rationalities are higher than those 
of G0.

The analysis above shows that the actual topology may 
not be the most rational one with the highest RT. To effec‐
tively minimize the impact of topology completion uncertain‐
ty on vulnerability identification results, it is essential to con‐
sider various possible topologies with high RT. This validates 
the significance of considering the topology completion un‐
certainty in the vulnerability identification model.

B. Vulnerable Node Identification

Two sets of topologies ΩT1 and ΩT2 are selected with ξ1 =
0.4310 and ξ2 = 0.6210, respectively. Using the bi-level sto‐
chastic programming model, we identify the vulnerable 
nodes in the K-node attack scenario by ranking the load 
shedding risk. The top five combinations of vulnerable 
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Fig. 6.　A complete topology GT1 with high rationality.
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Fig. 7.　Curve of D̄H with changes in ξ.

TABLE II
RATIONALITY METRICS OF COMPLETE TOPOLOGY EXTRACTED WITH

RT >RT0

Topology

GT2

GT3

GT4

GT5

GT6

GT7

GT8

GT9

GT10

GT11

η1
Tη

2
T

1

1

1

1

1

1

1

1

1

1

I 1
T

0.97229

0.97203

0.97087

0.97077

0.97203

0.96868

0.96961

0.97045

0.97077

0.97121

I 2
T

0.66257

0.66804

0.66204

0.66606

0.66804

0.67146

0.66307

0.66823

0.66172

0.66687

RT

0.64421

0.64936

0.64276

0.64659

0.64936

0.65043

0.64292

0.64848

0.64237

0.64767
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nodes are selected for ΩT1 and ΩT2, and the results are com‐
pared with G0 in Table III. Table III shows that in G0, the 
top five vulnerable nodes in 1-node attack scenario are 
nodes 16, 19, 29, 38, and 39. These nodes also appear in the 
2-node and 3-node attack scenarios. Node 16 is the most vul‐
nerable, being located in a critical power transmission corri‐
dor; its failure would result in load shedding risk of 1184.4, 

which is about 24.1% of the total system load. Node 19 is 
moderately important, and its failure would cause generator 
at node 10 to go offline, resulting in an isolation of nodes 5 
and 20 and load shedding risk of 1133. The failure of node 
29, ranking third, would take nodes 28 and 38 offline, result‐
ing in load shedding risk of 1014.4. Meanwhile, nodes 38 
and 39, ranking fourth and fifth, have critical power plants.

However, for ΩT1 and ΩT2, since ξ1 < ξ2, the average val‐
ues R̄T1 < R̄T2 and D̄H1 < D̄H2, indicating that the disparity be‐
tween ΩT1 and G0 is greater than that between ΩT2 and G0. 
This discrepancy leads to a smaller proportion of successful‐
ly complete cables (e. g., 16-19, 16-15, 16-17) in G0 across 
all topologies in ΩT1 than that in ΩT2. For example, the pro‐
portions of successfully complete cable 16-19 in ΩT1 and ΩT2 
are 0.67 and 0.77, respectively. In the 1-node attack scenar‐
io, the lower proportion of successfully complete cable 16-
19 in ΩT1 leads to nodes 16 and 19 receiving lower vulnera‐
bility rankings and not appearing in the top five positions. 
Conversely, in ΩT2, nodes 16 and 19 rank the fourth and 
fifth, respectively, which bring the ranking of ΩT2 closer to 
that of G0. Similarly, in the 2-node and 3-node attack scenari‐
os, topologies in ΩT2 include a greater number of complete 
cables connected to nodes 16 or 19, making their rankings 
of vulnerable node combinations more similar to those 
of G0.

At the same time, based on Table III, it is evident that in 
the 1-node, 2-node, and 3-node attack scenarios for ΩT1, the 
proportion of generator nodes among the top-ranked vulnera‐
ble nodes is higher than that in G0, particularly nodes 33, 38, 
and 39. Although the substation at attack node 16 or 19 in 
G0 may cause more severe load shedding, attackers in ΩT1 
and ΩT2 prefer targeting power plants due to their reliable 
impact. The low threshold ξ in ΩT1 restricts the precise com‐
pletion of the topology, resulting in uncertainty regarding the 

effectiveness of attacks on substations. Therefore, a more re‐
liable strategy is considered to target power plants to reduce 
power generation and cause load shedding.

For ΩT2, the increase in the average rationality increases 
the confidence of attackers in the potential effects of target‐
ing vulnerable nodes. Consequently, the vulnerability of 
nodes 16 and 19 increases significantly. In the 1-node, 2-
node, and 3-node attack scenarios, the significance of node 
combinations that include nodes 16 and 19 increases, while 
power plants continue to dominate by occupying the top two 
positions. This highlights the necessity for attackers to uti‐
lize a topology that is reasonably rational or closely resem‐
bles G0 to gather sufficient information for strategically tar‐
geting critical substation nodes and anticipating their returns.

C. Sensitivity Analysis

To further validate the conclusion from Section III-B, we 
describe the similarity degree τK between the ranking of vul‐
nerable node combinations in ΩT and G0:

τK = 1 -
1
2

∑
i = 1

RK

||ωo - K
i -ωΩ - K

i

RK( )RK - 1
(70)

where RK is the total number of possible vulnerable node 
combinations in the K-node attack scenario; and ωo - K

i  and 
ωΩ - K

i  are the rankings of vulnerable node combinations in ΩT 
and G0, respectively.

According to (70), the similarity degree τK ranges from 0 

TABLE III
COMPARISON OF VULNERABLE NODES IN ΩT1, ΩT2, AND G0

K

1

2

3

ΩT1

Vulnerable node No.

33

38

39

35

32

33, 38

33, 39

38, 39

32, 33

33, 35

29, 33, 39

33, 38, 39

16, 22, 29

16, 29, 35

19, 22, 29

Load shedding risk

904.4

884.4

822.4

704.4

704.4

1734.4

1672.4

1652.4

1554.4

1554.4

2502.4

2502.4

2455.9

2455.9

2447.2

ΩT2

Vulnerable node No.

29

38

33

16

19

29, 33

33, 38

19, 29

16, 29

29, 39

29, 33, 39

33, 38, 39

16, 22, 29

16, 29, 35

19, 22, 29

Load shedding risk

947.91

945.76

904.40

898.96

893.36

1805.91

1797.19

1734.40

1734.40

1713.76

2502.40

2502.40

2455.90

2455.90

2447.20

G0

Vulnerable node No.

16

19

29

38

39

19, 29

16, 38

16, 29

19, 29

19, 39

19, 38, 39

16, 38, 39

16, 29, 39

19, 29, 39

19, 22, 38

Load shedding risk

1184.4

1184.4

1014.4

1014.4

952.4

2014.4

2014.4

2014.4

2014.4

1952.4

2782.4

2782.4

2782.4

2782.4

2664.4
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to 1, with τK closer to 1 indicating greater similarity. Figure 
8 illustrates the curve of τK as ξ changes.

As shown in Fig. 8, as ξ increases, the similarity degree 
τK between ΩT and G0 gradually increases. Since RT0 = 0.64, 
when ξ > 0.6, the similarity degree τK exceeds 0.9. This 
means that the ranking using ΩT with ξ > 0.6 is very close to 
the real results, as if the attacker has access to the complete 
topology information of G.

Based on the results above, we conclude that applying the 
three rationality metrics. i.e., structural rationality, operation‐
al rationality, and cable complete rationality, in Monte Carlo 
sampling will produce a highly rational and trustworthy ΩT. 
More rational ΩT enables the formulation of attack strategies 
that closely align vulnerability identification results with G0.

VI. CONCLUSION

This paper introduces an I-SHRINK algorithm considering 
structural rationality, operational rationality, and cable com‐
plete rationality for UPN topology completion. To reduce the 
impact of topology completion uncertainty on vulnerability 
identification of UPN, a set of topologies with high rationali‐
ty is developed. Using this set of topologies, a bi-level sto‐
chastic optimization model is proposed to identify vulnerable 
nodes in N -K attack scenarios.

This study shows that as the completion standard ξ in‐
creases, the average accuracy of topologies in ΩT improves, 
indicating a greater similarity to G0 and validating the three 
rationality metrics. When comparing the rankings of vulnera‐
ble node combinations in K-node attack scenarios between 
ΩT and G0 with different ξ, it is observed that attackers tar‐
get key power plant nodes to maximize benefits at lower to‐
pology extraction criteria ξ. As ξ increases, the rankings of 
vulnerable node combinations in ΩT become increasingly 
aligned with G0. Sensitivity analysis further validates this 
trend.

Based on the findings of vulnerability identification for 
UPN in this study, grid operators can strategically utilize in‐
formation asymmetry to: ① conceal critical transmission 
lines, ② deploy deceptive line indicators, and ③ reconfigure 
power distribution networks to ensure the protection of vital 

loads. This comprehensive defense mechanism effectively 
misleads potential attackers by presenting them with manipu‐
lated topological information, thereby significantly increas‐
ing the complexity of constructing a coherent attack strategy. 
Consequently, this redirects adversarial attention toward less 
critical nodes, enhancing overall grid resilience. The develop‐
ment of robust defense strategies against incomplete informa‐
tion attacks will constitute a primary focus of our subse‐
quent research endeavors. Another interesting area of re‐
search is the investigation of other incomplete UPN informa‐
tion, including generator parameters and loads.
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