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Day-ahead Pricing Strategy for Virtual Power
Plants Considering Privacy Protection of User Data
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Abstract—As an advanced aggregation and control technolo-
gy for multi-type source-load resources, virtual power plant
(VPP) enables intelligent interconnection and coordinated opti-
mization of distributed load resources. This paper proposes a
day-ahead pricing strategy for VPPs considering privacy protec-
tion of user data. First, a day-ahead pricing model for VPP is
constructed, which considers historical demand response (DR)
contributions of users to enhance fairness in the pricing pro-
cess. The asynchronous advantage actor-critic (A3C) algorithm
is adopted to solve this model and optimize pricing decisions.
Furthermore, an encrypted horizontal federated learning (HFL)
method is proposed for model training, which is based on im-
proved weighted federated averaging algorithm and aims to mit-
igate data silos and protect privacy of user data across different
regions. Instead of directly transmitting user data during train-
ing, partially homomorphic encryption (PHE) scheme is applied
to encrypt exchanged model parameters, thereby reducing the
risk of privacy leakage. Case studies validate that the proposed
pricing strategy can enhance the fairness of multi-user regula-
tion decisions and improve the performance of VPPs in day-
ahead DR while ensuring the security of user data.

Index Terms—Virtual power plant (VPP), demand response
(DR), day-ahead pricing, privacy protection, horizontal federat-
ed learning (HFL), partially homomorphic encryption (PHE),
asynchronous advantage actor-critic (A3C).

[. INTRODUCTION

ITH the increasing penetration of renewable energy,
Wthe new-type power system poses challenges to both
source-load security regulation and electricity market reform
[1]. On the one hand, the output of renewable energy is high-
ly volatile and stochastic, and its large-scale integration into
the power system increases the risk of supply-demand imbal-
ance [2]. On the other hand, the growing presence of diverse
demand-side resources and distributed energy resources
(DERs) is reshaping the electricity market structure, making
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it difficult for traditional market mechanisms to effectively
stimulate the participation of new market entities. As an ad-
vanced technology for resource aggregation and optimal allo-
cation, the virtual power plant (VPP) has attracted wide-
spread attention for enabling flexible participation of DERs
in new-type power system [3].

VPPs are commonly employed to aggregate diverse large-
scale demand-side resources, enabling organized participa-
tion of small- and medium-scale users in demand response
(DR) markets [4]. During grid interaction, VPPs must accu-
rately assess the DR potential of users, estimate the load ad-
justment capacity under given electricity prices, and formu-
late optimal incentive pricing strategies based on these as-
sessments [5]. Excessively high incentive prices erode the ar-
bitrage margins of VPPs in electricity markets, while insuffi-
cient incentives fail to effectively motivate the willingness
and DR potential of users, thereby increasing the risk of non-
compliance with DR commitments to the grid. Therefore,
formulating internal incentive pricing strategies based on the
DR potential of large-scale users is crucial for VPPs to bal-
ance economic efficiency and DR reliability.

However, DR pricing for VPPs remains challenging issues.

1) Pricing decision challenges in dynamic uncertain envi-
ronments: the operation of VPPs confronts high-dimensional
uncertainties from both internal and external sources. Inter-
nally, the DR behavior of aggregated users is stochastic.
While some users demonstrate strong willingness and high
reliability, others may engage in speculative behavior or lack
the capacity for fulfillment, making precise prediction inher-
ently difficult. Externally, the volatility of incentive price sig-
nals renders conventional deterministic optimization or rule-
based pricing approaches inadequate for dynamically evolv-
ing market conditions.

2) Privacy protection challenges of user data: the electrici-
ty consumers aggregated within VPPs originate from diverse
organizations and geographical locations, creating data silos
during joint training. Centralized data collection by VPP op-
erators not only imposes excessive computational burdens
but also fails to guarantee robust privacy protection. Tradi-
tional privacy-preserving methods such as differential priva-
cy typically rely on noise injection, which inevitably de-
grades the precision of internal pricing signals and leads to
economic sub-optimization. Furthermore, the lack of a high-
security framework discourages the user participation, solidi-
fying data silos that hinder the ability of VPPs to aggregate
DR resources at scale. Addressing this challenge requires ad-
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vanced cryptographic techniques that protect privacy of user
data while preserving optimization performance.

Existing studies addressing these challenges can be broad-
ly categorized into two dimensions: the exploration of inter-
nal pricing strategies and the development of privacy protec-
tion methods for user data. Traditional pricing strategies for
VPPs such as flat-rate and time-of-use (TOU) pricing are
widely adopted [6], while their limited flexibility restricts ap-
plicability in modern power systems with high uncertainty
and heterogeneous users [7], particularly in scenarios requir-
ing rapid user-side responses to support renewable energy in-
tegration [8]. Existing research on DR pricing can be
grouped into three main approaches: optimization-based pric-
ing, game-theoretic pricing, and reinforcement learning (RL)-
based dynamic pricing [9].

Optimization-based pricing approaches construct mathe-
matical models to determine the optimal prices. For exam-
ple, the mixed-integer nonlinear programming models [10],
Lagrangian multiplier methods combined with alternating di-
rection method of multipliers (ADMM) [11], and approaches
based on Karush-Kuhn-Tucker conditions [12] have been
proposed to improve solution efficiency, while piecewise lin-
ear approximations are often used to handle nonlinear utility
functions [13]. Multi-objective optimization frameworks
have also been developed to balance the economic and oper-
ational objectives [14]. However, as the scale and heteroge-
neity of VPP users increase, the computational burden be-
comes significant, and the reliance on simplified assump-
tions about user DR behavior limits practical applicability.

Game-theoretic pricing approaches model VPP pricing as
strategic interactions between energy suppliers and users, typ-
ically formulated as cooperative games aiming to maximize
collective welfare [15]. Although these approaches are effec-
tive in achieving global optimality, benefit allocation among
participants remains a key challenge. Studies have proposed
fairness-oriented mechanisms to evaluate individual contribu-
tions of users to DR [16], which remains a critical issue for
VPP operation [17]. Moreover, the assumption of fully ratio-
nal users often contradicts real-world behavior characterized
by uncertainty and bounded rationality, reducing the effec-
tiveness of such approaches in practice [18].

By contrast, RL-based dynamic pricing approaches can be
formulated as a Markov decision process (MDP), where the
VPP determines incentive prices, users adjust loads accord-
ingly, and the resulting economic rewards are observed. RL
is well suited for modeling such sequential interactions [19].
Early studies mainly rely on dynamic programming or Mon-
te Carlo methods, which suffer from low learning efficiency
in stochastic environments [20]. Temporal difference (TD)
learning enables continuous decision-making without explicit
environment models [21]. Reference [22] integrates long
short-term memory (LSTM) networks with RL to enhance
DR potential assessment and decision-making, while [23] uti-
lizes a cloud-edge architecture to alleviate computational
pressure on centralized RL decision-making. Nevertheless,
because prices and user responses are continuous variables,
traditional RL based on discretization faces inherent trade-
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offs between accuracy and efficiency [24]. Deep reinforce-
ment learning (DRL) addresses this limitation by leveraging
neural networks to learn the optimal policies in continuous
spaces [25]. Reference [26] proposes a DRL method based
on prioritized experience replay, which selectively emphasiz-
es high-value samples, thereby significantly improving explo-
ration efficiency and decision performance in continuous do-
mains. Reference [27] proposes a three-stage, distributed,
and privacy-oriented optimization method based on DRL
that enhances the dynamic interplay between electricity pric-
ing and consumer behavior. However, these methods rely
heavily on large-scale user data during training, raising sig-
nificant concerns regarding data privacy and security.

To resolve the aforementioned conflict between the mas-
sive data requirements of DRL and the strict privacy con-
straints of dispersed users, decentralized architectures have
become a research focal point. Federated learning (FL), a de-
centralized machine learning, enables collaborative model
training across multiple parties without requiring the sharing
of raw data, making it an ideal solution for addressing priva-
cy preservation and data collaboration challenges in VPPs
[28]. Reference [29] proposes a multi-agent game framework
combined with federated RL algorithms to prevent privacy
leakage during coordinated optimization among agents. Ref-
erence [30] employs FL to exchange model training parame-
ters among agents, enabling confidential data interaction.
However, standard FL still faces several challenges including
communication efficiency, model fairness, and data heteroge-
neity. By analyzing the model parameters transmitted during
the interaction, attackers may still reverse-engineer partial
sensitive raw user data [31]. Thus, existing research has in-
troduced privacy-enhancing technologies.

For DR optimization in the power sector, [32] proposes a
pricing incentive mechanism based on FL and differential
privacy. It selects users with different characteristics for DR
participation via Stackelberg game theory while applying dif-
ferential privacy to protect user data during federated up-
dates. However, the core mechanism of differential privacy
makes it challenging to balance efficiency and security, as
stronger privacy protection typically results in a significant
decline in model accuracy. Reference [33] introduces a feder-
ated competitive deep Q-network learning algorithm based
on the sine-cosine algorithm, achieving reduced communica-
tion latency and superior convergence. Additionally, crypto-
graphic techniques such as homomorphic encryption are of-
ten integrated with FL to enhance privacy protection. Refer-
ence [34] highlights that homomorphic encryption enables di-
rect aggregation of encrypted model parameters, allowing
weight summation without exposing raw information and ef-
fectively defending against parameter reconstruction attacks.
Reference [35] proposes a resilient distributed algorithm that
leverages homomorphic encryption to mitigate privacy leak-
age and malicious data injection caused by adversarial
agents. In summary, standard FL alone cannot fully meet the
privacy requirements for user participation in DR within
VPP. Compared to decentralized methods that sacrifice glob-
al optimality for local privacy, integrating partially homomor-
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phic encryption (PHE) with FL enables precise aggregation
of local gradients. This integration addresses the dual chal-
lenge of protecting sensitive behavioral patterns while pro-
viding the DRL agent with the exact information needed for
optimal pricing decisions.

To address the pricing decision-making issues within
VPPs, this paper proposes a day-ahead pricing strategy for
VPPs considering privacy protection of user data. The main
contributions of this paper are as follows.

1) A day-ahead pricing model considering historical DR
contributions of users is constructed to address the limita-
tions of conventional pricing schemes that assume user ho-
mogeneity and perfect rationality. A contribution factor is
constructed by integrating DR quantity, DR participation
rate, and compliance and is evaluated using the Mahalanobis
distance (MD). The day-ahead pricing model enables accu-
rate identification of highly reliable users and facilitates dif-
ferentiated incentive strategies, thereby reducing the external
compensation risk faced by VPPs due to user non-compli-
ance.

2) An asynchronous advantage actor-critic (A3C) algo-
rithm is proposed to address pricing challenges arising from
complex interactions between user DR behavior and market
dynamics. The actor network explores pricing strategies with-
in a continuous action space, while the critic network evalu-
ates and guides long-term economic returns following policy
execution. This algorithm enables robust and adaptive pric-
ing decisions under stochastic user responses and volatile
market conditions.

3) An encrypted horizontal federated learning (HFL) meth-
od for model training is proposed to address data silos in dis-
tributed load data and security risks associated with parame-
ter transmission in FL. The improved weighted federated av-
eraging algorithm is adopted to adaptively adjust the contri-
bution weights of local models, ensuring reliable pricing de-
cisions while effectively protecting privacy of user data. In
addition, gradient parameters are encrypted using PHE
scheme to enhance the security and reliability of local model
further.

The remainder of this paper is organized as follows. Sec-
tion II details the day-ahead pricing model considering his-
torical DR contributions of users. Section III elaborates on
the encrypted HFL method for model training. Section IV
presents the day-ahead pricing process for VPPs. Section V
provides the case study. Section VI concludes this paper.

II. DAY-AHEAD PRICING MODEL CONSIDERING HISTORICAL
DR CONTRIBUTIONS OF USERS

A. Scenario Description of Day-ahead Pricing for VPPs

This paper considers a typical scenario, in which a VPP
uses day-ahead incentive price signals to incentivize users to
participate in DR, thereby achieving peak shaving in the
power system. In this process, particular attention is given to
dynamic pricing decisions under uncertain conditions and to
privacy protection of user data.

The typical scenario of day-ahead pricing for VPP is illus-
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trated in Fig. 1. During the operating period, the VPP re-
ceives peak-shaving requirements from the upper-level trad-
ing center. Concurrently, on the demand side, local data are
utilized to perform FL model training, thereby securely mod-
eling the user DR behaviors. The VPP then performs day-
ahead pricing to formulate internal incentive pricing strate-
gies, which directly support the centralized bidding. Subse-
quently, during the trading period, the VPP proceeds to
broadcast incentive price. This drives user DR to accomplish
the required peak shaving, ultimately generating VPP profit
through the market differential and concluding with market
clearing.

Operating period | Trading period ‘
Peak-shaving Centralized |} Market
requirements bidding | clearing |

Day-ahead Internal ‘ Incentive price VPP |
pricing incentive pricing | broadcasting profit
i T — -
.. : ca !
Local data for FL model training ! User DR shaving |
Upper-level trading center; ~ VPP; © Demand side

Fig. 1. Typical scenario of day-ahead pricing for VPP.

In this paper, a decision-making method is proposed that
differentiates between offline training and online deployment
of the day-ahead pricing model. During the offline training
phase, the VPP management center does not directly collect
user data; instead, it adopts the FL paradigm. During the on-
line deployment phase, the well-trained global model is de-
ployed at the VPP management center to determine and pub-
lish optimal day-ahead incentive prices to users based on
market signals, without accessing any raw user data.

B.  Modeling of User DR Behavior and Contribution
Assessment

Unlike the recurrent structures of traditional recurrent neu-
ral network (RNN) and LSTM, the Transformer model intro-
duces a self-attention mechanism that directly computes the
relational weights between any elements in a sequence and
processes the entire sequence in parallel. This mechanism en-
ables the Transformer model to capture long-range dependen-
cies and global contextual information more effectively,
thereby enabling more accurate extraction of behavioral fea-
tures from historical data. It facilitates learning patterns in
user DR behavior and simulates user DR under specific pric-
ing inputs.

User DR behaviors exhibit significant differences across
time periods. To better match the training process with the
practical requirements of day-ahead pricing, this paper di-
vides a day into 7 time intervals, indexed by ¢ To predict
the load adjustment at target time interval ¢, the input data 7,
can be constructed using the incentive prices and load adjust-
ments over the previous m time intervals, as represented

by (1).
It:[(’ldr,t—wdt—m) (/Idr.t—l’dt—l) (/ldr,tﬁo)] 1
where A, is the incentive price at time interval #; d, is the
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load adjustment at time interval ¢; and m is the number of
previous time intervals that affect the price of current time
interval.

By inputting 7,, the load adjustment d, can be obtained, as
shown in Fig. 2.

| Multi-head self-attention |

—

| Layer normalization |

| Feedforward layer |

| Layer normalization |

| Flatten and linear head |

¥
Output d,

End

Fig. 2. Transformer-based prediction model of user DR behavior.

The input data are transformed into model-compatible rep-
resentations through learnable positional encoding:

xt:It+PE(P0Sltlon(It )) (2)

where x, is the model-compatible representation of input da-
ta at time interval ¢; Position(-) is the function embedding a
relative time-step index to each element within the input se-
quence, as illustrated by purple blocks in Fig. 2; and PE(') is
the linear projection function for position encoding.

The core of the Transformer model is the self-attention
mechanism, which computes similarities between features to
capture their correlations, effectively addressing long-range
dependencies in time-series data. This mechanism applies
weighted attention to the input data, enabling the Transform-
er model to focus on key information at various positions.
The self-attention mechanism Attention(-) is computed as:

T
oK\,

Attention(Q, K, V')=softmax
Vdy

3)

where Q is the query vector; K is the key vector; V is the
value vector; softmax(-) is a normalization function that con-
verts the scaled similarity scores into attention weights; and
d, is the dimensionality of key vector.

The multi-head self-attention mechanism Multihead(:) per-
forms multiple attention operations in parallel, enabling the
Transformer model to capture distinct features across multi-
ple subspaces. This helps the Transformer model focus on
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the influence of information at different spatiotemporal loca-
tions in the input sequence, enhancing its ability to model
complex dependencies:

z=Multihead(Q., K, V)= Concat(h,, h,, ....h, W, 4)
h,=Attention(Q;,K,,V;) (5)
where i is the index of attention head; z=[z,,z,,....z,] is the

contextual feature representation obtained from the multi-
head self-attention mechanism; Concat(-) is an operation that
concatenates the outputs of all attention heads into a single
unified representation; A, is the output of the attention head
i; h is the number of attention heads; and W, is the output
weight matrix for multi-head self-attention mechanism.

The multi-head self-attention mechanism captures diverse
features of the input sequence in different subspaces and in-
tegrates the attention information to provide a more compre-
hensive feature representation for the Transformer model.

The root mean square error (RMSE) is used as the loss
function for the Transformer model during training, ex-
pressed as:

(6)

where d, and d, are the actual and predicted DR values of
the sample ', respectively; and #’ is the total number of sam-
ples.

This paper proposes a contribution factor that characteriz-
es DR contributions of users to the VPP. The contribution
factor integrates the DR quantity, DR participation rate, and
compliance. DR quantity refers to the actual load reduction
achieved by the user during the required peak response peri-
ods. DR participation rate denotes the ratio of the number of
times that a user participates in DR to the total number of re-
quired responses within a quarter. Compliance measures the
deviation between actual load reduction of user and the com-
mitted reduction. The DR participation rate and compliance
are calculated as:

Jfa

Pu= N
N (7

a=1 ¢

T
k
Ad, =

‘ l=1(da,t_dAc.a.t+davg.t)2 (8)

where «a is the index of users; p, is the DR participation rate
of user a within a quarter; f, is the number of times that us-
er a participates in DR; Ad, is the compliance of user a; d,,
is the predicted DR quantity of user a at time interval ¢
d e o, 1s the actual load reduction of user @ at time interval #;
d,., is the average DR of all users at time interval ¢, k is
the penalty parameter for non-compliance; and N is the total
number of users.

The contribution factor requires a comprehensive evalua-
tion across DR quantity, DR participation rate, and compli-
ance. A simple weighted summation not only makes it diffi-
cult to determine weights objectively but also fails to ac-
count for interdependencies among these three indicators. To



1202

overcome these limitations, the MD is adopted. The MD is
scale-invariant, effectively eliminating disturbances intro-
duced by heterogeneous data units. Moreover, it incorporates
variable covariance, thereby enabling a more robust charac-
terization of individual sample properties. Consequently, the
MD provides a more objective and equitable assessment of
actual DR contributions of users. The calculation process is
shown as:

Dy,= (X, ) I (X, - p) ©)

X,=ld, p, Ad,] (10)

where D,,, is the contribution factor of user @ within a quar-

ter computed using MD; X, is the feature vector of user a; u

is the mean feature vector of all users; and 2~ is the covari-
ance matrix of the multivariate random variables.

C. Day-ahead Pricing Model for VPPs

The goal of day-ahead controllable load management in a
VPP is to encourage users to participate in DR, thereby help-
ing flatten peak loads and reducing operational pressure of
the grid during high-demand periods. At the same time, as a
profit-seeking entity, the VPP participates in DR bidding
with upper-level power operators using a bidding price 4,,,,
and sets an internal incentive price A, for its downstream
users. The VPP earns profits through the margin between
these two prices. The optimization objective is expressed as:

max F= 3> [(a)= 2(hGa)=f,0Ga) (1)
Jo O )= = 20) 2, 1Dy, (12)
1, G )=l 2= drcal (13)

where F is the total profit function of VPP; f(4,.,) is the net
profit function of VPP; f, (4,,) is the profit function from
selling electricity; f,(4,.,) is the penalty function incurred
when the VPP fails to meet the planned load reduction; 4, is
the penalty price for non-compliance; and # is a coefficient
used to control the influence of user contribution factors.

Given that load adjustment capabilities of users are limit-
ed, their adjustments should not exceed their maximum con-
sumption capacity or the load reduction target to avoid ener-
gy supply-demand imbalances. Moreover, the internal incen-
tive price set by the VPP must fluctuate within a suitable
range. If it is too high, the incentive effectiveness loses; if it
is too low, the economic return of VPP is reduced. There-
fore, the objective must satisfy the following constraint:

imin,rgidmgimax,t 14
0<d,, <min(dy , - e (19
where A and A are the minimum and maximum

min, ¢ max, ¢

bounds of internal incentive price at time interval ¢, respec-
tively; ¢’ is the maximum load adjustment coefficient; d,,,, .,
is the maximum load adjustment capacity of user a at time
interval ¢ and d, is the load reduction target for VPP at
time interval ¢.

target, t
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D. Solution of Day-ahead Pricing Model Based on A3C
Algorithm

The A3C algorithm involves four key elements: state
space S={s_}, action space A={a .}, reward R={r }, and
state transition probability P(s,,,|s,.a,), where the state s, in
the x" iteration includes information such as the DR target
and bidding outcomes; the action a, in the x" iteration refers
to the internal incentive price set by the VPP; the reward 7,
in the x" iteration is the profit obtained by the VPP through
DR; and the state transition probability P(s,,,|s,.a,) is the
probability of transitioning from states s, to s ., after taking
action a, [36].

The pricing decision in the A3C algorithm is made by a
policy network consisting of an actor network and a critic
network. The actor network performs the pricing decision,
outputting a probability distribution over the possible pricing
actions. The critic network evaluates the expected reward
V(s,) that can be obtained by following the policy of the ac-
tor network, and guides the actor network toward more re-
warding decisions [37]. The performance of pricing decision
is evaluated as:

Vis)=E[Rs.] (15)

Ro= 27" fCucs) (16)

where E[] is the expectation function; and y' is the discount
factor at time interval z.

Since directly computing the true value of V(s,) is diffi-
cult, the A3C algorithm instead uses the TD error to approxi-
mate the difference between the output of critic network and
the actual return. The goal is to minimize the TD error o:

o=r +pV(s,)=V(s,) (17)

After obtaining the internal incentive price 44 , within the
VPP through the actor network, the Transformer-based pre-
diction model of user DR behavior is employed to simulate
the corresponding load adjustment d,. The reward r, in the
x™ iteration is then computed, and the system transitions to
the subsequent state s ,,. Based on s, and s_,, the critic net-
work calculates V(s,), V(s,,,), and 6. The expected reward
V(s,) directly influences the future pricing actions of the ac-
tor network, guiding its training. If a pricing action results in
a reward higher than expected, it is considered a positive ex-
perience for training.

The loss function and gradient calculations of the critic
network are defined as:

ZOSS critic = 52 (1 8)
a(6%)
<~ — 1
de<de+p e (19)

where /oss ;. 1s the loss function of the critic network; ¢ is
the gradient parameter of the critic network; and g is the
learning rate of the critic network. The training objective of
the critic network is to minimize the TD error.

The loss function and gradient calculations of the actor
network are defined as:

actor = 6 . ln P(axls)c’ 9)+ CH(P(S)N 9))
df <« df+aoV,InP(a s ,0)+cV H(P(s,,0))

loss (20)

o2y
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where loss,,,, 1s the loss function of the actor network; 8 is
the gradient parameter of the actor network; a is the learning
rate of the actor network; H is the entropy of action distribu-
tion; ¢ is the weighting coefficient; P(a s ,6) is the policy
probability generated by actor network, representing the
probability of selecting action a, under state s ; and P(s,,6)
is the action probability generated by the actor network un-
der state s,.

The pricing flowchart for VPPs based on the A3C algo-
rithm is illustrated in Fig. 3, where s, ., 1S the terminal
state of the interaction process; X is the total number of itera-
tions; and Q is the cumulative reward used in the training
process of A3C algorithm. This pricing process primarily
consists of two key steps: price selection by the actor net-
work and policy evaluation by the critic network. Note that
the superscript ¢ is introduced to each variable to indicate
the inner time interval within a single iteration.

| Initialize x=1 and /=1 |
L

2
| Reset gradient updates: de<—0 and d6«—0 |
!

Synchronize parameters ¢ and 6 between
central and local networks

v
Initialize state s
>
Actor network selects and executes action a’
based on P(a’|s’,0)
v
Employ Transformer-based prediction
model for user behavior to obtain reward

7! and new state s'*!

t—
S~ Sternimal ?

Calculate O value corresponding to state s7:
Q:O (S;:Stemimal) or Q:V(Sé’g) (S)tﬂéstemimal)

>
| Update Q for each time step: O=r/+yQ |
v
Calculate d@ for actor network
according to (21)
v
Calculate de for critic network
according to (19)

Update gradient parameters of global
network: =0+ad@ and e=¢+pde

@ N
Y
End

Fig. 3. Pricing flowchart for VPPs based on A3C algorithm.
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[II. ENCRYPTED HFL METHOD FOR MODEL TRAINING

This paper proposes an encrypted HFL method for model
training, enhancing security in both data and model aspects
during the VPP pricing process. For privacy protection of us-
er data, the improved weighted federated averaging algo-
rithm is adopted; for model encryption, the PHE scheme is
adopted.

A. Improved Weighted Federated Averaging Algorithm

This paper focuses on a VPP that manages users within
the same category or industry, where different units managed
by VPP exhibit similar user DR patterns despite differing us-
ers. This aligns with the HFL application context.

This paper proposes an improved weighted federated aver-
aging algorithm for aggregating model gradients, which is
an extension of the traditional federated averaging algorithm.
The core enhancement lies in dividing the training data into
testing and training samples. The original training samples
are used to train the day-ahead pricing model on the initial
global model, employing the traditional weighted averaging
algorithm. The testing samples are used to evaluate the accu-
racy of the previous training step, serving as a measure of
both data quality and model training effectiveness. The train-
ing accuracy ¢, is calculated as:

=y (22)

n

where 7 is the index of units managed by the VPP, and each
unit is equipped with a local server (LS) that aggregates the
data from its users; C, is the number of correctly predicted
samples by the local model of the LS for the »™ unit when
compared with the testing samples; and X, is the total num-
ber of testing samples for the n™ unit.

Clients with higher-quality data are consistently priori-
tized, potentially marginalizing those with smaller datasets
or higher noise levels. However, in the context of VPP pric-
ing, prioritizing more reliable data sources is essential to en-
sure stable and effective DR. The primary objective is to en-
hance the overall accuracy and robustness of the global mod-
el by mitigating the impact of contributions that could nega-
tively affect performance.

Assume the VPP manages N’ units, with each unit contain-
ing k,(n=1,2,...,N') users participating in DR. After obtain-
ing the model training accuracy from each LS, the center
server (CS) aggregates the local model parameters using the
improved weighted federated averaging algorithm:

N’
warl <~ zan,x+lwn,x+l

n=1

(23)

-L
knqn,x+ 1

-~
zknq;fw—l
n=1

where @, is the global model parameter updated in the (x+
)™ iteration, which is also broadcasted to all local models af-
ter the x" iteration; w, , is the local model parameter of LS

for the n™ unit in the x" iteration; a,, ., is the training quali-
ty factor of the " unit in the (x+1)" iteration; ¢,,,, is the

a

nx+1 "

24
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training accuracy of the n™ unit in the (x+1)" iteration ob-
tained from testing; and L is an adjustable hyperparameter
used to modulate the influence of the training quality factor.

B. PHE Scheme

Although the improved weighted federated averaging algo-
rithm does not directly transmit DR data of users, it still ex-
poses intermediate results of the computation process, pro-
viding no additional structural security for data. If data con-
taining model gradients or other parameters are leaked or sto-
len, sensitive user information could still be compromised.
Thus, this paper enhances the improved weighted federated
averaging algorithm using the PHE scheme. The key feature
of this scheme is its support for additive homomorphism and
scalar multiplicative homomorphism [38]. Compared to fully
homomorphic encryption (FHE) scheme, PHE scheme has
significantly lower computational overhead and simpler key
management, making it more suitable for deployment in
VPP environments. Then, under the PHE scheme, the follow-
ing properties hold:

Decy ([[u] ]@[[v]]=Decy ([[u+v]])

Dec ([[u]]0D=Decy ([[u-1]]) (26)
where u# and v are the model gradient parameters; [[ . ]] is
the symbol of homomorphic encryption; Dec is the decryp-
tion function using secret key; @ denotes the multiplication
operation that can be performed on ciphertexts; © denotes
the scalar multiplication operation of ciphertexts; and / is a
scalar.

(25)

C. Model Training Considering Data and Model Encryption

Based on the improved weighted federated averaging algo-
rithm and the PHE scheme described above, this paper pro-
poses an encrypted HFL method for model training. The pro-
cess consists of four stages: parameter distribution, local
training, gradient update, and parameter aggregation.

First, during the parameter distribution stage, the CS ini-
tializes the global model parameters and transmits them to
each LS. During global model updates, the CS broadcasts
the updated global parameters of the pricing model. Before
the parameter distribution, the CS encrypts these parameters
using the PHE scheme.

After decrypting the received global parameters, each LS
uses the DR data from users within its local unit to directly
train the day-ahead pricing model for the VPP. In this step,
no data are shared between LSs; instead, each LS conducts
local training independently, effectively preventing the priva-
cy leakage of energy consumption.

During the local training stage, gradients and other param-
eters are continuously updated and computed. Once the train-
ing is completed, the updated model parameters are obtained
as:

wn,x: a)n,xfl _élvf(a)n.xfl ) (27)
where ¢ is the learning rate of algorithm iteration; and Vf(:)
is the gradient descent computation function.

When the local training reaches the maximum number of
iterations, each LS applies PHE scheme to the trained gradi-

ent and parameter information before uploading it to the CS.

During the parameter aggregation stage, CS aggregates the
local model parameters using the improved weighted federat-
ed averaging algorithm, as shown in (23) and (24), to gener-
ate the updated global model parameters. These are then en-
crypted and sent back to the LSs. Each LS decrypts the re-
ceived global model parameters, updates its own DR pricing
model, and continues training using local user data.

The above process is repeated until the predefined maxi-
mum number of communication rounds is reached, complet-
ing the model training process using encrypted HFL method.

IV. DAY-AHEAD PRICING PROCESS FOR DR

The day-ahead pricing process for DR is shown in Fig. 4,
which systematically progresses from the day-ahead pricing
model and user contribution evaluation, followed by the en-
crypted HFL method for model training and application of
day-ahead pricing model, and ends with the day-ahead DR
execution and result settlement.

Day-ahead pricing model and user contribution evaluation

User contribution N LS

VPP (CS) [ factor !

| ! ‘
| Traini lity e Transformer-based prediction| |
3 (IS ey model for user behavior 1

Encrypted HFL method for model tra
application of day-ahead pricing model

ng and

CS obtains peak-shaving
requirements from

CS initializes, encrypts, and
broadcasts local model

parameters to LS

upper-level trading center

v

 —

LS decrypts and updates
local model parameters

L foeamet

LS trains local model
using local data

!
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gradients and other
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i
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!

CS broadcasts updated
global model
parameters to LS

Does
training reach the
limit?

CS obtains fully trained
global model using
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i
CS reports the bidding
information to the upper-
level trading center

i

Upper-level trading center
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and discloses the bidding results

Does bidding
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day-ahead pricing strategy
based on the bidding results

Upper-level trading center
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day-ahead peak shaving
plan for each VPP
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actual DR
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internal [
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Users adjust
energy g
consumption

LS updates local
data |

Fig. 4. Day-ahead pricing process for DR.
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V. CASE STUDY

A. Scenario and Parameter Settings

1) Scenario Setup

To verify the effectiveness of the proposed day-ahead pric-
ing strategy, this paper conducts a case study using a DR da-
taset from May 17, 2020 to May 16, 2021 in a certain city.
This dataset is derived from a VPP demonstration project
that includes 900 users. Based on the energy usage and DR
behavior characteristics, users are divided into Groups A, B,
and C, each directly managed by different LSs. Group A
comprises large-scale commercial users with high and pre-
dictable daytime loads. Group B includes small- and medi-
um-scale industrial users exhibiting significant load variabili-
ty. Group C represents residential users distinguished by a
pronounced evening peak. This dataset is split into training,
validation, and testing sets at a ratio of 7:1:2. The testing is
carried out in the following three scenarios.

Scenario 1: the VPP does not participate in DR, and the
energy consumption is priced at 0.75 ¥/kWh.

Scenario 2: the VPP adopts a TOU pricing scheme. The
electricity prices for the peak, normal, and off-peak periods
are 0.95 ¥/kWh, 0.70 ¥/kWh, and 0.65 ¥/kWh, respectively.

Scenario 3: the VPP performs day-ahead pricing. The pric-
ing period is 24 hours, with a time resolution of 24 points
per day. The day-ahead pricing range is [0.5, 1.25F/kWh.

During the testing, the time periods are categorized as fol-
lows: peak periods are 09:00-14:00 and 19:00-23:00; mid-
peak periods are 07:00-09:00 and 14:00-19:00; and off-peak
periods are 23:00-07:00. For day-ahead DR aimed at peak
shaving, the upper limit of peak load is set to be 4200 kW,
and the peak-to-valley load difference threshold is defined as
1300 kW.

2) Parameter Setup

This paper employs a Transformer-based prediction model
of user DR behavior, and its basic parameter settings are de-
tailed in Table I. Since user data within the VPP are divided
into three groups, the number of edge trainers is set to be 3.
The parameter settings of the A3C algorithm are provided in
Table II. The parameter settings of the encrypted HFL meth-
od are shown in Table III.

TABLE I
BASIC PARAMETER SETTINGS OF TRANSFORMER-BASED PREDICTION MODEL

Parameter Setting value
Batch size 32
Optimizer Adam
Learning rate 0.0005
Number of encoder layers 2
Number of attention heads 4
Model dimension 128
Feed-forward network dimension 512
Training iterations 200
Dropout rate 0.1
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TABLE II
PARAMETER SETTINGS OF A3C ALGORITHM

Parameter Setting value
Discount factory 0.90
Optimizer Adam
Entropy coefticient ¢ 0.015
Learning rate of actor network 0.005
Learning rate of critic network 0.05
Number of neurons (actor network) 100, 100, 50
Number of neurons (critic network) 100, 50, 1

ReLU function or Softmax function
ReLU function

Activation function (actor network)

Activation function (critic network)

TABLE III
PARAMETER SETTINGS OF ENCRYPTED HFL METHOD

Parameter Setting value

Training environment Pysyft 0.2
Number of clients per round 3
Number of local training epochs 5
Number of global aggregation rounds 200
Learning rate 0.001
Decay rate 0.2

The proposed day-ahead pricing strategy is implemented
in Python 3.7 using the TensorFlow 2.2 framework and
Keras 2.3.1. The experiments are conducted on a computer
equipped with an AMD Ryzen 7 5800H CPU at 3.20 GHz
and 16 GB of RAM. The encrypted HFL method is de-
ployed in a single-machine setup.

B. DR Behavior and Pricing Analysis

Figure 5 illustrates the load consumption profiles in differ-
ent scenarios. In Scenario 1, the load consumption profile
shows two distinct peaks (one from 11:00 to 15:00 and an-
other from 19:00 to 21:00) and a notable valley between 00:
00 and 05:00. The peak-to-valley load difference reaches
2130 kW. On this day, the VPP management center received
seven peak-shaving requests during high-load intervals.
These requests form the foundation for day-ahead pricing op-
timization in Scenario 3. Based on this, the RL agent is con-
figured with an allowable pricing range of [0.5,1.25]%/kWh,
with a step size of 0.05 ¥/kWh for adjustments.

5000

4750 Peak load

4500 L
4250} o threshold 4200kW | /=

—_

Peak-valley load difference !

threshold 1300 kW 1
ol ... N .
2750 F 7J Valley load threshold 2900 kW

7

12:00  16:00  20:00  24:00

Time
Scenario 2;

00:00  04:00  08:00

Scenario 1; Scenario 3

Fig. 5. Load consumption profiles in different scenarios.
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In Scenarios 2 and 3, TOU pricing and day-ahead pricing
are applied, respectively, to encourage DR and load shifting
among users. After the pricing adjustments, the electricity
prices and the load adjustments in different scenarios are
shown in Figs. 6 and 7, respectively.

Electricity price in
Scenario 1 (¥/kWh)

[=ReloleNe=E=N=]

_.
VR v 0 o oW RULN®

(= - = =]

Electricity price in
Scenario 2 (¥/kWh)

—
N o
1

N
S N B~ O 0 O
T T T T

Electricity price in
Scenario 3 (¥/kWh)

00:00 04:00 08:00 12:00 16:00 20:00 23:00
Time

Fig. 6. Electricity prices in different scenarios.
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Fig. 7. Load adjustments in different scenarios.

The results indicate that although TOU pricing (Scenario
2) differentiates incentive prices across peak, mid-peak, and
off-peak periods, the fixed nature of these time segments pre-
vents adaptation to the actual daily load pattern. Consequent-
ly, TOU pricing achieves only a partial reduction of peak
loads. On the one hand, the peak load is not fully shifted,
and some periods still experience capacity violations. On the
other hand, the peak-to-valley load difference in Scenario 2
is 2040 kW, revealing substantial remaining flexibility for
load reshaping.

The proposed day-ahead pricing strategy implemented in
Scenario 3 performs day-ahead pricing optimization tailored
to user DR behavior characteristics across different periods.
This strategy sets varying incentive prices and communicates
them to users one day in advance to promote coordinated en-
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ergy consumption. Given the significant price increase dur-
ing peak periods, users are incentivized to shift their energy
consumption to adjacent or off-peak periods. This shift en-
ables users to fulfill their electricity demands at a lower cost
without reducing overall usage. Although this strategy is
more computationally complex, it offers superior pricing
flexibility across time slots. As shown in Fig. 7, Scenario 3
enables more flexible load shifting and reduces the peak-to-
valley load difference to 1290 kW, demonstrating effective
peak shaving.

To assess the economic viability of the proposed day-
ahead pricing strategy, Table IV presents the economic out-
comes in different scenarios from the perspectives of both
VPP and users.

TABLE IV
ECONOMIC OUTCOMES IN DIFFERENT SCENARIOS

Scenario Total electricity ~ Settlement profit Penalty cost  Net profit
cost of users (¥) of VPP (¥) of VPP (¥) of VPP (¥)
1 69178.0 0 0 0
2 68914.0 1885.4 137.6 1747.8
3 68167.5 2722.8 184.0 2538.8

From the perspective of VPP, Scenario 3 achieves a net
profit of ¥2538.8, approximately a 45.3% increase compared
with ¥1747.8 in Scenario 2, indicating a substantial improve-
ment in profitability. This improvement is primarily attribut-
able to the dynamic pricing, which enables more precise ex-
traction and coordination of DR potential, leading to higher
settlement profits in the electricity market. The profit gains
considerably outweigh the minor penalty costs incurred due
to dense scheduling. From the perspective of users, in Sce-
nario 3, the total electricity cost decreases to ¥68167.5, rep-
resenting savings of ¥1010.5 compared with that in Scenario
1, more than twice the savings achieved in Scenario 2. Ac-
cordingly, the economic feasibility and superiority of the pro-
posed day-ahead pricing strategy in practical electricity mar-
ket environments are proven.

C. Analysis of Training Methods

A control parameter is adjusted to vary the influence of
historical DR contribution of users during pricing optimiza-
tion. The comparison of user DR accuracy between decen-
tralized and FL training methods under different # is shown
in Fig. 8. The decentralized training method exhibits relative-
ly larger prediction errors with average deviations of 7% -
9%, corresponding to user DR accuracies of approximately
90%-93%. In contrast, the FL training method achieves high-
er accuracy, concentrated in the range of 95%-97%, with sig-
nificantly lower overall deviations. This improvement stems
from the limitations of decentralized training method: each
group possesses a relatively small dataset and represents a sin-
gle user type, which constrains the ability to capture the sto-
chastic nature of user DR behavior. As a result, the decentral-
ized training method lacks adaptability to users with diverse
consumption patterns. FL, by aggregating parameters through
an improved weighted federated averaging algorithm, enables
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global model optimization. This facilitates more accurate day-
ahead pricing strategy tailored to user DR behavior, thereby
enhancing the overall effectiveness of DR.
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Fig. 8. Comparison of user DR accuracy between decentralized training

and FL training methods under different #. (a) #=0. (b) #=0.25. (c) n=0.5.
(d) n=0.75. (e) n=0.8. (f) n=0.95.

Furthermore, by analyzing the user DR accuracy associat-
ed with varying values of 7, the influence of the weighting
of user contribution factors on the DR outcome can be ob-
served. A higher value of 7 increases the emphasis on re-
warding users with a strong record of DR participation dur-
ing the pricing optimization process. As illustrated in Fig. 8,
when #=0 (i.e., historical DR contributions are not consid-
ered), the DR performance is comparatively inferior. Gradu-
ally increasing # improves both user DR accuracy and the
stability of user DR behavior, as reflected in a more concen-
trated distribution of prediction errors.

However, when 7 approaches 1, the DR performance dete-
riorates. This degradation stems from an overreliance on his-
torical behavior, which can disproportionately reduce incen-
tives for users who previously performed poorly, potentially
discouraging their future participation and creating a nega-
tive feedback cycle. Empirical tests indicate that setting z
around 0.8 yields the best balance among high DR accuracy,
stable deviation, and optimal overall system performance.

D. Performance Evaluation of Encrypted HFL Method

The convergence comparison of cumulative rewards under
different training methods is analyzed in Fig. 9.

1600
& 1500t N —
= 1400 _—
g 1300}
& 1200} //
= 1100
g 1000+ // —— Centralized training method
—E 900 | / FL training method
Z 800 V Encrypted HFL method

700 L 1 1 1 1 1 1 1 1 1 1 1 1 J
1 16 31 46 61 76 91 106 121 136 151 166 181 196
Episode
Fig. 9. Convergence comparison of cumulative rewards under different

training methods.

Centralized training method converges the fastest and
achieves the highest cumulative reward due to full access to
global data. In contrast, FL training method exhibits notice-
able oscillations between 4 and 20 communication rounds
and converges to a lower cumulative reward because of data
heterogeneity among LSs. The encrypted HFL method intro-
duces a weighted aggregation mechanism guided by test ac-
curacy, enabling high-quality local updates to contribute
more to the global model. Consequently, the convergence be-
comes more stable during intermediate training, and the final
cumulative reward approaches that of centralized training
method. These results indicate that the encrypted HFL meth-
od preserves privacy without compromising decision perfor-
mance.

The hyperparameter L controls the influence of local train-
ing quality on global parameter aggregation. Sensitivity anal-
ysis of hyperparameter L on load prediction accuracy is eval-
uated using the RMSE metric, as illustrated in Fig. 10. As L
increases, the RMSE first decreases and then increases.
When L=1, the global model degenerates into conventional
weighted averaging and is therefore susceptible to noise in
local data. When L =35, the global model attains its global op-
timum in terms of load prediction accuracy, effectively filter-
ing high-reliability DR patterns from heterogeneous user da-
ta. In contrast, an excessively large L causes the global mod-
el to overfit a limited number of high-quality sites, resulting
in inadequate representation of behavioral characteristics
from other user groups. The results indicate that an appropri-
ate quality-aware weighting setting can effectively alleviate
the impact of low-quality local data and provide guidance
for selecting the optimal hyperparameter under different lev-
els of data heterogeneity.
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Sensitivity analysis of hyperparameter L on load prediction accura-
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To validate the performance of the proposed encrypted
HFL method, the following comparative training methods
are designed.

Method 1: centralized training method. The CS collects all
historical load data of users for deep RL training.

Method 2: FL training method. Users perform local train-
ing and upload plain-text model gradients to the CS for ag-
gregation.

Method 3: differential privacy FL. Based on Method 2, lo-
cal models upload gradients with differential privacy applied.
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Method 4: local training method. Each user trains their
own prediction model solely using their historical load data.

Table V compares the performance of different training
methods. Method 1 requires transmission of all raw data, re-
sulting in the largest data transmission volume (DTV) and
significant privacy risks, although it achieves the highest ag-
gregate profit. In contrast, Method 4 ensures complete data
security by avoiding data transmission but leads to substan-
tially lower economic performance.

TABLE V
PERFORMANCE COMPARISON OF DIFFERENT TRAINING METHODS

Method PPL Model structure DTV (GB) Time consumption (hour) Aggregate profit (¥)
1 None Single global model 1620 1.3 8777.8
2 Moderate 1 global model and 3 local models 1080 2.1 8602.3
3 High 1 global model and 3 local models 1080 2.2 8075.6
4 Complete 900 independent local models 0 1.2 7461.2

Proposed High 1 global model and 3 local models 8640 8.0 8558.4

Note: PPL is short for privacy protection level.
Both Method 2 and Method 3 transmit model gradients in- management.

stead of raw data, significantly reducing DTV but requiring
more training rounds. Method 3 enhances privacy protection
at the cost of reduced profit, which is approximately 5.64%
lower than the proposed encrypted HFL method. Method 2
maintains higher economic performance but remains vulnera-
ble to membership inference attacks due to plain-text gradi-
ent transmission.

The proposed encrypted HFL method adopts homomor-
phic encryption for gradient aggregation. Although ciphertext
transmission increases communication and computational
overhead, it does not affect model accuracy. As a result, its
economic performance is comparable to Method 2 and signif-
icantly higher than Method 3. These results indicate that the
proposed encrypted HFL method effectively balances priva-
cy protection and economic performance, making it suitable
for day-ahead pricing strategy for VPP.

VI. CONCLUSION

To ensure the security and privacy of user data for partici-
pants in DR within the VPP, this paper proposes a day-ahead
pricing strategy considering privacy protection of user data.
This strategy leverages the proposed encrypted HFL method
to enable global optimization of the day-ahead pricing model
within the VPP for users from different regions and entities
that exhibit similar DR behaviors, without requiring user da-
ta to leave their local environments.

A contribution factor reflecting historical DR contributions
of users is incorporated into the pricing decision. This factor
assesses the actual performance of each user from DR quan-
tity, DR participation rate, and compliance. An A3C algo-
rithm is then employed to optimize the day-ahead pricing
and formulate pricing strategies. This enhances fairness in
the pricing process, facilitating load peak-shaving and flexi-
ble load shifting through day-ahead DR, thereby effectively
improving the long-term economic benefits of day-ahead DR

Despite the effectiveness of the proposed day-ahead pric-
ing strategy in privacy protection, several limitations remain.

1) Extending this strategy to real-time balancing or ancil-
lary services markets requires further research.

2) The scalability of FL under larger and more heteroge-
neous user populations has not been fully evaluated.

3) User comfort is indirectly represented through price in-
centives without an explicit comfort model, which could be
incorporated into future optimization objectives.
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