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Abstract—Virtual power plants (VPPs) can participate in elec-
tricity market trading by aggregating distributed energy re-
sources, thereby providing flexible regulation services to the
power system. However, the interaction between VPPs and the
power system involves high-frequency and multi-party data ex-
change, posing significant cybersecurity risks. To ensure the cy-
bersecurity of VPPs throughout the entire interaction process,
this paper first analyzes the intrinsic attributes of VPPs, identi-
fying three key characteristics: aggregation, interaction, and
regulation. Based on this, it integrates these attributes with con-
fidentiality, integrity, and availability triad to construct a cyber-
security theoretical framework for VPPs. Second, this paper
outlines the business processes, data interactions, and communi-
cation architecture of VPPs. Then, a risk analysis of potential
cyberattacks is performed, detailing their injection points, prop-
agation paths, and potential impacts of typical cyberattacks.
Third, the core application mechanisms and use cases of key cy-
bersecurity defense technologies are summarized. These technol-
ogies are applicable to interactions between VPP and power sys-
tems across different stages, including data anonymization, en-
cryption, privacy-preserving computation, access control, and
blockchain. Finally, an analysis of the current status, challeng-
es, and prospects of artificial intelligence (AI)-based cybersecu-
rity technologies is presented, which provides support for con-
structing a secure and reliable cybersecurity defense system for
VPPs.

Index Terms—Virtual power plant (VPP), electricity market,
artificial intelligence (AI), cyberattack, cybersecurity, risk, pri-
vacy-preserving computation, defense.

Manuscript received: January 12, 2026; revised: April 17, 2026; accepted:
June 1, 2026. Date of CrossCheck: June 1, 2026. Date of online publication:
June 19, 2026.

This work was supported by the Smart Grid-National Science and Technology
Major Project (No. 2025ZD0804500).

This article is distributed under the terms of the Creative Commons Attribu-
tion 4.0 International License (http://creativecommons.org/licenses/by/4.0/).

J. Li, H. Gao (corresponding author), and C. Kang are with Department of
Electrical Engineering, Tsinghua University, Beijing 100084, China (e-mail: lijia-
yul996@mail. tsinghua. edu. cn; hcgaoth@mail. tsinghua. edu.cn; cqkang@mail. ts-
inghua.edu.cn).

Y. Cui is with KTH Royal Institute of Technology, Stockholm, Sweden (e-
mail: yiwei.cui0812@gmail.com).

W. Zhao and T. Mao are with Electric Power Research Institute, China South-
ern Power Grid, Guangzhou 510663, China (e-mail: zhaowm@csg. cn; tian-

mao7658@126.com).
;1
MPCE

DOI: 10.35833/MPCE.2026.000042

[. INTRODUCTION

HE pursuit of “carbon peaking and carbon neutrality”
goals has precipitated profound structural shifts in the
energy supply and demand of power system. On the supply
side, the installed capacity of renewable energy has sur-
passed that of thermal power [1], significantly intensifying
the challenge of supply-demand balancing. On the demand
side, rising end-use electrification has escalated the need for
interaction between demand-side users and the power sys-
tem; however, mechanisms to effectively mobilize the flexi-
ble regulation potential of these resources remain insufficient.
Against this backdrop, VPPs have emerged as a pivotal so-
lution to the structural shortage of flexible regulation resourc-
es. By aggregating distributed energy resources, VPPs re-
spond to multi-timescale regulation demands across different
power system operators (e.g., transmission and distribution).
Ever since the VPP concept is proposed, given the signifi-
cant heterogeneity and high output uncertainty of aggregated
resources, extensive research has focused on key technolo-
gies, specifically aggregation and regulation, to ensure the se-
cure and efficient interaction between VPP and power sys-
tem. For instance, [2] reviews the mainstream aggregation al-
gorithms including vertex and half-plane methods based on
Minkowski sums. Reference [3] utilizes statistical analysis
of literature from 2013 to 2024, identifies key research hot-
spots, and highlights future directions such as high-dimen-
sional uncertainty modeling and multi-timescale scheduling
optimization. Reference [4] focuses on the operational char-
acteristics and trusted quantification of distributed energy re-
sources, summarizing challenges in the modeling of external
characteristics and construction of optimal resource portfolio.
While these studies contribute significantly to the efficient
interaction between VPP and power system, VPPs face chal-
lenges across two distinct dimensions. The first is physical
security, involving system stability risks caused by resource
output fluctuations and shifts in user’s behavior. The second
is cybersecurity, encompassing risks to communication, data,
and privacy arising from cyberattacks. For VPPs, a success-
ful cyberattack not only invalidates regulation responses to
grid dispatch commands, which directly destabilize the sup-
ply-demand balance of power system, but also exposes ag-
gregators to severe economic losses or contractual penalties.
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Furthermore, simultaneous attacks on multiple large-scale
VPP aggregators can trigger cascading effects, leading to
widespread failure of dispatching instructions or even mas-
sive equipment disconnection from the grid. These cross-do-
main penetration risks have already manifested in real-world
scenarios. For instance, the Ukraine power grid attack in
2015 demonstrated how seizing control of dispatching sys-
tems could lead to large-scale blackouts. Similarly, the ran-
somware attack on Brazil’s Light S.A. in 2020 encrypted in-
ternal files and paralyzed billing and service systems, dis-
rupting commercial operations and severely compromising
the secure and stable operation of power system [5].

In response to these emerging threats, existing literature
addresses VPP technologies and cybersecurity from three pri-
mary streams. The first stream of research focuses on the de-
velopment trends, technical frameworks, and core operation-
al models of VPPs. Within this body of research, while
many papers acknowledge the communication risks and cy-
bersecurity issues associated with VPPs, they often treat
them as a secondary concern. For example, [6] notes that the
development of the smart grid increases cybersecurity and
data privacy risks in the power system to some extent; how-
ever, the central focus of [6] investigates trading models for
VPP participation in electricity markets and applicable sce-
narios for different optimization models. Similarly, although
[7] and [8] identify user privacy protection as a mandatory
requirement across the entire data chain, they focus on dis-
cussing the series of challenges faced in VPP operations
from a “cyber-physical-social” perspective.

The second stream investigates specific privacy-preserving
technologies, but lacks a systemic framework. For instance,
while [9] mentions the importance of user privacy protec-
tion, its core research focuses on constructing a market trad-
ing framework using blockchain technology to protect the
identities of the trading parties. Similarly, although [10] and
[11] highlight the issue of privacy protection, they focus on
achieving the optimal economic dispatch for VPPs under cy-
bersecurity constraints, rather than systematically construct-
ing a privacy protection framework.

The third stream examines the general cybersecurity of
power system, but fails to conduct an in-depth analysis that
incorporates the unique characteristics of VPPs, specifically
the aggregation of massive heterogeneous resources and
high-frequency interactions with power system. For example,
[12] systematically reviews the privacy attacks and corre-
sponding cybersecurity protection strategies in smart grids,
but lacks a specific context for VPP scenarios. References
[13] and [14] provide an in-depth analysis of the application
of homomorphic encryption (HE) in VPPs, achieving user’s
privacy protection while ensuring the data validity. Nonethe-
less, they primarily concentrate on the single-stage resource
aggregation of VPPs, while the complex and multi-party in-
teractions among the VPPs, power system, and end-users are
largely unaddressed.

In summary, existing literature has covered the majority of
key areas in cybersecurity in VPPs, including technical sys-
tem classifications, point-to-point privacy protection, and
general cybersecurity reviews. Despite these contributions,
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current research lacks a comprehensive framework that
aligns cybersecurity measures with the intrinsic attributes of
VPPs. Specifically, as an emerging organizational model for
power operation, VPPs possess core attributes, namely aggre-
gation, interaction, and regulation (AIR), which distinguish
them from traditional power system entities. The multi-party
interactions between VPP and power system revolve around
these three core attributes, giving rise to endogenous securi-
ty vulnerabilities and domain-specific risks distinct from
those of traditional power systems. Consequently, research
on the cybersecurity in VPPs cannot simply replicate estab-
lished findings from power system studies. Instead, it should
be based on an analysis of the unique cybersecurity challeng-
es VPPs face compared with traditional power systems, pro-
viding a systematic discussion on potential cyberattack vec-
tors and their impacts, corresponding to the key cybersecuri-
ty defense technologies including their strengths, weakness-
es, application scenarios, and key future trends.

Based on the aforementioned discussion and addressing
the systemic gaps in current research on the cybersecurity in
VPPs, the main contributions of this paper can be summa-
rized as follows.

1) It establishes a cybersecurity theoretical framework for
VPPs, which analyzes their intrinsic attributes, business pro-
cesses, and cybersecurity requirements for the communication
architecture of VPPs in the interactions with power system.

2) It conducts a risk analysis of potential cyberattacks
against VPPs and their impacts, detailing the injection
points, propagation paths, and potential consequences.

3) It summarizes the key cybersecurity defense technolo-
gies for VPPs across different business stages, and discusses
the challenges and future trends.

The remainder of this paper is organized as follows. Sec-
tion II presents the cybersecurity theoretical framework for
VPPs. Section III presents the risk analysis of potential cyber-
attacks against VPPs and their impact analysis. Section IV
presents the key cybersecurity defense technologies for VPPs.
Section V presents the conclusion and outlook of this paper.

II. CYBERSECURITY THEORETICAL FRAMEWORK FOR VPPS

A. Analysis of Intrinsic Attributes of VPPs

To construct a cybersecurity theoretical framework for
VPPs, it is necessary to first analyze and refine the intrinsic
attributes of VPPs to identify their intrinsic attributes, there-
by distinguishing them from other market entities [15]. First-
ly, the physical essence of a VPP must address what is
meant by “virtual” and what constitutes the “power output™.
The term “virtual” emphasizes its non-physical form and sig-
nifies its characteristic of virtual power output. The term
“power plant” suggests its operational behavior after aggre-
gation and defines the operational scope of its business. A
VPP is not a physical power plant; its physical entities are
the demand-side resources. Therefore, a VPP itself is a spe-
cial type of resource that does not have an independent phys-
ical existence. While management platforms empower VPP
aggregation, they function fundamentally as technical en-
ablers rather than the underlying physical resources. It is es-
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sentially a technical support platform rather than the re-
source itself. The key concept in this process is “aggrega-
tion”: the effective aggregation of the regulation capabilities
of massive distributed energy resources, which are then rep-
resented as an independent, power plant-like market entity
from the perspective of power system operator and electrici-
ty markets.

Secondly, the technical principle of a VPP stems from its
original intent: to unlock the flexibility of demand-side re-
sources. From the perspective of supply-demand balance in
the power system, a reduction in electricity consumption at a
given time is equivalent to an increase in generation. The
VPP must provide a virtual response of “power plant” for
balancing both energy and power in multi-timescales. The
recognition of its virtual output is established through its in-
teractive regulation with the power system. The key concept
in this process is “interaction”, which refers to achieving in-
teraction between massive distributed energy resources and
the power system through the VPP as a special entity. Re-
garding the core attribute of “interaction”, it is essential to
clarify that although many scholars consider demand re-
sponse (DR) and VPPs to have significantly overlapping par-
ticipants, intersecting scenarios, and similar service capabili-
ties, conceptual differences persist from an interaction per-
spective. In terms of core objectives, DR is a market-driven
optimization tool for demand-side consumption behavior cen-
tered on flexible load regulation. Conversely, a VPP serves
as an equivalent controllable power source comparable to tra-
ditional power plants, providing the power system with
multi-timescale bidirectional balance support for both energy
and power. Regarding role positioning, DR primarily facili-
tates minute-to-hour scale unidirectional or quasi-bidirection-
al slow dynamic adjustments (particularly in China where
DR is viewed as a relatively narrow service mechanism, i.e.,
a service entity for supply-demand balance in scenarios with
insufficient system regulation capacity). In contrast, VPPs
operate as independent market entities that can compete
alongside traditional generating units, with regulation capa-
bilities spanning all system balancing requirements from fre-
quency regulation to peak-shaving and valley-filling.

Finally, the core resource of a VPP is its dispatchable
load. If the load resources do not have regulation capability,
the “output” of VPP will cease to exist, and it cannot func-
tion as a “power plant” that can be dispatched by the power
system. The key concept in this process is “regulation”, by
leveraging the dispatchable capability of demand-side re-
sources to achieve upward or downward power adjustments
based on power system dispatching commands. In summary,
only by satisfying the three key characteristics of AIR can a
VPP be routinely dispatched by the power system as a con-
ventional power plant resource.

Based on the three intrinsic attributes identified above,
i.e., AIR, it is evident that fundamental differences exist be-
tween VPPs and various market entities in traditional power
systems. These distinctions render the cybersecurity analysis
theories and frameworks of conventional power system inad-
equate for being directly applied to address challenges in the
cybersecurity in VPPs. To address this gap, this paper synthe-
sizes the widely recognized confidentiality, integrity, and
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availability (CIA) triad with AIR to conduct a comprehen-
sive analysis. The endogenous drivers, core requirements,
and unique characteristics of VPP cybersecurity relative to
traditional power systems will be detailed in the following
text.

From the aggregation perspective, significant differences
exist between VPPs and traditional power systems regarding
their attack surfaces. Specifically, large generating units in
traditional power systems operate with well-defined parame-
ters and stringent cybersecurity protocols, typically deployed
within dedicated networks. In contrast, a VPP needs to effec-
tively aggregate the regulation capabilities of massive de-
mand-side resources. However, these resources have diverse
characteristics and are geographically dispersed. A thorough
understanding of their generation/consumption patterns and
regulation potential is required to dispatch them according to
the dispatching commands from power system operator.
Drawing upon widely adopted cybersecurity principles for
power and industrial control systems, including network seg-
mentation, dedicated operational networks, zone isolation,
and authenticated inter-system communications, demand-side
resource devices are typically located in the secure access pe-
rimeter of the cybersecurity architecture of power system.
However, given that these massive distributed devices origi-
nate from diverse manufacturers and vary in models, it
proves to be difficult to enforce unified cybersecurity stan-
dards and ensure comprehensive, timely updates. VPPs are
unable to implement unified full-lifecycle cybersecurity man-
agement for such massive and decentralized terminal devic-
es. Consequently, some devices may rely on outdated cyber-
security measures or lack essential vertical encryption and
identity authentication mechanisms. The process of VPPs ag-
gregating distributed energy resources and participating in
market trading introduces both aggregators and demand-side
resources, involving the transmission and interaction of mas-
sive amounts of data. This necessitates research into areas
such as trusted authentication, access control, and privacy
protection for user data to prevent the unauthorized access
of sensitive user’s data.

From the interaction perspective, upon aggregating mas-
sive heterogeneous distributed energy resources, the VPP
functions as a unified entity to interact with the power sys-
tem. For the operation of traditional power system, a unidi-
rectional regulation paradigm of “generation-following-load”
is typically adopted, where critical information and dispatch-
ing commands are predominantly issued by the power sys-
tem to individual large-scale generating units. In contrast,
VPP business processes span the entire lifecycle, including
resource aggregation, transaction declaration, market clear-
ing, dispatching execution, and information disclosure, in-
volving high-frequency and bidirectional interactions among
multiple entities such as power dispatching agencies, power
exchange centers, VPP aggregators, and distributed energy
resource owners. This open interaction model across differ-
ent entities and cybersecurity partitions, characterized by dy-
namically changing interaction participants, links, and data
types, renders each cross-entity and cross-partition data ex-
change a potential vector for cyberattack penetration and
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cross-domain propagation. Consequently, safeguarding the in-
tegrity and availability of bidirectional transmission is para-
mount to mitigating potential cyberattacks and limit their
propagation. This protection mechanism ensures that opera-
tional data remain authentic and tamper-proof during interac-
tions with the power system.

From the regulation perspective, within the context of tra-
ditional power system operations, significant impacts general-
ly require an attacker to breach and compromise either the
grid dispatch system or the control systems of large-scale
generation units. However, the precise response of VPPs to
grid dispatch commands follows a logical operational chain
consisting of dispatch command reception, decomposition of
multi-resource command, terminal collaborative execution,
operational status feedback, and adjustment of dynamic regu-
lation strategy. Throughout this process, it is essential to
safeguard the authenticity and consistency of both dispatch-
ing and execution commands. This operational logic implies
that an attacker only needs to gain control over a specific
scale of terminal devices of distributed energy resources to
mislead the global regulation decisions of the VPP aggrega-
tion platform. By forging terminal operational statuses or
tampering with execution feedback data, they can induce the
platform to issue incorrect dispatch commands, thereby
threatening the supply-demand balance and stable operation
of power system. Therefore, this necessitates the precise
identification, decomposition, and dissemination of instruc-
tions while simultaneously defending against malicious activ-
ities such as command forgery and feedback spoofing. By se-
curing the entire execution chain, VPPs guarantee the avail-
ability and reliability of information, ultimately enabling pre-
cise regulation in response to the dispatching commands
from power system operator.

B. Business Process of VPPs in Interactions with Power
System

Similar to other market entities, VPPs must adhere to uni-
fied rules when participating in electricity trading. Its busi-
ness process can generally be divided into five key stages:
resource aggregation, transaction declaration, market clear-
ing, dispatching execution, and information disclosure [16].
Among these, the resource aggregation stage is a necessary
and unique step for VPPs compared with other market enti-
ties before they obtain the qualification for accessing the
power system. Information exchange in this stage is at low
frequency, typically triggered only by updates to user regis-
tration profiles such as changes in corporate details, substan-
tial alterations to resource composition (e.g., quantity or cate-
gory), or adjustments to market business scopes, and the
type of market transaction-related business. Specifically, the
process begins with the VPP aggregator and distributed ener-
gy resources signing business contracts on aggregation sys-
tem or platform. Subsequently, the power system operator
conducts tests to access the power system and obtain the cer-
tification for the VPP aggregated resources. The certification
evaluates capabilities across three core dimensions: regula-
tion performance (including dispatchable capacity, regulation
rate, and deviation), communication quality (covering data
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accuracy, latency, and transmission reliability), and cyberse-
curity (focusing on encryption standards and cybersecurity
protection protocols) [17].

In the transaction declaration stage, upon successfully
passing basic functional tests for accessing the power sys-
tem, the VPP submits its quantity-price curve to the power
exchange center during the day-ahead market bidding phase
[18]. Information exchange in this stage primarily occurs on
a day-ahead basis, supplemented by intra-day rolling adjust-
ments. Once the unit and power system operational parame-
ters issued by the power system operator such as day-ahead
load forecasts, transmission equipment maintenance sched-
ules, key network section constraints, and must-run/must-
stop units are confirmed, the VPP aggregator follows the
standard market participation workflow to formulate and sub-
mit a quantity-price bidding curve in the day-ahead time-
frame. This strategy is developed by considering the genera-
tion and consumption status of its resources, historical trad-
ing data, and other influencing factors such as the regulation
capability, operational costs, and regulation willingness of ag-
gregated resources, with the objective of maximizing eco-
nomic benefits [19], [20].

The market clearing stage primarily involves information
interaction between the power system operator and the pow-
er exchange center. In this stage, the power system operator
utilizes the quantity-price bidding curves submitted by mar-
ket entities including VPP aggregators. These curves repre-
sent the aggregated technical constraints and economic of-
fers of the VPP, which are treated by the power exchange
center as coming from a single VPP with defined hourly out-
puts [21]. Based on predictions of the supply-demand bal-
ance constraints of power system and the operating boundary
constraints of market participants, the power system operator
solves the security-constrained unit commitment (SCUC) and
security-constrained economic dispatch (SCED) calculations
sequentially. This process determines the winning unit commit-
ment, generation curves, and time-differentiated prices for
market entities on the actual operating day. This stage involves
large-scale and high-precision calculations with massive
amounts of data, making it computationally demanding, and is
typically performed in the cloud platform [22]. Additionally,
in the intra-day stage, the power system operator needs to ad-
just the operating plan based on changes in system operating
conditions to correct for deviations between day-ahead sched-
ule and real-time operation.

The dispatching execution stage takes place on the actual
operating day. The VPP aggregator formulates the power
schedule for its aggregated resources based on the market
clearing results issued by the power exchange center. Subse-
quently, it decomposes and issues corresponding dispatching
commands via communication links to local control systems
or intelligent terminal devices, driving the resources to ad-
just output or execute start-stop operations at specified time-
stamps. Throughout this process, the VPP aggregator needs
to frequently collect generation and consumption data from
the distributed energy resources, and then report, verify, and
provide feedback in real time to ensure a precise response to
the dispatching commands from power system operator [23].
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The information disclosure is primarily the responsibility
of the power exchange center. After the actual operating day,
it must accurately, promptly, and completely release informa-
tion to the market entities as required by power system oper-
ator. This includes public information (e.g., the market-wide
nodal weighted average price for each trading period), pri-
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vate information for generation units, and VPP aggregators
(e.g., the unit on/off status for the 96 intervals of the operat-
ing day, the hourly awarded energy, and the corresponding
hourly average nodal price) [24]. Figure 1 summarizes the
business process for VPPs in interactions with power system
and market operations.

Power system layer '
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Power exchange center

3 Unit boundary operating condition confirmation
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' 9) Dispatching command issuance
SCED calculation : ©Disp e
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Fig. 1.

Table I summarizes the typical data interactions and corre-
sponding frequencies of VPPs in the interactions with power
system. To facilitate a clearer discussion of the impacts of
different cyberattacks, this paper categorizes the data in Ta-
ble I into four main types: directly acquired data (i.e., data
collected directly from terminal devices), dispatching data
(i.e., data related to the execution of dispatching commands
among demand-side users, VPP aggregators, and power sys-
tem operator), trading data (i. e., market trading data in-
volved in stages such as bidding and clearing between the
VPP aggregator and the power exchange center), and man-

Business process for VPPs in interactions with power system and market operations.

agement data (i.e., data related to the management of user’s
information by VPP aggregator). Analysis of the data in Ta-
ble I reveals that the interaction of VPP with the power sys-
tem embodies the core concepts of AIR, and nearly all stag-
es involve massive data interaction. Apart from management
data, which is updated less frequently, the update and interac-
tion frequencies for directly acquired, dispatching, and trad-
ing data are typically at the second-to-minute level in actual
market operations. This imposes relatively high real-time re-
quirements on data interaction.

TABLE I
TYPICAL DATA INTERACTIONS AND CORRESPONDING FREQUENCIES OF VPPS IN INTERACTIONS WITH POWER SYSTEM

Key stage Specific process included

Key data involved

Entity involved Interaction frequency

Demand-side contract signing, ca-

Resource ag- pacity aggregation, and capability

gregation verification
Transaction Market boundary confirmation and
declaration bidding strategy formulation

SCUC and SCED calculation and

Market clear-
i result publication

ing

Dispatch exe- Command decomposition, terminal

cution execution, and real-time feedback
Information ~ Post-operation data release and set-
disclosure tlement result publication

User’s information, device information, his-
torical generation and consumption data, and
regulation range and rate

Unit constraints, maintenance schedules, and
VPP quantity-price bidding curves
Cleared power curves, nodal prices, and net-
work section constraints

Decomposed output curves, real-time device
status, and regulation deviation

Market-wide nodal prices, hourly awarded
energy, and on/off status of generation unit

Demand-side user, VPP ag-
gregator, and power system
operator

Monthly/upon update

VPP aggregator and power

exchange center Daily to hourly

Power system operator, pow-

er exchange center, and VPP 15 min to 1 hour

VPP aggregator and de-

. Seconds to 15 min
mand-side user

Power exchange center and

market entities Daily, post-operation
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C. Cybersecurity Requirements for Communication Architec-
ture of VPPs

To support the complex business-level interactions be-
tween VPPs and the power system, the communication archi-
tecture of VPPs must be highly coordinated in function and
strictly compliant with the cybersecurity standards. To sys-
tematically analyze these requirements, this paper adopts an
architecture-based analysis method [25], which examines the
information transmission chain across the four-layer function-
al hierarchy (cloud-tube-edge-terminal) of the VPPs.

The terminal layer is primarily composed of massive, het-
erogeneous, and geographically dispersed distributed energy
resources (e.g., PV inverters and energy storage), controlla-
ble loads (e.g., smart air conditioners and electric vehicle
chargers), and metering devices (e.g., smart meters). These
massive terminal devices, through built-in sensors and con-
trollers, generate key operational data in real time such as te-
lemetry data (e. g., voltage, current, power, and state of
charge of battery) and switch status signals. The data are
first preliminarily processed by the control unit within the
device and are then collected by the edge layer. The core cy-
bersecurity requirement on the terminal layer is to ensure the
authenticity of device identities and the reliability of data
sources, preventing physical tampering and device spoofing
attacks [26].

The edge layer, acting as a critical hub connecting the ter-
minal layer and cloud layer, is typically composed of hard-
ware entities deployed in proximity to resource sites (e.g., in-
dustrial parks or commercial building clusters) to serve as lo-
cal data processing and proxy nodes. The core function of
the edge layer is to solve the challenge of providing unified
access and data standardization for massive, underlying het-
erogencous resources, while also supporting the rapid local
processing of some lightweight decision-making tasks. To
achieve broad device connectivity, the edge computing gate-
way with its diverse physical interfaces can connect to cen-
tralized and site-based resources via industrial Ethernet, seri-
al communication (e.g., RS-485), or field buses (e.g., control-
ler-area network bus). It can also use wireless networks such
as 5G and LoRa to cover dispersed and small-scale resourc-
es. Before uploading data, given that terminal devices use
various protocols, the edge computing gateway needs to per-
form unified data conversion. By deeply parsing multiple
communication protocols such as Modbus, IEC 61850, and
message queuing telemetry transport (MQTT) [27], [28], it
decodes the collected raw data frames and encapsulates them
into a unified, structured data format, thereby creating a stan-
dardized information flow. Additionally, the edge computing
gateway can also perform local tasks such as data cleaning
and outlier filtering. On the actual operating day, it precisely
executes the decomposed dispatching commands from the
VPP aggregator. All externally transmitted data are encrypt-
ed at the edge intelligence gateway, and transmitted using se-
cure communication technologies such as virtual private net-
works (VPNs) to ensure the CIA of data [29].

The tube layer, as the core channel between the edge and
the cloud, is typically divided into two types of networks
based on cybersecurity levels and business attributes. The
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dedicated power network primarily carries production or con-
trol data that have extremely high cybersecurity and real-
time requirements. Real-time data from the edge computing
gateway such as telemetry, remote signaling, remote control,
and remote regulation are processed by a power vertical en-
cryption and authentication device. They are then transmitted
to the cloud platform via highly reliable dedicated lines such
as optical fiber. The public power network is used for non-
control business, carrying management information with low-
er real-time requirements such as user resource and billing
data in smart meters. The data can be transmitted over pub-
lic communication networks such as 5G, and sent to the
management information zone of the cloud platform after be-
ing encrypted via a VPN. Cybersecurity devices such as in-
trusion detection systems and network boundary firewalls
are typically deployed at the public network boundary to
block and identify the penetration attacks [30].

The cloud layer is the central hub where the VPP and
power system operator execute complex global decision-mak-
ing and optimization. According to the secondary cybersecu-
rity protection principles of power system [31], application
systems (e.g., energy management system (EMS) and office
automation system oriented toward power system enterprises
and large-scale power generation enterprises) with different
cybersecurity levels on the cloud platform are strictly divid-
ed into different cybersecurity zones. Physical isolation is
typically enforced between zones, while logical isolation
based on technologies such as firewalls and access control is
used within a zone. The specific division of these zones is
as follows.

1) Production control zone. This is the core control zone
for the secure operation of VPP and power system with the
highest security level. For example, in the actual deployment
and application of power system in China, it is further subdi-
vided into Zone I (real-time control area) and Zone II (non-
control production area). It receives real-time data streams
from the edge layer via the dedicated network. Typical sys-
tems deployed in this zone include the EMS, supervisory
control and data acquisition (SCADA) system, and real-time
control systems. These systems are primarily responsible for
real-time monitoring, operational control, and statistical anal-
ysis of energy generation and consumption for various mar-
ket entities. A cyberattack on this zone would directly threat-
en the physical security of the power system [32].

2) Management information zone. Comprising Zone III
(production management area) and Zone IV (management in-
formation area) of the power system in China, this zone pri-
marily receives non-real-time data from the production con-
trol zone or directly receives management data from the pub-
lic network. Typical systems deployed here include the VPP
aggregation system, billing and settlement system, and office
automation system. These systems handle business functions
such as market bidding, electricity bill calculation, and opera-
tion and maintenance management, which are not involved
in the direct control of the power system.

In the aforementioned four-layer functional hierarchy
(cloud-tube-edge-terminal), each step of the VPP information
flow corresponds to specific devices, interfaces, and protocols.
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This layered and zoned architecture provides a foundation
for the precise analysis of the injection points, propagation
paths, and potential risks of different types of cyberattacks.

D. Analysis of Endogenous Drivers for Cybersecurity Risks

The analysis of cybersecurity issues in VPPs can be based
on the internationally recognized CIA triad. This triad con-
sists of three principles: () confidentiality, which restricts in-
formation access, ensuring that data can only be accessed by
authorized users or systems; (2) integrity, which focuses on en-
suring the completeness and authenticity of information during
transmission; and 3 availability, which ensures that autho-
rized users have timely and reliable access to system resourc-
es. Implementing this framework is essential yet challenging
due to the inherent complexity and uncertainty of VPP func-
tional modules, which face evolving cybersecurity risks [33].
Once a cyberattack on a VPP succeeds, it will impact the in-
trinsic attributes and operational workflows of VPPs to vary-
ing degrees, depending on which element of the CIA triad the
attacker targets.

Confidentiality violations manifest primarily as data leak-
age. Regarding aggregation, the leakage of demand-side gener-
ation and consumption data as well as device parameters can
significantly reduce user’s willingness to participate in the ag-
gregation programs. Regarding interaction, the compromise of
sensitive information such as VPP market bidding strategies,
quantity-price curves, and commercial operational data causes
the VPP to lose its competitive edge in electricity markets and
may even lead to its involuntary involvement in market manip-
ulation. Regarding regulation, the leakage of core dispatch da-
ta, including regulation plans and reserve capacities provides
attackers with the intelligence needed to accurately predict sys-
tem states and launch subsequent targeted strikes, directly
threatening the security of power system dispatch.

Integrity violations primarily manifest as data tampering
and command forgery. Regarding aggregation, the tampering
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of fundamental data such as the regulation capacity, opera-
tional status, and rated capacity of distributed energy resourc-
es leads to inaccurate assessments of the aggregation capabil-
ity of VPP, hindering the effective utilization of heteroge-
neous resources. Regarding interaction, the alteration of core
information such as market clearing results, settlement data,
and cross-entity interaction commands can result in transac-
tion defaults, disrupting normal market order. Regarding reg-
ulation, the tampering of critical data including dispatch
commands, terminal execution feedback, and regulation devi-
ation data causes VPP responses to deviate from power sys-
tem requirements, directly threatening the stable operation of
power system.

Availability violations manifest as service interruptions
and link failures. Regarding aggregation, interruptions in ter-
minal data collection channels or edge gateways prevent the
VPP from acquiring real-time resource status, leading to a
loss of control over massive aggregated resources. Regarding
interaction, outages in market trading platforms or cross-enti-
ty communication links prevent the VPP from completing
bidding declarations and information exchanges, disabling its
core market participation functions. Regarding regulation,
the paralysis of dispatch command channels or terminal con-
trol systems renders the VPP unresponsive to grid dispatch
commands, detrimentally impacting the supply-demand bal-
ance and overall security of power system.

Based on the comprehensive synthesis of the intrinsic attri-
butes of VPP (i.e., AIR) and the systematic analysis of how
violations of the CIA principles impair these functionalities,
Fig. 2 illustrates the interaction relationship between the in-
trinsic attributes of VPPs and the three principles of cyberse-
curity. This mapping serves as a solid theoretical foundation
to help visualize how specific cyber threats propagate across
different operational domains and to identify corresponding
defense priorities.

‘ Power system operator and power exchange center

-«

%

>

I
B VS

Cybersecurity

’ Intrinsic attributes }-—»{

Public cloud Public network ~ Based on privacy Electricity Private cloud . Confidentiality:
gateway requirement dedicated gateway Regulation: accurately privacy protection
‘ At , . responding to : .
q q requirements in
dispatching demands . .
terminal devices
—_— j/ -
Local Edge decision Remote Secure Intelligence
communication center communication ~communication gateway
gateway J
ﬁ Interaction: Integrity:
‘ L interaction from the integrity of data
‘ VPP aggregation platform I perspective of in network

|

supply-demand balance communication links

Aggregation: Auvailability:

| Distributed energy resources

Fig. 2.

| = aggregating transmission and
heterogeneous execution of
DERs control signals

Schematic diagram of interaction relationship between intrinsic attributes of VPPs and three principles of cybersecurity.



1158

III. RISK ANALYSIS OF POTENTIAL CYBERATTACKS AGAINST
VPPS AND THEIR IMPACT ANALYSIS

A. Potential Cyberattacks in VPPs

In practice, existing cyberattacks are numerous, complex,
and constantly evolving. According to statistics from the
Common Attack Pattern Enumeration and Classification data-
base maintained by the U.S. Department of Homeland Secu-
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rity, the number of derived cyberattack patterns globally has
exceeded 2000. Therefore, it is nearly impossible to conduct
a detailed analysis of all current cyberattack methods. To ad-
dress this challenge, this paper categorizes potential cyberat-
tacks in VPPs based on the cybersecurity requirements of
the CIA triad between the interaction of VPP and power sys-
tem. This subsection first categorizes existing cyberattacks
into four main types: data theft, data tampering, service at-
tacks, and unauthorized access, as detailed in Table II.

TABLE I
CATEGORIES OF EXISTING CYBERATTACKS

Category Specific technique CIA Typical target Primary data type involved  Reference
Data Traffic sniffing C Unencrypted network communication links Directly acquired [34], [35]
theft Side-channel attack C Network communication links, terminal devices Directly acquired [34], [35]

False data injection I SCADA systems, EMS state estimation modules Directly acquired, dispatching [35]
Demand manipulation I Power trading systems, VPP aggregator platforms Trading, management [36]
Data Time synchronization I Network time pro;o;g;/%ﬁzissi:rr:/:rrsne protocol (NTP/ Dispatching [37]
tatir;pger— Replay attack I Control commands for terminal devices Dispatching [38]
Structuregl query language (SQL) I Backend databases Trading, management [39]
injection attack
Malicious routing attack C, 1 Routing devices in the communication network Dispatching [40]
Distributed denial of service (DDoS) A Edge decision centers, communication links Dispatching (41]

Service Delay attack A Time-sensitive control systems or protocols Dispatching

attack Black hole attack A Routing devices in the communication network Dispatching [42]
Primary-backup conflict A Edge computing gateways, servers on cloud platform Dispatching [43]
Malware C LA EMS platforms, VPP management platforms All [39]

th%?iii;l Phishing emails C, I, A Operation and maintenance laptops, email of employee All [44]

access Insider threat C, I, A Operation and maintenance laptops, system backends All [45]
Password cracking C, LA EMS platforms, VPP aggregation platforms All [46]

Data theft attacks primarily target the confidentiality as-
pect of the CIA triad, with the core objective of obtaining
private data from demand-side users or the power system.
Among common data theft methods, traffic sniffing targets
unencrypted network communication links to directly inter-
cept data. In contrast, side-channel attacks focus on encrypt-
ed channels or terminal devices, inferring private or encrypt-
ed data from indirect information such as the power con-
sumption or processing time of the device, thereby enabling
the deduction of sensitive information such as scheduling
plans. Regarding these methods, [34] has verified the vulner-
ability of secure communication in smart grids to non-inva-
sive side-channel attacks, even when protected by the ad-
vanced encryption standard. Specifically, it demonstrates that
correlation electromagnetic analysis can successfully extract
encryption keys from smart meters by analyzing leaked elec-
tromagnetic emanation during execution. This enables the un-
authorized deduction of granular power consumption re-
cords, thereby exposing sensitive user behavioral patterns
and operational data. Once a data theft attack succeeds, it
not only violates user’s data privacy (compromising confi-
dentiality), but also exposes the operational strategies of
VPPs and resource configurations, providing precise intelli-
gence for subsequent and more destructive attacks.

Data tampering attacks primarily target the integrity as-

pect of the CIA triad. Their core objective is to alter critical
data at any stage of the interaction of VPP with the power
system (such as data acquisition, dispatching, or trading) to
influence the quantity-price bidding curves of VPP aggrega-
tor or resource dispatching decisions. Among these attacks,
the false data injection attack leverages the configuration in-
formation of the power system to inject forged measurement
data into SCADA or VPP aggregation systems [35]. By con-
structing attack vectors that bypass traditional bad data detec-
tion mechanisms, the false data injection attack misleads the
VPP aggregator into formulating dispatching or market strat-
egies based on an incorrect estimation of system states. The
demand manipulation attack [36] mainly alters the basic mar-
ket trading information released by the trading platform
from one day ahead, causing the VPP aggregator and other
market entities to receive false price signals and disrupting
market supply-demand balance by faking high electricity de-
mand. The time synchronization attack [37] disrupts the high-
precision time consistency of NTP/PTP protocols by inject-
ing delays or forged synchronization messages, causing time
discrepancies among devices on the network. This weakens
the ability of VPP to perform services requiring rapid re-
sponses such as frequency regulation. The replay attack [38]
intercepts and repeatedly retransmits resource control com-
mands to interfere with the system execution state, thereby
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causing disorder in the operational status of internal resourc-
es within the VPP. SQL injection attack, which exploits vul-
nerabilities in the management systems of VPP aggregators,
allows attackers to maliciously alter core parameters and his-
torical records stored in databases. By tampering with opera-
tional data such as transaction volumes and prices, these at-
tacks directly compromise the integrity of inputs for bidding
models, thereby distorting the formulated quantity-price
curves formulated for future market participation [39]. Al-
though the specific methods of these attacks vary, they all
aim to compromise the data integrity, posing a significant
threat to the validity of the decision-making of VPP and the
operational security of power system.

Service attacks primarily threaten the availability aspect of
the CIA triad. Their harm is mainly manifested by disrupting
communication links, routing equipment, or server opera-
tions [40]. If successful, such attacks can paralyze the key
network nodes or system platforms, preventing the VPP
from providing required flexible regulation services in re-
sponse to dispatching commands from power system opera-
tor. The most typical examples are traffic-based attacks
aimed at exhausting network, computational resources, or
communication bandwidth. These include DDoS attacks and
various types of delay attacks, which inject a large volume
of invalid access requests or artificially create network laten-
cy. This overloads bandwidth, central processing unit, or
memory, thereby paralyzing communication links, edge com-
puting gateways, and the aggregation platform. For commu-
nication protocols such as MQTT used in Internet of Things
(IoT) architectures of VPP, [41] demonstrates that latency at-
tacks can severely disrupt time-critical response services. By
maliciously delaying the transmission of control data, such
attacks cause distributed energy resources to exceed the sec-
ond-level response windows required for frequency regula-
tion, potentially leading to frequency oscillations or system
destabilization. This category also includes attacks targeting
network routing equipment and redundancy mechanisms. For
instance, the black hole attack can forge routing updates to
mislead devices like edge switches into directing data traffic
to an unreachable “black hole” address [42].

The primary-backup conflict attack targets the redundancy
mechanisms in high-reliability architectures. By faking pri-
mary device failure or manipulating status feedback, an at-
tacker can bypass fault-tolerant configurations such as those
employing redundant programmable logic controllers (PLCs)
to trigger a premature failover. This creates a “split-brain”
condition where conflicting commands are issued simultane-
ously, potentially driving the system into unsafe operating re-
gions and leading to severe equipment failure [43]. The con-
cept behind unauthorized access attacks differs from the pre-
vious three categories, which primarily target confidentiality,
integrity, or availability individually. The main principle of
this category is to directly steal credentials, either through
password cracking (e.g., brute force attacks or implanting
trojans to exploit system vulnerabilities) or social engineer-
ing (e.g., obtaining platform passwords directly from internal
staff or using phishing to acquire low-level credentials). The
primary targets are various application platforms or systems,
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and a successful attack can severely impact the CIA simulta-
neously. Reference [39] analyzes malware-induced cyberat-
tacks within cyber-physical power system, demonstrating
that infections can propagate silently during an incubation
period before launching coordinated strikes. Taking the plat-
form of the VPP aggregator as a target, once malware gains
control authority over terminal nodes, attackers can mali-
ciously trip power generation units or disrupt regulation pro-
cesses. This directly compromises system integrity and avail-
ability, potentially leading to a significant loss of load and
system paralysis [44]. An attacker could directly alter control
strategies (compromising integrity), encrypt core data for ran-
som, or even issue a flood of incorrect control commands at
a critical moment when the power system needs flexible reg-
ulation. Such threats are analogous to the “command error”
contingencies in other cyber-physical systems, leading to sys-
tem paralysis and endangering system security (compromis-
ing availability). Reference [45] indicates that social engi-
neering allows attackers to bypass sophisticated technical de-
fenses by exploiting human vulnerabilities. Through phishing
emails that impersonate information technology (IT) support
staff, attackers can deceive operations personnel into reveal-
ing login credentials. Once successful, they gain legitimate
access to the backend management systems of VPP, posing a
critical threat to the integrity and confidentiality of operation-
al data and user’s data.

B. Propagation of Cyberattacks and Potential Risk Analysis

A brief overview of the principles behind various cyberat-
tacks is provided in Section III-A. In real-world scenarios, at-
tackers typically do not employ a single attack method. In-
stead, they often start by exploiting a vulnerable node and
then combine multiple attack methods to progressively ex-
pand the attack surface. Existing research has shown that cy-
berattacks targeting new entities such as VPPs are not static
events isolated to a single node. Rather, they are complex
processes that can dynamically propagate between the cyber
information domain and the physical device domain. The im-
pact of a cyberattack can also be amplified throughout the
system in the form of cascading failures [46], [47].

This subsection aims to deconstruct the typical propaga-
tion paths of different cyberattacks within the four-layer
functional hierarchy (cloud-tube-edge-terminal) to further an-
alyze the real-world threats they may pose. Building upon
the cybersecurity requirements identified for the operational
workflows and communication architectures of VPP in the
interactions with power system, this subsection adopts the
four-layer functional hierarchy defined in Section II-C as a
unified structure for analyzing cyber-risk propagation paths.

First, given that the distributed energy resources aggregat-
ed by VPPs are massive in scale, geographically dispersed,
and characterized by highly heterogeneous communication
protocols, conventional centralized cloud-based dispatching
paradigms often encounter significant computational over-
head and communication latency bottlenecks when managing
highly time-sensitive services such as second-scale frequen-
cy response. By introducing an edge layer, the system can
achieve localized data processing and protocol normalization
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for heterogeneous resources. This hierarchical edge-decision
structure and its associated technologies allow complex regu-
lation logic to be decentralized to the resource proximity,
thereby ensuring real-time operational performance while si-
multaneously facilitating data privacy protection [48]. Fur-
thermore, research has consistently employed similar four-
layer functional hierarchy to address the interactions of
multi-energy flows and distributed control challenges involv-
ing heterogeneous resources (e.g., in integrated energy sys-
tems or microgrid clusters), demonstrating the representative-
ness and generalizability of this hierarchy in supporting vari-
ous operational modes of interaction between distributed en-
ergy systems and the power system [49].

Second, the four-layer functional hierarchy effectively
maps the cross-domain penetration process arising from the
deep coupling of the information and physical layers of the
power system. This hierarchy organically dissociates the net-
work communication media (tube) of VPP from its local reg-
ulation loops (edge or terminal), providing a coherent analyt-
ical structure for deconstructing the evolution of attack vec-
tors across different cybersecurity zones. Based on this, it is
possible to illustrate how attackers exploit communication
vulnerabilities between edge nodes and the core control lay-
er to achieve vertical privilege escalation from the digital
space to the physical execution layer or horizontal cross-
zone penetration. This further reveals the underlying mecha-
nisms by which malicious command tampering induces cas-
cading failures in the power system [50]. Building on the
analysis of the communication architecture and cybersecurity
requirements of VPPs, the propagation paths of cyberattacks
can be analyzed using a three-layer framework: the physical
layer, the network layer, and the platform layer. The physical
layer consists of the tangible application systems including
distributed energy resources, lines, and controllable loads.
The network layer comprises the communication networks
and channels that support data transmission between differ-
ent terminal devices, edge decision centers, and systems.
The platform layer includes the application platforms and
systems that perform functions such as resource monitoring,
load forecasting, dispatch decision-making, and optimization
control [51], [52]. The propagation of cyberattacks primarily
manifests as horizontal penetration between these layers and
vertical escalation across them.

The typical propagation paths of cyberattacks can be
broadly categorized into three types.

Firstly, top-down platform penetration is a common path
where attackers target application-layer platforms or corpo-
rate IT networks exposed to the public internet. After gain-
ing access through methods like spear-phishing, the attacker
can hijack the legitimate control channels of the platform to
send malicious commands down to terminal devices at the
physical layer, potentially causing large-scale power outages
or physical equipment damage [53].

Secondly, in contrast, bottom-up terminal intrusion consti-
tutes another typical path. Here, attackers select massive and
less-protected physical devices (e.g., smart meters and PV in-
verters) as entry points. By compromising multiple local de-
vices through methods such as man-in-the-middle (MITM)

JOURNAL OF MODERN POWER SYSTEMS AND CLEAN ENERGY, VOL. 14, NO. 4, July 2026

attacks or false data injection, they use these compromised
devices as a springboard to upload deceptive information to
the application layer. This misleads the system into making
incorrect overall decisions, achieving the final attack objec-
tive through the cumulative impact of compromises across
massive distributed devices [54].

Lastly, the most destructive propagation path involves ex-
ploiting the cyber-physical coupling between the network
and physical layers to trigger cascading failures [55]. In this
case, the attacker first launches an attack such as a DDoS or
channel congestion attack at the network layer. This prevents
the platform layer from receiving timely status information
from critical lines at the physical layer. Alternatively, the at-
tacker could infiltrate the higher network layers, specifically
the wide-area network hosting SCADA and EMS, to alter
control data or disable communication links. This disrupts
the feedback loop between the edge and the cloud, rendering
the platform-level systems incapable of monitoring or operat-
ing critical facilities, thereby creating an uncontrollable state
within the physical layer [56]. If a power line is already op-
erating under high load at this time, this loss of control
could lead to line overloads. This initial physical fault would
then cause a redistribution of power flow in the system,
stressing other normal lines and triggering wider-scale physi-
cal overloads. This creates a vicious cycle where a network-
layer failure leads to a physical-layer collapse that continu-
ously self-amplifies [57]. Taking the cybersecurity zones stip-
ulated under China’s secondary cybersecurity protection
codes within the four-layer functional hierarchy as an exam-
ple, Fig. 3 illustrates these typical propagation paths of cy-
berattacks.

To systematically address these vulnerabilities, research
has emphasized the necessity of establishing comprehensive
cybersecurity frameworks for VPPs. Such frameworks are de-
signed to safeguard the entire data interaction chain by prior-
itizing four critical cybersecurity objectives: information
availability, operational reliability, protection against improp-
er data alteration (integrity), and the maintenance of proprie-
tary data confidentiality within IoT and cloud-based architec-
tures [58]. References [59] and [60] evaluate cyberattacks
across two dimensions: the technical complexity within the
cloud-edge-terminal collaborative network and the resulting
reliability impacts on the power system. Specifically, the het-
erogeneous nature of terminal devices and the dynamic envi-
ronment of edge nodes significantly increase the difficulty of
cross-layer execution, while the comprehensive impact on
system stability can be quantified by modeling successful cy-
ber penetrations as unexpected equipment outages. Through
an analysis of these findings, it is evident that attack difficul-
ty depends on the cybersecurity architecture of the target
and the domain expertise of the attacker. For example, while
SQL injection on public web platforms relies on relatively
mature tools, achieving coordinated control over massive ter-
minal devices through false data injection remains highly
challenging. Such attacks require the adversary to possess ad-
equate knowledge of power system operation and protection
mechanisms to successfully manipulate state estimation and
evade detection [61].
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Additionally, the severity of the damage caused by the cy-
berattack needs to be evaluated by comprehensively consider-
ing impacts across different dimensions and aligning with
the business processes of VPPs. First, regarding physical se-
curity impacts, the ultimate goal of an attack is to disrupt
the secure and stable operation of the power system. For ex-
ample, by exploiting the widespread vulnerabilities in termi-
nal devices, an attacker can orchestrate massive loT-based
botnets to launch coordinated strikes. Within a VPP, such
botnets can be utilized to execute a “simultaneous load injec-

(©

Typical propagation paths of cyberattacks. (a) Top-down platform penetration. (b) Bottom-up terminal intrusion. (¢) Cyber-physical coupling.

tion” (a sudden and large-scale increase in demand) or a “si-
multaneous load withdrawal”, creating artificial power fluctu-
ations that trigger line overloads or frequency instability in
the power system [62]. These artificially created large-scale
power fluctuations can cause line overloads or voltage limit
violations in the distribution network. In more severe cases,
such cyberattacks can jeopardize the frequency stability of
the power system, potentially triggering widespread black-
outs. The severity of such damage can be precisely quanti-
fied using metrics such as load not served and system insta-
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bility [63]. Second, in terms of economic consequences, an
attacker can directly tamper with critical data such as bid-
ding prices and settlement figures. Such non-control-data at-
tacks are realistic threats that can corrupt decision and con-
figuration data to achieve severe cybersecurity compromises
without hijacking the control flow of the program. This not
only inflicts direct financial losses on the VPP aggregator
but may also lead to legal disputes due to the integrity viola-
tion of critical settlement data [64]. Finally, concerning so-
cial implications, the leakage of basic energy consumption
data enables attackers to employ statistical models (e.g., ma-
chine learning) to infer sensitive private information, such as
the daily routines of residential users or the production
schedules of commercial enterprises. This erodes user trust
in the VPP aggregator. In the event of a large-scale privacy
data breach, it could even impede the commercial deploy-
ment and long-term growth of VPPs.

IV. KEY CYBERSECURITY DEFENSE TECHNOLOGIES FOR
VPPs

Building upon the preceding analysis, this section focuses
on the application boundaries of key cybersecurity defense
technologies across various scenarios and provides an in-
depth discussion on how the intrinsic attributes of VPPs dic-
tate specific cybersecurity requirements. As previously not-
ed, while each intrinsic attribute of AIR is intertwined with
CIA threats, the primary cybersecurity demands for these at-
tributes vary in the context of interaction of VPP with power
system and evolving trends of defense. The specific analysis
is as follows.

1) Aggregation: privacy protection and computational effi-
ciency are the core requirements. Aggregation occurs at the
forefront of the data chain, where the primary task is pro-
cessing sensitive information from massive heterogeneous
terminal devices. Given that real-time requirements are rela-
tively flexible at this stage (typically on a daily basis, occur-
ring before the actual operating day), the fundamental chal-
lenge for establishing a foundation of trust lies in utilizing
robust data protection and cryptographic technologies to pre-
vent unauthorized data access. Consequently, this section pri-
oritizes the applicability of confidentiality-enhancing technol-
ogies such as anonymization, encryption, and foundational
privacy-preserving computations in the aggregation phase.

2) Interaction: multi-party trust and communication link
optimization are the core requirements. During market clear-
ing and dispatch coordination, VPPs involve complex inter-
est-based interactions among multiple stakeholders. The au-
thenticity and integrity of data directly dictate the fairness of
electricity trading and the scientific validity of dispatching
decisions. The interaction phase focuses on utilizing key cy-
bersecurity defense technologies such as blockchain to estab-
lish mutual-trust interaction chains among market partici-
pants, while simultaneously mitigating communication laten-
cy or signal loss resulting from limited bandwidth.

3) Regulation: real-time response and lightweight algo-
rithms are the core requirements. In regulation phase at sec-
ond or millisecond scales, any delay in command execution
introduced by complex defensive logic or cybersecurity
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methods will directly impair the performance of VPP regula-
tion, potentially triggering instability of the physical system.
Therefore, defense at this stage must prioritize the control
stability of the physical system, which restricts the imple-
mentation to lightweight cybersecurity mechanisms character-
ized by low latency. Adopting this business-priority-driven
analytical logic allows for a clearer definition of the defen-
sive boundaries for various cybersecurity defense technolo-
gies across the complex operational chain of VPP, while en-
abling the evaluation of their respective strengths, weakness-
es, and application scenarios.

A. Typical Technologies and Application Scenarios

VPPs are facing numerous cybersecurity vulnerabilities
and privacy leakage risks. A successful attack can severely
impact the secure and stable operation of the power system.
To ensure that VPPs can provide effective flexible regulation
services to the power system, it is essential not only to en-
hance the cybersecurity of terminal devices and platforms
[65], but also to carefully consider the data interaction meth-
ods across different communication links and deploy key cy-
bersecurity defense technologies to prevent the escalation of
single-node cyberattacks into systemic risks.

The working principles of different cybersecurity defense
technologies vary slightly, but most operate by encrypting or
transforming data, or setting access permissions to prevent
attackers from directly accessing the unencrypted critical in-
formation. Among these, the most common technique is data
anonymization, which typically operates at the level of sensi-
tive fields. This includes methods such as replacing user-
names with symbols, generalizing detailed addresses to
broader regional areas, or adjusting data precision through
differential privacy, thereby mitigating individual re-identifi-
cation risks while keeping the underlying data structure in-
tact [66]. Reference [67] validates this by introducing k-
means clustering and an extreme gradient boosting based an-
onymization algorithm into a power data sharing scenario,
and the results show that the anonymization algorithm effec-
tively reduces data identifiability. However, data encrypted
solely through field-level processing can still be re-identified
when correlated with multi-source data. Therefore, some re-
searchers have introduced masking algorithms, which use lin-
ear mapping or random perturbation to obscure individual in-
formation while preserving the overall statistical properties.
Reference [68] proposes a masking algorithm based on lin-
ear mapping, and tests it in the day-ahead optimal dispatch-
ing of VPPs. The results show that the masked dispatching
plan is unrecognizable in the cloud platform, but it is nearly
identical to the original plan after de-masking, with a rela-
tive error of less than 107, demonstrating the advantage of
masking in balancing privacy and usability. Additionally,
considering that locally encrypted data still face interception
risks during cross-domain transmission, some researchers
have applied a zero-sum noise algorithm to the transmission
link. Its principle is to add noise to individual data points,
ensuring that no valuable information can be obtained even
if the data are intercepted. Reference [69] validates the zero-
sum noise strategy in an economic dispatching scenario for
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distributed energy resources, which only requires injecting
noise during the initial iterations, and after that, it converges
conventionally. The results prove its ability to defend against
external eavesdropping and internal collusion inference at-
tacks while maintaining the convergence performance. Over-
all, data anonymization technologies primarily focus on the
data collection and transmission, serving as front-end protec-
tion in the end-to-end link of VPP.

Data anonymization and masking technologies serve as
the primary defense technologies for VPPs to safeguard their
aggregation attributes, typically deployed within the edge
layer of the four-layer functional hierarchy. Their core logic
involves erasing, replacing, or perturbing personally identifi-
able information or sensitive labels such as precise geograph-
ic coordinates and user’s behavioral patterns, before the raw
measurement data of distributed energy resources are upload-
ed to the tube layer. This mitigates the confidentiality leak-
age risks at the edge layer. However, the practical implemen-
tation of data anonymization is more complex than simple al-
gorithmic deployment, as its effectiveness is often dictated
by the multifaceted constraints of privacy security, data utili-
ty, and computational overhead [70]. Prioritizing the strength
of data confidentiality in isolation inevitably compromises
the statistical characteristics of raw load data. This results in
a significant decline in data utility, providing aggregators
with load information that is too coarse to support the fine-
grained dispatching decisions on minute-to-second timescale.

In practice, VPPs face significant re-identification risks
within big data environments. Even with preliminary anony-
mization, attackers may still infer the actual power consump-
tion patterns of a user by correlating anonymized data with
external and multi-source background knowledge such as
public power system topologies or meteorological data. Con-
sequently, practical deployments should move beyond reli-
ance on single anonymization algorithms. Instead, metrics
such as global certainty penalty or information loss must be
introduced to dynamically and quantitatively evaluate the an-
onymization schemes. This ensures that resource-constrained
edge terminals can achieve low-latency data processing
while maintaining re-identification risks within acceptable
safety thresholds.

During the trading, settlement, and data storage processes
of a VPP, the data often need to be used in computations
without being exposed in plaintext, making simple data de-
identification methods insufficient for meeting the cybersecu-
rity requirements. To address this, cryptographic primitives
provide mechanisms for computation and verification on en-
crypted data. Unlike data anonymization, which converts
original data into false and non-sensitive data, data encryp-
tion works by converting original data into unreadable ci-
phertext. HE is a classic example of this technology. It al-
lows mathematical operations to be performed directly on ci-
phertext, enabling data manipulation and computation with-
out decryption while preserving the CIA triad. In the context
of VPPs, this supports privacy protection in distributed con-
trol and optimization tasks such as energy management and
settlement, without exposing the original sensitive plaintext
to the cloud or other participating entities [71]. Reference
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[72] combines the blockchain technology with HE to protect
privacy in settling the electricity trading of VPP, and the re-
sults show that it could achieve a transparent revenue distri-
bution mechanism with decryption results perfectly matching
the plaintext. Reference [73] also uses HE in bid quantity
protection, validating its efficiency and cybersecurity in
large-scale node environments. However, even if data can be
securely computed, if the encrypted information is stored
centrally, it remains vulnerable to more advanced cyberat-
tacks. Consequently, some researchers have proposed secret
sharing schemes, often integrated with blockchain consensus
protocols such as Raft to decentralize the data aggregation
process. By leveraging the additive homomorphic property
of secret sharing, sensitive data can be split into multiple
shares for distributed processing without relying on a trusted
central authority. The original data can only be recovered
when a specific threshold of shares is met, thereby enhanc-
ing the cybersecurity during storage and trading [74]. Refer-
ence [75] uses Shamir’s secret sharing scheme in the optimi-
zation of internal transaction decision of a VPP, demonstrat-
ing its effectiveness in preventing information tampering and
protecting the privacy of VPP aggregator. Furthermore, even
if the data are securely stored and computed, the communica-
tion process must be protected against forgery and tamper-
ing. Therefore, some researchers have introduced digital sig-
nature technology into VPP business processes. It relies on
elliptic curve cryptography (ECC) to achieve message au-
thentication and non-repudiation, ensuring the authenticity
and trustworthiness of transmitted content [76]. Reference
[77] reviews the applicability of encryption technologies
such as Rivest-Shamir-Adleman algorithm and ECC in VPP
trading. It is concluded that ECC offers a better balance of
performance and cybersecurity, making it suitable for the re-
al-time trading and data authentication of VPPs.
Cryptographic methods serve as the core pillar for secur-
ing the VPP aggregation and interaction processes, primarily
applied to data transmission in the tube layer and privacy
processing in the edge and cloud layers. They aim to ensure
that control commands remain tamper-proof during transit
across unsecured networks while simultaneously safeguard-
ing the confidentiality of sensitive power consumption data
during aggregation. Taking HE, the most widely utilized
technique in this category as an example, a critical trade-off
between operational logic compatibility and computational
depth constraints exists during its application in VPPs. On
one hand, while HE allows logical operations directly on ci-
phertext, mainstream VPP dispatching prediction algorithms
such as artificial neural networks rely on non-linear activa-
tion functions, which conflict with the algebraic characteris-
tics of HE that support only polynomial addition and multi-
plication. On the other hand, the bootstrapping operation in
HE, used to refresh ciphertext noise and support infinite-
depth calculations, suffers from inherent flaws such as ex-
treme computational overhead and high latency, making it
entirely incompatible with the high-frequency dispatching in-
teraction requirements of VPPs. Consequently, semi-HE
schemes without bootstrapping are predominantly adopted in
engineering practice. However, these methods are limited by
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fixed multiplicative depths, which constrains the implementa-
tion of complex and multi-round iterative optimization algo-
rithms for VPPs.

In practice, the computational depth constraints of HE dic-
tate that VPPs must achieve a balance between operational
and cryptographic requirements through algorithmic recon-
struction. Empirical research in [78] demonstrates that by re-
placing traditional deep learning models with the Ivakhnen-
ko group method of data handling (GMDH) based on qua-
dratic polynomials, ciphertext load forecasting can be
achieved without exposing the privacy of individual house-
hold. In terms of performance, for a micro-VPP consisting
of 10 households, parallelized ciphertext prediction takes ap-
proximately 4 s, whereas sequential processing requires near-
ly 30 s. Latency of this magnitude indicates that HE is cur-
rently only viable for engineering applications in market trad-
ing and day-ahead scheduling, where the response time is
measured in minutes. To support real-time regulation tasks
(e.g., secondary frequency regulation) that demand millisec-
ond-level responses, significant breakthroughs in hardware
acceleration or algorithmic lightweighting remain necessary.

As the scale of distributed energy resources grows and
market trading mechanisms evolve, VPPs can aggregate a
wider range of heterogeneous resources and respond to the
differentiated control requirements of transmission and distri-
bution systems. However, this expansion imposes stringent
demands on the computational efficiency and accuracy of
the AIR models. Researchers have found that encrypting da-
ta and decrypting them before computation can affect the
computational efficiency and accuracy to some extent, mak-
ing it difficult to support complex tasks with high timeliness
requirements. To address this practical need, privacy-preserv-
ing computation enables joint training and decision-making
without exposing raw data, providing a privacy foundation
for cross-domain collaboration and complex optimization in
VPPs. Among these technologies, federated learning (FL) is
well-suited to the business of VPPs. It allows edge decision-
making entities to complete model training locally and only
upload the trained parameters for global aggregation. This
enables the sharing of modeling results while avoiding the
centralized exposure of raw data. Reference [79] uses an FL
framework for VPP load forecasting and achieves joint mod-
eling of multi-regional VPPs, which can improve the predic-
tion accuracy while ensuring privacy. Reference [80] intro-
duces FL into the optimization of community renewable en-
ergy consumption, verifying its feasibility and privacy advan-
tages in cross-domain optimization. However, in large-scale
computations involving transaction settlement and resource
dispatching optimization, the transmission of numerous inter-
mediate calculation parameters still poses a cybersecurity
risk of being cracked by cyberattacks. Therefore, multi-party
computation (MPC) has been introduced, allowing partici-
pants to jointly compute the result of a target function with-
out revealing their individual inputs and outputs. Reference
[81] proposes a privacy-preserving hierarchical game model
based on MPC, proving its effectiveness in market game sce-
narios. Reference [82] applies the applications of MPC to
privacy-preserving power flow analysis, enabling the secure
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evaluation of power system operating conditions among dis-
tributed prosumers. Additionally, differential privacy injects
noise into data or model updates to weaken the inference ca-
pabilities of an attacker, further reducing the risk that an at-
tacker can infer individual user data from model update in-
formation. Reference [83] uses a differential privacy mecha-
nism to perturb VPP dispatching data, and the results show a
significant enhancement in data protection with controllable
error levels. Finally, when the cybersecurity of the operating
environment itself is in doubt, a trusted execution environ-
ment can be established to provide hardware-level isolation
and protection, ensuring the integrity and trustworthiness of
code and data during execution [84].

Privacy-preserving computation technologies such as FL
and MPC are central to achieving collaborative optimization
of large-scale heterogeneous resources in VPPs, primarily op-
erating at the interaction interface between the edge and
cloud layers. These technologies are designed to safeguard
the confidentiality of the VPP aggregation and interaction at-
tributes, enabling participants to jointly train the dispatching
prediction models without exposing raw power consumption
data. The primary challenge in VPP applications of these
technologies lies in the conflict between privacy protection
gain and communication resource consumption. Although FL
avoids direct leakage of raw data, its model training process
involves high-frequency and bidirectional exchange of pa-
rameter gradients between massive heterogeneous terminals
and central servers. When a VPP aggregates massive residen-
tial-side devices, this communication bottleneck can lead to
severe congestion in the communication links of the tube lay-
er. Furthermore, the non-independent and identically distrib-
uted (Non-IID) characteristics of VPP terminal data, where
power consumption habits vary significantly among users,
can lead to slow convergence in traditional FL models and
even trigger instability in the outputs of aggregation algo-
rithm.

To address these issues, a selective update mechanism
must be introduced in practical engineering applications of
privacy-preserving technologies to optimize the communica-
tion overhead. For instance, [85] demonstrates that adopting
a cluster-analysis-based FL (CA-FL) architecture can signifi-
cantly enhance system efficiency when dealing with the
heavy communication loads generated by edge nodes. The
underlying logic is to identify and upload only representative
local model updates rather than the full gradients from all
nodes. Experimental results indicate that this improved clus-
ter-analysis-based FL architecture effectively reduces net-
work bandwidth occupancy while maintaining model accura-
cy, demonstrating greater robustness than traditional FL
when processing Non-IID data such as the heterogeneous
load characteristics. This implies that in VPP environments
with limited tube-layer bandwidth or high sensitivity to com-
munication costs, this selective transmission-based privacy-
preserving computation paradigm offers higher practical val-
ue for engineering deployment.

In addition to the three categories of data anonymization,
cryptographic methods, and privacy-preserving computation,
another category of key cybersecurity defense technologies
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focuses on data usage permissions, specifically implemented
through access control and key distribution. Here, the securi-
ty of data usage is emphasized. Its core logic is to progres-
sively refine access boundaries on top of data encryption, ef-
fectively solving the permission allocation problems in cross-
domain sharing and multi-party collaboration. A typical ap-
plication is attribute-based encryption, which establishes a
cryptographic mapping between user attributes and access
policies, permitting decryption only by users whose attri-
butes satisfy the specified policy criteria. This achieves dif-
ferentiated allocation of data permissions during data sharing
[86]. Reference [87] proposes a method combining distribut-
ed attribute-based encryption and attribute-hiding zero-knowl-
edge proof, validating its efficiency in multi-scenario data
sharing of VPP (e.g., transactions and queries). The results
show that the proposed method achieves data indistinguish-
ability and tamper-proofing while maintaining low computa-
tional costs and system overhead even at high request fre-
quencies. Furthermore, by establishing access control or iden-
tity authentication mechanisms based on role, attribute, and
certificate systems, permissions of user’s behavior can be re-
stricted more granularly. The introduction of multi-factor au-
thentication also reduces the risk of unauthorized access due
to identity forgery [88]. Reference [89] proposes a compre-
hensive cybersecurity defense system that combines block-
chain, privacy-preserving computation, and identity authenti-
cation throughout the entire process of VPP trading. The re-
sults show that this system effectively addresses issues such
as heavy identity authentication burdens and unauthorized ac-
cess, and has been validated in several domestic and interna-
tional demonstration projects such as the Brooklyn Microgrid
Project in the USA and the Large-scale Flexible Resource VPP
Trusted Trading Demonstration Project in China. Meanwhile,
[90] validates a zero-trust architecture in a VPP. By adopting
the principle of least privilege, continuous trust monitoring,
and micro-segmentation, this architecture achieves strict con-
trol over device and user’s access. The results indicate that
this architecture can effectively defend against internal at-
tacks and unauthorized access risks, providing a system-lev-
el complement to multi-factor authentication logic.

Secure communication and access control serve as the
physical boundaries of the VPP defense system, primarily de-
ployed at the tube and terminal layers. Their core task is to
safeguard the availability and authenticity of regulation com-
mands, ensuring that only authorized aggregation platforms
can issue physical action instructions to underlying heteroge-
neous resources.

Currently, VPPs face a critical conflict between authentica-
tion depth and regulation delay in real-time control environ-
ments. Traditional identity authentication protocols are pre-
dominantly based on “one-to-one” handshake mechanisms.
When an aggregator requires millisecond-level frequency reg-
ulation for massive regional distributed energy resources, the
cumulative delay from establishing individual secure ses-
sions can lead to command failure or even trigger instability
in the physical power system. Furthermore, many underlying
terminal devices such as low-end sensors possess extremely
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limited computational capacity, making them unable to sup-
port the memory occupancy required by heavy asymmetric
encryption algorithms. To resolve these issues, the introduc-
tion of one-to-many authentication and lightweight crypto-
graphic primitives is essential. Referring to the framework
proposed in [91], utilizing Hash functions and authenticated
encryption primitives can significantly reduce the computa-
tional overhead when addressing the challenges of concur-
rent access from massive terminals in [oT environments. Em-
pirical results demonstrate that this one-to-many mechanism
allows aggregators to establish secure keys with multiple ter-
minals simultaneously in a single session, drastically com-
pressing the communication round-trip time (RTT). This
lightweight concurrent authentication provides a feasible en-
gineering path for VPPs to balance identity verification
strength with real-time response speed in resource-con-
strained edge environments, ensuring that regulation com-
mands arrive at physical actuators on time under verified cy-
bersecurity.

Cross-domain transactions and multi-party collaboration in
VPPs involve a large number of participants and often lack
a unified central authority. It is insufficient to rely solely on
encryption and access control for resolving the fundamental
problem of mutual distrust among these parties. To address
this challenge, in addition to the aforementioned methods,
blockchain and smart contract technologies have been in-
creasingly adopted to establish a robust trust mechanism in
trading processes involving multiple market entities includ-
ing VPPs. The essence of blockchain technology is to estab-
lish data trustworthiness through a decentralized ledger, con-
sensus mechanisms, and tamper-proof features, providing
guarantees of immutable and traceable data storage and trans-
actions. Reference [92] introduces a blockchain architecture
into a market-based trading platform for VPPs and verifies
its effectiveness in preventing transaction data tampering and
ensuring settlement transparency. While blockchain technolo-
gy can be applied across the entire data lifecycle, automating
the execution of VPP market transactions in a multi-party
game environment requires reliance on smart contracts. A
smart contract represents a self-executing protocol stored on
the blockchain that is automatically triggered when preset
conditions are met, thereby minimizing human intervention
and susceptibility to manipulation. Reference [93] builds a
smart contract based on Hyperledger Fabric to automate the
execution of VPP economic dispatch and secure transactions.
Similarly, [94] proposes a VPP dispatching model based on
smart contracts that achieves automatic rule triggering and
settlement, with experiments demonstrating its capability to
enhance the operational efficiency and transaction fairness in
a multi-party game environment.

Blockchain and smart contract technologies provide a de-
centralized trust foundation for VPPs, primarily deployed at
the interaction interface between the cloud and tube layers.
Their core value lies in safeguarding data integrity and non-
repudiation within the interaction attribute, particularly dur-
ing the economic settlement phase of double-auction markets
involving distributed energy resources. However, VPP opera-
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tions involve high-frequency cross-entity interactions among
massive heterogeneous distributed energy resources, whereas
the redundant consensus mechanisms of traditional block-
chain significantly increase the interaction latency. This ren-
ders them incompatible with the real-time requirements for
interaction between VPPs and the power system, e.g., sec-
ondary frequency regulation. Furthermore, the transparency
of blockchain ledgers poses a significant challenge in elec-
tricity market scenarios: attackers may employ inference at-
tacks to analyze on-chain transaction data and reverse-engi-
neer sensitive VPP regulation strategies or commercial us-
er’s privacy.

To address the core bottlenecks of traditional blockchain
architectures, optimized structures integrating sharding con-
sensus and hybrid privacy mechanisms have emerged as a
frontier for enhancing the engineering applicability of block-
chain in various VPP scenarios. According to [95], adopting
sharding consensus strategies to select validation nodes can
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effectively overcome the throughput limitations of single
chains, significantly improving the efficiency of auctioning
and execution in bilateral trading. Meanwhile, introducing
the Rényi differential privacy algorithm into the consensus
process to anonymize sensitive data achieves flexible and
full-link privacy protection at a lower computational cost.
Empirical data indicate that this algorithm not only enhances
concurrent processing capabilities but also reduces the aver-
age power consumption during VPP operations by approxi-
mately 54.64%, which proves that through algorithmic di-
mensionality reduction and consensus partitioning, block-
chain technology can satisfy the dual requirements of cyber-
security and engineering efficiency in cross-entity VPP inter-
actions.

Based on the systematic review and analysis, a summary
of the aforementioned key cybersecurity defense technolo-
gies and their typical applications are provided in Table III.

TABLE III

MAINSTREAM KEY CYBERSECURITY DEFENSE TECHNOLOGIES AND THEIR TYPICAL APPLICATIONS

Category  Specific technique Working principle Protection stage Pros Cons Reference
Data anonymiza- Replace or generalize sensitive  Data collection =~ Low overhead and suitabili-  High re-identification [66], [67]
Data d tion fields to hide user identity and pre-upload ty for static data risk and utility loss ’
ata de- o )
identification  perturbation algo- Maslf data via lincar MAapPINg - pata collection Rigorous privacy and flexi- Trade-off between priva-
. or noise while preserving statis- . o [68]
rithm . . and pre-upload ble noise addition cy and data accuracy
tical properties
Engble d1rec§ Fnathematn;al op- Trading, Sett.le-‘ Protection of data during High computational or
HE erations (addition or multiplica- ment, and optimi- . A [71]1-[73]
. . . aggregation communication overhead
tion) on ciphertext zation stages
Crypto- Split data into fragments, and High overhead for share
. . . : Data storage and . . . AR
graphic Secret sharing original data requires a thresh- trading stages No single point of failure distribution or recon-  [74], [75]
methods old number of shares to rebuild & stag struction
o ‘ Use e_lllptlc curve cryptography Commumc_atlon Strong integrity and non-re- Complex key manage-
Digital signature to sign and verify messages and trading diation ment and heaviness for  [76], [77]
against tampering stages p edge devices
Train models locally, and only Data training Raw data remaining local ~ Vulnerability to poison-
FL upload parameter updates for ~ and computation  and reduction of transmis-  ing attacks and non-IID  [78], [79]
central aggregation stages sion data issues
Multiple parties jointly com-  Collaborative dis- . . High latency and poor
. . . Secure computation with- . .
. MPC pute a function without reveal- patching and set- out trusted third parties scaling with many par-  [80], [81]
Privacy-pre- ing private inputs tlement stages p ticipants
RS o Inject noise into data/models t Strict trade-off bet
putation  Differential priva- Joc. NOIS¢ MO QAIA/MOAC'S 10 1y sharing and  Strong mathematical priva- fict frade-oli between
prevent individual information L privacy budget and utili- [82]
cy . training stages Cy guarantees
reconstruction ty
Trusted exceution Utilize hz_irdware—based secure ‘Local computa- High-performance hard- Hardware dc_a;_)endengy
. areas to isolate code and data  tion and data pro- . . and vulnerability to side- [83]
environment . . . ware isolation
during execution cessing stages channels
Attribute-based en- Grant decrypt.lon access only' Data transmis- . ) Costly decryption and
crvption to users matching specific attri- sion and access  Fine-grained access control ~ complex key manage-  [86], [87]
vp bute policies sharing stages ment
Secure com- . . .
L Access control Restrict access based on roles/ Data sharing and . Complexity of manag-
munication - . . . . LS. Fundamental and wide ap- - .
and identity au-  certificates, often via multi-fac- communication S ing massive heteroge-  [88]-[90]
and access henticati hentificati plicability devi
control thentication tor authentification stages neous devices
Zero-sum noise al- /ltdd noise during transmission, Data transmis- Simplicity of implementa-  Vulnerability to internal
. eeping overall statistics valid - : . . [69]
gorithm . . . sion stage tion for aggregation collusion attacks
while masking points
. E Stabh.Sh decentralized trust Entire data life-  Immutable ledger and de- .LOW throughput anq
. Blockchain via distributed ledgers and con- . high storage/latency lim- [92]
Blockchain sensus mechanisms cycle centralized trust its in real time
and smart Encode trading or dispatch A dand Difficul dify af
contracts ncode trading or 1spatc Trading and dis- utomate. an tamper'- ifficulty to modify after
Smart contract rules onto the blockchain for proof execution and elimina- deployment, bounded by  [93], [94]
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B. Al-based Defense Technologies

The continuous evolution of Al provides novel solutions
for user’s data privacy, establishing itself as a pivotal future
direction. A primary application of Al in cybersecurity in-
volves leveraging massive volumes of resource user’s data
to actively learn historical patterns and model the non-linear
relationships between different variables, thereby facilitating
the proactive perception of abnormal data in terminal devic-
es, communication links, and system platforms. For exam-
ple, graph neural networks (GNNs) can represent both the
physical layer (including distributed PV, electric vehicles,
and other terminal devices, as well as the distribution net-
work topology) and the network layer as a unified graph
structure to capture the collaborative operational characteris-
tics across nodes. When an attacker simultaneously injects
low-magnitude false data into multiple PV inverters that are
geographically close, the local measurements at each node
may not exhibit significant abnormalities. However, from the
perspective of the overall network structure and regional op-
erational patterns, the statistical characteristics of these mea-
surements will deviate from normal spatial correlations. Le-
veraging this characteristic, GNNs can identify the potential
threat and trigger an alarm [96].

While effective, these anomaly detection methods remain
inherently reactive, addressing threats only after they mani-
fest, by which time a cyberattack may have already impact-
ed power system operations or compromised user’s privacy.
To overcome this limitation of passive defense, Al applica-
tions are pivoting toward active defense that orchestrates cy-
bersecurity through intelligent predictive assessment utilizing
predictive analytics. Active defense mines historical attack
data, network traffic, and system logs to identify existing cy-
bersecurity vulnerabilities within the system, or to predict
the correlated features of future attacks. Research has shown
that machine learning models such as random forest, gradi-
ent boosting, and neural networks can effectively predict cy-
berattacks. By analyzing key indicators such as source IP ad-
dresses, packet sizes, and malicious traffic, these models can
assess the likelihood of an attack in advance [97]. Further-
more, active defense now extends to the early stages of the
software development lifecycle. For instance, emerging tech-
nologies such as large language models (LLMs) are now be-
ing applied to code-level automated vulnerability assess-
ment. Unlike traditional static analysis tools that rely on pre-
defined rules, LLMs can understand the contextual logic and
semantics of code more deeply, enabling them to identify
more complex and hidden cybersecurity flaws before the
code is integrated (e.g., during a change of request), thereby
eliminating potential threats at the source side [98].

To transition the defense from static prediction to dynamic
rehearsal, an advanced and proactive Al-driven defense tech-
nology has been realized through the integration of digital
twin. The core of digital twin lies in constructing a high-fi-
delity and dynamic virtual counterpart of a physical system
or a complex network environment. Within this secure virtu-
al environment, simulation drills of various high-intensity cy-
berattacks can be carried out targeting any stage of the inter-
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action of VPPs with the power system to verify the vulnera-
bilities of different systems, terminals, and communication
links in realistic cyberattack scenarios. In related studies, re-
searchers have successfully built digital twin models for in-
frastructure such as hydropower plants. By simulating indus-
trial control protocol attacks on the twin, they can precisely
quantify the specific impact of the attack on characteristic
parameters of the hydropower plant, such as power genera-
tion outputs and water flow rates [99]. This quantitative as-
sessment method allows the effectiveness of key cybersecuri-
ty defense strategies to go beyond theoretical analysis. In-
stead, these strategies can be repeatedly tested, compared,
and optimized in the twin environment. Ultimately, the em-
pirically validated Al detection models can provide the VPP
architecture with preemptive foresight, facilitating a funda-
mental transition from traditional passive defense to data-
driven active defense.

However, the deployment of Al also introduces endoge-
nous security risks inherent to the models themselves. A criti-
cal concern is the susceptibility to “adversarial example at-
tacks” during the inference phase. Within the business pro-
cesses of VPPs participating in power system interaction, so-
phisticated attackers can inject imperceptible perturbations in-
to real-time telemetry data (e.g., voltage readings or price
signals). As demonstrated in [100], these adversarial exam-
ples are designed to mislead Al-based anomaly detection sys-
tems into misclassifying malicious cyberattacks as benign
grid fluctuations, thereby bypassing the defense perimeter.
Beyond the inference phase, the training phase is also vulner-
able to “poisoning attacks”. As analyzed in [101], attackers
can employ generative adversarial networks (GANs) to con-
struct synthetic and “clean-label” poison data. When injected
into the FL process of a VPP, these malicious samples can
corrupt the convergence of the global model without trigger-
ing traditional alarms. To counter these dual threats, VPP op-
erators must implement defense technologies such as adver-
sarial training for model robustness and data washing algo-
rithms to filter out malicious noise from the training datasets.

C. Challenges and Development Trends of Cybersecurity in
VPPs

Based on the preceding analysis of intrinsic attributes of
VPPs, endogenous security drivers, potential attack risks,
and key cybersecurity defense technologies, the core chal-
lenges currently facing cybersecurity in VPPs are summa-
rized as follows.

1) The conflict between real-time regulation demands and
the computational overhead of robust security algorithms.
The flexible regulation capabilities of VPPs require aggrega-
tor platforms to respond to grid frequency and voltage fluctu-
ations within second-to-millisecond intervals. However, as
previously analyzed, advanced privacy-preserving technolo-
gies such as HE and MPC introduce substantial computation-
al burdens and communication latencies. Striking an optimal
balance between cybersecurity strength and real-time opera-
tional performance remains a critical technical bottleneck.
This challenge is particularly acute because underlying edge-
side terminals such as smart meters and low-power loT gate-



1168

ways possess highly constrained processing power and mem-
ory, rendering them incapable of executing resource-inten-
sive cryptographic operations on millisecond time scales.

2) The fragmentation of massive heterogeneous terminal
devices and the challenges of consistent standard manage-
ment for cybersecurity. VPPs aggregate diverse end devices
from various manufacturers adhering to different protocols.
As discussed previously, these devices exhibit significant dis-
parities in physical performance, firmware security, and
patch update capabilities. Even with customized defense ad-
aptations for specific scenarios, establishing a unified cyber-
security trustworthiness evaluation metric system and achiev-
ing efficient authentication and vulnerability monitoring
across massive heterogeneous nodes throughout their lifecy-
cle remain challenging. This is essential to prevent such
nodes from serving as logical springboards for cross-domain
penetration and to ensure the overall consistency of system-
wide defense.

3) The conflict between data privacy and traceability of
cross-domain business chain in multi-party interaction envi-
ronments. The interaction attribute of VPPs involves multi-
ple stakeholders including power system operators, aggrega-
tors, third-party service providers, and end-users. While
blockchain technologies offer advantages in quantifying data
integrity through immutability, distributed consensus, and
full-link traceability, an inherent trade-off exists between the
depth of data sharing (privacy protection) and business chain
traceability (audit compliance) within complex power market
dynamics. Current defense mechanisms lack standardized
collaborative frameworks capable of balancing data utility
metrics with privacy protection strength, especially when ad-
dressing targeted advanced persistent threats and insider
threats.

Furthermore, based on the industry demands for cyberse-
curity in VPPs and current technical hotspots in the power
and communication sectors, the development trends for key
cybersecurity defense technologies are summarized as fol-
lows.

1) Evolution from passive defense toward an integrated ac-
tive defense architecture. Future VPP frameworks will tran-
scend reactive threat mitigation to establish an integrated sys-
tem that comprehensively secures the entire operational life-
cycle. This architecture, centered on multimodal large cyber-
security models and distributed multi-agent reinforcement
learning, leverages domain-wide network situation awareness
to facilitate proactive risk assessment and prediction, en-
abling the precise identification of various cyberattack meth-
ods [102]. Furthermore, by integrating software-defined net-
working and digital twin technologies, the system can
achieve systemic self-healing through the dynamic isolation
of compromised nodes and autonomous reconfiguration of
communication paths, marking a systemic transition from
single-point passive monitoring to proactive threat intelli-
gence.

2) A lightweight collaborative defense system tailored for
edge-intelligent decision-making. To meet the engineering re-
quirements of VPPs, where edge-side computational resourc-
es are limited and operations are highly time-sensitive, the
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focus of cybersecurity defense technologies is pivoting from
cloud-centric processing models (characterized by central-
ized bulk data uploading) toward a distributed paradigm
based on autonomous edge-node decision-making. Future
trends will prioritize the development of lightweight cyberse-
curity algorithms for edge gateways and smart terminals. By
utilizing tiny machine learning (TML) along with techniques
such as model pruning, quantization, and distillation, these
systems can achieve high-precision attack detection while
significantly reducing computational overhead and memory
occupancy [103]. This edge-decision paradigm enables VPPs
to identify and intercept local anomalous commands within
milliseconds without relying on cloud-layer links, achieving
deep coupling between the defense and operational response.

3) Firmware-level embedding and endogenous security for
massive heterogencous terminals. Addressing the challenges
of fragmented terminal models, outdated cybersecurity proto-
cols, and the difficulty of hardware replacement among ag-
gregated distributed energy resources, the focus of defense is
shifting toward firmware-level endogenous security harden-
ing. Future development involves creating lightweight and
portable embedded cybersecurity modules that reconstruct
the logical core of terminal firmware. This provides unified
identity authentication and data encryption interfaces for
both legacy and new heterogeneous devices without requir-
ing specific hardware architectures [104]. Such soft-embed-
ding technologies can patch security vulnerabilities at the
lowest level of physical execution, bridging the defensive
gaps caused by inconsistent manufacturer standards.

V. CONCLUSION AND OUTLOOK

To address the cybersecurity defense requirements in the
development of VPPs, this paper constructs a cybersecurity
theoretical framework for VPPs, which is achieved by ana-
lyzing the intrinsic attributes of VPPs, i.e., AIR, and integrat-
ing them with the principles of the CIA triad. Within this
framework, this paper outlines the business processes and da-
ta interaction methods for VPPs participating in power sys-
tem interaction, analyzes potential cyberattack vulnerabilities
and their impacts, and summarizes the categories and work-
ing principles of key cybersecurity defense technologies.
This paper can serve as a reference for in-depth research on
the cybersecurity in VPPs.

Furthermore, the advancement of Al offers a novel meth-
od to address the privacy protection requirements of VPPs
and their aggregated resources, but several technical chal-
lenges must be overcome before the application at scale. On
the one hand, Al-based real-time privacy protection requires
massive amounts of data and significant computational pow-
er, which somewhat increases the configuration and opera-
tional costs for VPP aggregators. On the other hand, Al mod-
els suffer from a lack of interpretability. They are also vul-
nerable to adversarial examples, which can be introduced by
attackers during the training process to disrupt decision-mak-
ing parameters and lead to critical failures in key scenarios.
Therefore, how to integrate Al with the practical characteris-
tics and business needs of VPPs will be a key direction for
developing low-cost solutions to user’s privacy protection
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capable of countering constantly evolving cyberattacks.
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