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Allocating PMUs to Facilitate Processing of
Bad Data in SCADA-based State Estimation

Julio Cesar Stacchini de Souza, Milton Brown Do Coutto Filho, and Marcio Andre
Ribeiro Guimaraens

Abstract—Advanced network analysis and control tools in en-
ergy management systems depend on a reliable real-time data-
base provided by power system state estimation (SE). The pro-
cessing of gross errors—bad data (BD)—is considered an essen-
tial SE step in such a context. It is widely recognized that the
adverse conditions with weak network observability hinder the
identification and correction of multiple BD, a process notori-
ous for its time-consuming nature. This paper proposes a meth-
od for facilitating the processing of BD in supervisory control
and data acquisition (SCADA) measurements using phasor mea-
surement units (PMUs). The main objective is to strategically al-
locate a limited number of PMUs to allow the phasor-aided
state estimation (PHASE), which offers the advantage of effec-
tively handling single and multiple BD. Tests with the IEEE
14-, 30-, and 118-bus systems are conducted to demonstrate the
practical application of handling BD, including adverse condi-
tions such as network spots with low redundant measurements.

Index Terms—Bad data, gross error, state estimation, energy
management system, supervisory control and data acquisition
(SCADA), phasor measurement unit (PMU).

[. INTRODUCTION

N energy management systems (EMSs), power system

state estimation (SE) provides essential real-time data for
power grid analysis, control, and operation [1]-[3]. In a bal-
anced load and generation operating regime, the system state
is characterized by complex nodal voltages, represented by
their magnitudes/phase angles, for a specific network config-
uration.

Redundancy of measurements is instrumental in SE to al-
low adequate state filtering and to safeguard against vulnera-
bilities that may compromise the effectiveness of estimation
residual analysis [4] in handling gross errors—bad data
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(BD). However, searching for BD can be time-consuming,
particularly when several of them occur [4], [S], which re-
quires repeatedly applying the largest normalized residual
(LNR) criterion for the elimination of suspect measurements,
one-by-one or in groups [1]. Moreover, BD may arise when
SE is executed under adverse conditions, i.e., when the net-
work is close to unobservability. These conditions are charac-
terized by measurement criticalities, which may manifest as
a critical measurement or a critical group of measurements.

Criticality conveys the idea of decisive importance for a
given purpose, supported by a careful judgment on the sever-
ity of consequences for SE, i.e., observability and capability
of processing BD. SE input data are deemed critical if their
unavailability, occurring by accident, through programmed
maintenance, or by chance, renders the network unobserv-
able. Gross errors impacting individual critical measurement
or critical groups of measurements—tuples of cardinality £,
abbreviated as Cks—are challenging (even impossible) [6] to
handle by commonly available BD analysis techniques [5].

Phasor measurement units (PMUs) have been employed to
monitor power networks, potentially benefiting the SE pro-
cess [7]. Such benefits can be enhanced if PMUSs are strategi-
cally located. Most studies regarding PMU allocation are de-
voted to ensuring the minimum network observability [8] -
[15], whereas others aim to enhance the accuracy of hybrid
estimators [16], [17], which are designed to make a concert-
ed effort to process the supervisory control and data acquisi-
tion (SCADA) measurements (conventionally, branch active/
reactive power flows, bus power injections, and voltage/cur-
rent magnitudes) and synchrophasors (synchronized complex
bus voltages and branch currents) [18]-[20]. Several methods
for PMU allocation to enhance the processing of BD are re-
ported in [21]-[23], aiming to allocate PMU measurements
so that no critical measurements are present when using a
hybrid estimator. However, most SE applications found in
EMS can process only SCADA measurements. It is believed
that such a situation will persist in the coming years, as chal-
lenges and implementation issues in using hybrid SE remain
[24]-[26]. Nevertheless, the number of PMUs deployed in
power grids is gradually increasing and demonstrating how
synchrophasors can improve the reliability of SE results be-
comes opportune [27].

Since synchrophasors contribute to increasing data redun-
dancy, their incorporation into existing SCADA-based esti-
mators is desirable. However, it is necessary to conceive esti-
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mation strategies that leverage both SCADA and PMU tech-
nologies. With the efficient processing of BD in mind, the
estimation process, which takes the set of SCADA measure-
ments and synchrophasors individually and processes them
separately using two estimators, has been adopted in [28].
Synchrophasors can be submitted to an independent estima-
tion process to produce the filtered state/measurements. Not
only synchrophasors, but also SCADA measurements, are es-
timated from that filtered state. In such a case, the SCADA
measurements and their estimates provided by the synchro-
phasor estimator (Sync estimator) are uncorrelated, implying
that the differences between these values (residuals) do not
experience the well-known effect of BD smearing [1], [2].

The phasor-aided state estimation (PHASE) is an ad-
vanced approach that leverages real-time synchrophasors
[28]. These measurements include bus voltages (magnitudes
and phase angles) and branch currents (usually in rectangu-
lar coordinates). They are highly accurate and synchronized
via global positioning system (GPS), allowing for a more de-
tailed and up-to-date view of the power grid. PHASE en-
ables the construction of a standalone algorithm, indepen-
dent of an existing one that processes only SCADA measure-
ments. Synchrophasors are utilized as additional independent
measurements, processed separately to enhance the data de-
bugging in SCADA-based estimators, while concurrently
identifying and eliminating BD when they occur in individu-
al critical measurements or groups of measurements (i.e.,
Cks).

This paper demonstrates how to utilize PMUs more effec-
tively to handle corrupted SCADA measurements, which are
processed by conventional SE algorithms. For this purpose,
this paper proposes allocating a limited number of PMUs,
enabling the PHASE approach to identify multiple BD at
once (in one iteration), which consumes less time than the
conventional BD treatment (an iterative process requiring
many residual analysis cycles). The construction of metering
plans for SE is a complex and combinatorial optimization
problem, often solved by a family of metaheuristic algo-
rithms. This paper proposes a heuristic method for optimiz-
ing the PMU allocation to enhance the processing of BD
through residual analysis of Sync estimator. The proposed
method is simple and easy to implement, and does not re-
quire complex objective functions. Numerical simulations
conducted on the IEEE 14-, 30-, and 118-bus test systems
demonstrate the efficacy of the strategic PMU allocation in
maximizing the benefits of BD processing schemes. The opti-
mized allocation is obtained considering the availability of a
limited number of PMUs for SE.

The main contributions of the paper are summarized as
follows.

1) While traditional PMU allocation strategies are cen-
tered essentially on ensuring grid observability, the proposed
method is directed to facilitate the processing of BD in pow-
er grids that are already observable by SCADA-based estima-
tors.

2) Improvements in SE often emphasize the importance of
utilizing all available data for processing. In this context,
synchrophasors are recognized as a significant enhancement
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to SCADA measurements when addressing challenges in pro-
cessing BD. The PHASE supports this assertion. Unlike the
study in [28], which focuses on establishing an estimation
process in areas observable by PMUs, this paper aims to al-
locate PMUs throughout the grid. The objectives are two-
fold: (D to maximize the scenarios in which PHASE can as-
sist in overcoming an inefficient or unsuccessful processing
of BD, as determined by the LNR criterion, and @ to identi-
fy BD involving measurement criticalities.

3) In general, only certain buses can have their state vari-
ables estimated exclusively through the processing of syn-
chrophasors. This paper introduces and explores the concept
of a PMU-observable bus within the proposed method. The
measurements provided by the SCADA system, which can
be estimated using only the state variables of PMU-observ-
able buses, are defined as PMU-observable SCADA measure-
ments.

4) The practical advantages of processing conventional
spurious measurements with optimally allocated PMUs are
demonstrated through simulations conducted on typical pow-
er grids, using three different strategies. By exploring the lo-
cal nature of the estimation process with the concept of
PMU-observable bus and PMU-observable SCADA measure-
ment, the size of the power grids is not an issue.

5) The proposed method optimally allocates PMUs, allow-
ing PHASE to be applied alongside state estimators that can
process only SCADA measurements.

II. SE AND PROCESSING OF BD

In this section, the fundamental aspects of the processing
of BD and challenges that SE may face, derived from weak
observability or the presence of criticalities, are addressed.

A. Fundamental Aspects

SE periodically processes a set of redundant measure-
ments to determine the most likely system state. A funda-
mental feature of the SE process is its capability to detect
and identify BD and suppress them if possible. For a given
network topology, the relation between the collected mea-
surements and the system state is given by:

z=h(x)+v

)]
where x and z are the n-dimensional state vector and m-di-
mensional measurement vector, respectively; h() represents
the measurement equations for the current network configura-
tion; and v is a Gaussian noise vector with zero mean and di-
agonal covariance matrix R. The state vector components are
the bus voltage phase angles and magnitudes, while branch
active/reactive power flows, bus power injections, and volt-
age magnitudes commonly constitute the measurement vec-
tor. Then, SE can be expressed as a weighted least-squares
(WLS) problem with the following objective function:

minJ(x)=(z~h(x))" R (z— h(x)) ()
The state estimate that minimizes J(x) can be obtained us-
ing the WLS method by satisfying the optimality condition

in (3), which leads to an iterative process [1], [2], where the
state variables are updated at each iteration according to (4).
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)l R ) =0 ©)
xk+1:xk+G71HTR71 (z—h(x,)) @)

where H is the Jacobian matrix; G=H" R H is the gain ma-
trix; and the subscript & is the iteration counter.

B. Challenges

In the residual analysis, the differences r(i) between mea-
surements z and corresponding estimated values z="h(x) are
usually normalized and submitted to the following validation:

rv(@O=Ir@)/op()<e (6))
E=R-HG'H" 6)
where i is the column/row index in a vector/matrix; ¢, (i)=

v/ E(@,i); ¢ is the threshold; and the subscript N represents

the normalized value. Measurements with ry violating the ad-
opted threshold are declared suspects of having gross errors.

Given a single gross error, the LNR criterion correctly in-
dicates the bad measurement, provided that sufficient local
redundancy exists. However, this may not be the case if
there are multiple BD, necessitating a time-consuming resid-
ual analysis to eliminate them through several identification-
estimation cycles [2]. As it is impossible to know before-
hand how many spurious measurements exist, a combinatori-
al trial-and-error procedure is employed to scan the list of
suspect measurements, i.e., those with ry exceeding the
threshold in (5). It is also noteworthy that when processing
BD, the valid measurements may inadvertently be discarded,
or critical redundancy conditions may be reached, leading
one to believe that all BD have been eliminated, whereas
some may have become undetectable.

The ability of SE to monitor the system state hinges on
the observation capability of the measuring system. Critical
data influence this capability—they represent an impending
unobservability condition, rated on a graduated scale of se-
verity established by the cardinality of Cks. As mentioned
before, a Ck refers to a set of k& elements that, when simulta-
neously unavailable, render the system unobservable. The
presence of Cks undermines the SE ability to detect and
identify the corrupted data. Gross errors cannot be detected
in individual critical measurement (C1) nor identified in criti-
cal measurement pairs (C2s) by employing conventional re-
sidual analysis. The same holds for BD occurring in any
k—1 measurement of Cks [5], [29], [30].

Positioning meters in strategic locations throughout the
network is crucial to minimizing the exposure of SE to po-
tential data unavailability. The PHASE, which is outlined be-
low, can help alleviate the computational challenges in-
volved in identifying multiple BD, including those related to
Cks.

III. PROCESSING OF BD wiTH PHASE

PHASE employs a WLS estimator, known as Sync estima-
tor, which processes only synchrophasors (z,,.). It provides
the estimated SCADA measurements 72" to enhance the re-

sidual analysis of estimators that process only SCADA mea-
surements (z,,,,), referred to as conventional SCADA-based
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estimators (Conv estimators). PHASE allows a cross-valida-
tion test using the normalized residuals of Sync and Conv es-
timators [28]-[31].

The estimated state obtained with Sync estimator x"
can be used to estimate SCADA measurements via power
flow equations, i.e., " =h,, (x“""), enabling the compu-

tation of residuals of Sync estimator as:
Feom (l) Zeone )= 265" (0)

LUVIV
where r®™ () is the "

conv
SCADA measurements.

Note that z2"9(i) is independently computed by the Sync
estimator, which processes only synchrophasors, thereby be-
ing uncorrelated with z_,, (/). Consequently, the 2" compo-
nents are immune to the BD smearing effect.

The covariance matrix of r'2"9, denoted as V", is ob-
tained using (7) and the expectation operator E{ }, expressed
as (8a). Define the covariance vector of the SCADA mea-
surement errors as R, =E{z,,,.z., } and the covariance ma-
trix of 23 as MG=E{Z(0 ()" ) As z,,,, and
are uncorrelated, then E{z,,, (z2"?)"}=0. So, V2" is evalu-
ated as (8b).

V(slnt) = E {r(‘SyVM) (r(syn(;) )T } :E {zLOVIV Ionv } - E {zlfl)nv (2 (Syn(‘) )T } -

conv conv conv conv

(7

element of the residual vector of

2 (sync)
Zeonv

E{Z00) 2o ) TE 200 GO ) (8a)
Vion =R o+ MG (8b)
MS)’:;YLL) — (y} nc)s(svnc) (HC{?,,):L ) (9)

where H''= 0h,,, /ox is the Jacobian matrix of the SCA-
evaluated at x=x®"; and S©@"=
is the error covariance matrix of
X Hj;ﬁf’"‘) oh,./Ox is the Jacobian matrix of the synchro-
phasors computed at x=x""9, and R, is the covariance
vector of the synchrophasor error. The entry values in R, ,,
and R, are obtained from the variances of the SCADA and

PMU measurements, such as in [7].
The elements of r'2"” can be normalized and subjected to

a validation test:

DA measurements,
{(H(xync) )TR H(Y/w‘lL) }71

sync sync ™ syne

o’ @ _

O im0 (1) <

r(sym) (1)_

Nconv

where O yims )=/ V9, 0).

The Conv estimator processes exclusively SCADA mea-
surements through the same type of calculations in (7)-(10).
Therefore, using the notation that represents SCADA mea-
surements (z,,,.. R, ), the equations of the Conv estimator
used in the residual analysis are given next, where the corre-
sponding variables are defined in the same way as those in
(7) - (10), and the only difference is that the superscript
“(sync)” is replaced with “(conv)” to indicate the Conv esti-
mator.

The vector of estimated SCADA measurements and its er-
ror covariance matrix are given by:

2com) _ py

(conv)
zconv X )

(conv) _ (onv) (conv) (conv)
M €om = H <o) §eom) (p €on

conv

(10)

cony

(11)
(12)

The estimated residual of the i SCADA measurement and
its covariance matrix are expressed as:

canv (
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P ()= 2,1, () — 2527 (0) (13)
V;;"{::W) — L conv + Mg;z:”) (14)
r™ (j) can be normalized as:
(conv) ( )
Hoom =" (l)| (15)
V‘ }
where o, (i) = w”:é" @i.i).

With x‘”"”v) and $“”, one can obtain z{(»” and M (""" and

syne
perform the normalized residual test, i.e., rom-test, “for the
i" synchrophasor:

2 (conv) — h

sync

x"(canv) )

(16)
amn
(18)

sync (

MA(;::”) (H (conv) )S(wnv) (

roe (=2, ()=

(wnv) )T

sync

e @)

VA(»C::’V) Rsync Ms(;::‘) (19)
y [ (0)

= < (0)
&y ()

sents the varlables correspondmg to the synchrophasor.

If r&" (i) in (10) exceeds the threshold but r{”-test in
(15) validates z,,,,, one can conclude that the estimated mea-
surements 72”9 are contaminated by the presence of gross er-
rors in z,,, .. Considering this, X is validated and used to
estimate the synchrophasors. Then, the rﬁfy”nvg-test in (20) can
be applied to check violations and identify (all at once) the
gross errors in PMU measurements.

Figure 1 presents a simplified block diagram of PHASE.

SCADA PMU
measurements measurements
Leon Rcamrli l Lsynes Rsync

Conv estimator | | Sync estimator

l ﬁ((:unv)’ S(conv)

l x@(sy’nc), S(sync)

Estimation of Estimation of

SCADA measurements SCADA measurements

Lo Lo

Residual analysis | | Residual analysis

(conv) (sync)
Nconv Neonv

|

| Cross-validation |

Fig. 1. Simplified block diagram of PHASE.

The following procedure is employed in the data valida-
tion to improve the processing of BD in Conv estimators af-
ter the normalized residual test has flagged some SCADA
measurements as suspect.

Step I: whenever possible, compute the normalized residu-
als of Sync estimator for the SCADA measurements flagged
as suspect by the normalized residual test of Conv estimator.

Step 2: perform the test in (10) for each normalized residu-
al computed in Step 1.

Step 3: perform the cross-validation test—SCADA mea-
surements with normalized residuals of Conv and Sync esti-
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mators violating the corresponding thresholds are confirmed
as BD, whereas those not flagged by Sync estimator are de-
clared valid.

With the procedure described in Steps 1-3, the SCADA
measurements flagged as BD by the cross-validation test can
be block-eliminated/replaced, thus enhancing the residual
analysis. Besides, the suspicious SCADA measurements not
flagged as BD are declared valid, due to their large normal-
ized residuals, which are caused by the well-known BD
smearing effect. It is essential to note that the WLS method
is applied to obtain the state estimates for both the Sync and
Conv estimators. Readers can refer to recent studies [28],
[31], and [32] to broaden the understanding of PHASE,
where various experimental results, presented from different
perspectives, corroborate the usefulness of PHASE.

It should be noted that the computing requirements for im-
plementing the PHASE are already met by the infrastructure
available in modern EMS. Regarding the communication re-
quirements, numerous studies in the literature focus on estab-
lishing the communication infrastructure necessary to sup-
port various applications utilizing PMU data, including
SE [33].

IV. PROPOSED METHOD

This section proposes allocating PMUs in a manner consis-
tent with different objectives to enhance the capability of
processing BD in SCADA-based SE. The local nature of SE
is used in the proposed method to define the following con-
cepts.

1) PMU-observable bus: the one whose state variables
(voltage magnitude and phase angle) can be estimated using
only synchrophasors.

2) PMU-observable SCADA measurement: the one that
can be estimated using only the system state variables of
PMU-observable buses.

3) Boundary measurement: SCADA measurement that is
not PMU-observable and depends on state variables of at
least one PMU-observable bus.

Three different strategies for processing the gross errors in
SCADA measurements are proposed. (D Strategy 1: maxi-
mizing the number of bad SCADA measurements that can
be eliminated all at once (block elimination), aiming at re-
ducing repeated BD elimination/estimation cycles. ) Strate-
gy 2: maximizing BD identification in SCADA measure-
ments that constitute Cks. (3 Strategy 3: maximizing BD
identification in SCADA measurements that constitute Cks
and are associated only with a few remote terminal units
(RTUs).

A. Strategy 1

As PHASE can perform block validation/elimination of
BD, allocating PMUs to maximize the number of PMU-ob-
servable SCADA measurements is advantageous. In doing
so, gross errors affecting these measurements can be readily
identified and simultaneously eliminated by PHASE. Be-
sides, having as many boundary measurements as possible is
also desirable. Although boundary measurements cannot un-
dergo the cross-validation test, gross errors involving them
tend to contaminate the estimates of PMU-observable ones
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due to the smearing effect. Thus, the list of suspicious mea-
surements can be substantially reduced by applying the cross-
validation test to the PMU-observable ones. Such a feature
will be illustrated in Section V. An experiment carried out
with the IEEE 14-bus system shows that the effort to identi-
fy gross errors involving boundary measurements can also
be alleviated by reducing the list of suspects with the cross-
validation test.

Consider, for example, the six-bus system illustrated in
Fig. 2(a)-(c) for different locations of PMUs. The PMU pro-
vides bus voltages and branch current synchrophasors (not
depicted in the figure). Figure 2(a) and (b) shows three
PMU-observable SCADA measurements if a PMU is allocat-
ed at bus 1 or bus 2. There are three boundary measure-
ments (branch power flows P, , P, and bus power injection
P,) in Fig. 2(a), compared with only two (P,, and P,) in
Fig. 2(b). Figure 2(c) depicts a more advantageous situation
with the PMU at bus 4, resulting in six PMU-observable
SCADA measurements. In Fig. 2, the PMU-observable buses
are marked in blue.

1 —

4

K

|

5

Boundary measurements

6§~ —PMU-observable

L
SCADA measurements 6 ————

(a)

PMU-observable Boundary measurements

4§~ SCADA measurements .

L

(b)

| PMU-observable
¢ | SCADA measuremen

(©
f} PMU; e Power flow; 4 Power injection

Fig. 2.  Topology of six-bus system. (a) PMU is allocated at bus 1. (b)
PMU is allocated at bus 2. (¢) PMU is allocated at bus 4.

The proposed method is designed to allocate PMUs, con-
sidering the differences among various situations, as illustrat-
ed in Fig. 2(a)-(c). Considering the maximum coverage of
SCADA measurements achieved with PHASE, an optimiza-
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tion problem can be stated as:
max Ob]l = amubs +ﬁm bound

2
where m,, is the number of PMU-observable SCADA mea-
surements; m,, ., is the number of boundary measurements;
and o and f are the weights that are adjusted to maximize
the number of PMU-observable SCADA measurements pri-
marily (for block identification of BD), and among equally
good solutions, the one with a larger m, , is selected.

It is also important to emphasize that the PMU-observable
SCADA measurements are calculated using the state esti-
mates of the PMU-observable buses, i.e., those obtained by
processing only synchrophasors during the cross-validation
test. Whenever necessary, the PMU-observable SCADA mea-
surements are suitable candidates for pseudo-measurements
to replace SCADA measurements identified as BD [28].

B. Strategy 2

Suppose that a new objective, using PMU data to identify
BD in Cks, is established. The measurements of a Ck should
be submitted to the cross-validation test to cope with the im-
possibility of identifying BD affecting & or k—1 measure-
ments of Cks [2]. This is possible if all measurements of the
Ck are PMU-observable. Considering that a given set of
PMUs is available, Strategy 2 detailed here aims to indicate
where they can be allocated to maximize the number of Cks
formed only by PMU-observable SCADA measurements. By
doing that, the number of intractable BD is optimally re-
duced.

A different measuring system of the six-bus system is
used here, as depicted in Fig. 3, to illustrate the capacity of
dealing with BD in Cks according to the location of a PMU.

— %t

:/ PMU-observable
SCADA measurements 6 ————

(a)

PMU-observable /
SCADA measurements!

(b)
{:E— PMU; e Power flow; a Power injection

Fig. 3. A different measuring system of six-bus system. (a) PMU is allocat-
ed at bus 1. (b) PMU is allocated at bus 4.

The Cks identified by an extensive criticality analysis are
shown in Table I, displayed by cardinality k. Identifying
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gross errors involving k—1 or & measurements of such Cks
is challenging and cannot be handled by LNR test in classi-
cal SE [2]. However, PHASE can successfully process these
BD [28], [31] if the PMUs are appropriately allocated.

TABLE I
CKS OBTAINED BY CRITICALITY ANALYSIS

k Measurement
(P4-3’ PA-S’ PA); (Pz-w Pz-zv Pz); (P1-5= P4-5= P4);

’ (PI»S’ P4-3’ P4); (P1»5> P4»3> P4»5)
4 (Pzns’ Py Py Pe); (PI—B’ P Py Pz);
(P|.3a Pl.s’ Py Pz); (PI-3’ PI-S’ Py P2-3)

(P4-3’ P4-5’ P4-0’ P5-4’ Ps); (Pl-S’ P4-5’ P4-(,’ P(,.4> Pa);
(PI—S’ Py Prg Poy Ps); (PI—B’ Py Py P, P4);

5 (P1-3’ P2»3’ Pz’ P4-3’ P4); (PI-S’ Pz-3’ Pz’ P4-3’ P4-5);

(PI—S’ Py Py Py P4); (PI—B’ Py Py Py P4);

(P1.3> Py, Py, P4.3’ P4.5); (PI-S’ Py Pz-z» P4-3’ P);
(Pl—3’ Py Pyy Py, P4); (PI—S’ Py Pyy Py, P475)

Note: P, is the power flow between bus i and bus j; P, is the power injec-

tion at bus i; and the measurements in a group like (P,;, P,,, P,) are be-
longing to the same RTU.

Figure 3(a) shows five PMU-observable SCADA measure-
ments with a PMU allocated at bus 1, whereas this number
rises to six if the PMU is allocated at bus 4, as depicted in
Fig. 3(b). However, in Fig. 3(a), four Cks are formed only
by PMU-observable SCADA measurements against three
Cks in the case of Fig. 3(b). Thus, if the capability of identi-
fying gross errors in Cks is targeted, allocating the PMU at
bus 1 would be preferable.

The following optimization problem can be stated, in
which the number of Cks covered by PHASE is maximized:
(22)
where N, is the total number of Cks formed by all PMU-ob-
servable SCADA measurements; and x and y are the weights
that are adjusted to prioritize the maximization of N, (to
cover as many Cks as possible), also concerning m,,. Note
that the term m, ,, is not relevant in Strategy 2 and there-
fore not optimized in (22), since the secondary objective
here is to maximize m,. The same will happen in Strate-
gy 3.

C. Strategy 3

max Obj,=uN  +ym

In Section IV-B, the objective is to maximize the number
of cases in which PHASE can overcome the problems faced
by the LNR method in processing multiple BD involving
criticalities. The proposed method is flexible enough to incor-
porate practical aspects of the processing of BD, allowing
for different trade-offs between the block elimination of
gross errors and the identification of spurious measurements
in Cks.

In some cases, errors affecting SCADA measurements of
a single RTU are more likely to occur than those simultane-
ously compromising measurements coming from RTUs at
different buses. This means that the gross errors in Cks
formed by measurements distributed over a few RTUs are
more likely to occur than those involving measurements dis-

901

tributed over many RTUs.

Consider, for example, using PHASE to tackle gross er-
rors in Cks formed by measurements that belong to the same
RTU. Allocating a PMU at bus 4, as in Fig. 3(b), is better
than that at bus 1, as in Fig. 3(a). The reason for this is that
in both cases, the criticality analysis has identified only one
Ck formed by PMU-observable SCADA measurements be-
longing to the same RTU, i.e., (P,,, P,,, P,) in Fig. 3(a) and
(P, P,s, P, in Fig. 3(b). However, the number of PMU-ob-
servable SCADA measurements in Fig. 3(b) is greater than
that in Fig. 3(a). While the number of Cks is prioritized for
BD identification, the total number of PMU-observable SCA-
DA measurements remains a concern for block elimination
of BD in general, not just for Cks. Then, the optimization
problem (22) can be modified to consider that only Cks
formed by measurements distributed over a given number of
RTUs are considered when allocating PMUs. Thus, the fol-
lowing objective function can be proposed:

max Ob.]} :luN(r‘k + VI ops (23)

where N(, is the number of Cks formed only by PMU-ob-
servable SCADA measurements that belong to no more than
r RTUs, which should be maximized. The weights x and y
are the ones already presented in (22), with the maximiza-
tion of N[, being prioritized over the maximization of m
in (23).

Strategy 3 exemplifies how the analyst can quickly adapt
the proposed method to pursue other objectives, considering
the practical experience and/or expert knowledge.

It should be noted that all the strategies presented above
focus on allocating PMUs to improve the debugging capabili-
ty of SE data. Traditional strategies, however, focus on en-
hancing the network observability and tend to favor the allo-
cation of PMUs at buses that have more incident branches
[15], i.e., those directly connected to more buses in the net-
work. In doing so, more system states (bus voltage magni-
tudes and angles) are covered by the PMU measurements.
This kind of strategies is not practical when aiming to en-
hance data debugging, as PMUs should be allocated to cover
as many SCADA measurements as possible, or measure-
ments that are critical or form critical A-tuples. For example,
considering the illustrative six-bus system, buses 1, 3, and 4
would be regarded as equally suitable for PMU allocation ac-
cording to the traditional strategies, giving no guidance on
the best choice to improve data debugging capability.

Other strategies for allocating PMUs, suggested for future
work, can be employed in the following cases.

1) Only m, and Cks in more relevant parts of the net-
work, which are essential to be monitored, are considered.

2) Only Cks with a selected cardinality up to k are to be
covered.

3) Historical data of measurement failures are considered.

4) The optimal trade-offs among different grid monitoring
objectives are considered, which is a challenging task that in-
volves solving a complex multi-objective optimization prob-
lem.

Regarding the use of PMU data, the temporary loss of the
time-synchronization signal (LTSS) may occur due to GPS

obs
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antenna failure, atmospheric disturbances, or electromagnetic
interference [34], [35], which can affect the state estimated
by the Sync estimator. The cross-validation test considered
in this paper may be affected only if LTSS and bad SCADA
measurements co-occur. This is a topic that warrants further
investigation.

It is worth noting that the problem at hand can be classi-
fied as a combinatorial optimization, and the objective func-
tions presented in (21)-(23) are well-suited for applying me-
taheuristics. Finding the best optimization technique to solve
the problem is out of the scope of this paper.

V. TEST RESULTS

This section presents the numerical results of tests per-
formed with the IEEE 14-, 30-, and 118-bus systems. The
SCADA measurements are provided in [36] and [37].

This paper presents an enhanced method for utilizing
PMUs to mitigate corrupted measurements from the SCADA
system, which are processed through conventional SCADA-
based SE algorithms. The proposed method involves strategi-
cally allocating a pre-defined number of PMUs, aiding
PHASE to identify multiple BD points simultaneously in a
single iteration of the LNR criterion. This method is more ef-
ficient compared with the traditional BD treatment, which re-
quires numerous cycles of residual analysis. Several percent-
age metrics are adopted as a standardized and easily compa-
rable way of presenting the results of the performance im-
provements achieved by the proposed method. The following
percentage metrics are evaluated in relation to the number of
SCADA measurements m: PMU-observable SCADA mea-
surements (m,, /m), boundary measurements (m,,,,,/m), Cks
formed by all PMU-observable SCADA measurements
(Ng/m), and Cks formed only by PMU-observable SCADA
measurements that belong to no more than one RTU (N/,/m).

The proposed method is applied to allocate the available
PMUs according to the strategies presented in Section IV. A
genetic algorithm (GA) searches for an optimized solution to
the PMU allocation problem. A binary string represents the
chromosome (solution vector), and each gene is associated
with a given network bus. The buses to which a PMU is al-
located are those whose associated genes assume a value of
1, whereas all the others assume a value of 0. Crossover op-
erations are performed so that the new individuals always
have the pre-defined number of PMUs. Individuals that un-
dergo mutation are randomly selected. A single PMU is ran-
domly reallocated according to the mutation operator. An
elitist strategy is also considered to guarantee that the best
individuals of a population participate in the next generation.
Before a new population is formed, the best individual from
the current population undergoes a local search to find even
better solutions. A PMU is randomly selected and reallocat-
ed to one of the buses directly connected to its current bus,
which is then tested.

Regarding the weights adopted in the objective functions
of (21)-(23), the weight a is ten times the weight § in Obj,
whereas the weight y is ten times the weight 4 in Obj, and
Obj,.
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A. Boundary Measurements

With PHASE, the cross-validation test presented in Sec-
tion III can be carried out to perform block validation/elimi-
nation of bad SCADA measurements that are PMU-observ-
able. In the case of multiple BD, PHASE is also expected to
aid in data debugging of boundary measurements (defined in
Section IV), i.e., those that depend on the state variables of
both PMU-observable buses and those that are not observ-
able by PMUs. Although the cross-validation test cannot be
applied to the boundary measurements, the local nature of
the smearing effect caused by gross errors involving bound-
ary measurements can also raise suspicions about PMU-ob-
servable SCADA measurements, which can undergo the
cross-validation test. Thus, when gross errors occur in bound-
ary measurements, one can narrow down the list of suspi-
cious measurements by using the cross-validation test, as in
such cases, it is more likely that healthy measurements
deemed suspect due to the smearing effect are PMU-observ-
able. These healthy measurements can be promptly removed
from the list of suspects after applying the cross-validation
test. Consequently, this can also reduce the computational ef-
fort to eliminate BD using the LNR test. It is then desirable
to maximize the number of PMU-observable SCADA mea-
surements and to have as many boundary measurements as
possible (see Section IV-A).

Tests are carried out to investigate the potential benefits
of PHASE for data debugging when boundary measurements
are involved, which is not addressed in [28]. The IEEE 14-
bus system with only SCADA measurements is illustrated in
Fig. 4, where the introduction of one PMU at each bus, one
at a time, is simulated.

12 = T4

L >

6 29

u *
13 3 5 l 4
2 ] +—3

= Voltage magnitude; a Power injection; @ Power flow
Fig. 4. IEEE 14-bus system with SCADA measurements.

Consider also that multiple different BD involving bound-
ary measurements are inserted in each simulated case. Based
on the normalized residuals, a list of suspicious measure-
ments is formed. Those that can undergo cross-validation
test are removed (all at once) from the list. The number of
combinations performed in the identification-elimination cy-
cles, to scan through the reduced list of suspects and elimi-
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nate remaining BD, is computed, which is compared with
the number of combinations required without the block vali-
dation carried out by PHASE. It is observed that the list of
suspects can be significantly reduced when there are gross
errors involving boundary buses. Considering all tests per-
formed with the IEEE 14-bus system, i.e., simulating multi-
ple BD when a PMU is allocated at a single bus, the num-
ber of estimation-elimination cycles is, on average, reduced
by 62%. The maximum and minimum reductions observed
in the tests are 98% and 30%, respectively. As the inclusion
of a PMU at each bus is tested, various local topology condi-
tions and measurement redundancies are simulated. It is also
worth mentioning that tests considering gross errors in mea-
surements that are neither PMU-observable nor boundary
measurements have also been performed. Still, only a slight
reduction in the list of suspects is observed in such cases.

B. Tests with Strategy 1

Now, consider the IEEE 30- and 118-bus systems in the
following. Table II shows the results with Strategy 1. The
number of PMU-observable SCADA measurements (those
that can be validated simultaneously) and the number of
boundary buses (also targeted) are presented, considering the
allocation of different numbers of PMUs (N,,,,). The percent-
age of PMU-observable SCADA measurements (those that
can be block-validated) and the percentage of boundary mea-
surements (also targeted) covered by PHASE are presented,
considering different numbers of PMUs (N,,,) to be allocat-
ed. These percentages correspond to the number of SCADA
measurements covered by PHASE, out of a total of 44 SCA-
DA measurements in the IEEE 30-bus system [36] and 176
SCADA measurements in the IEEE 118-bus system [37]. In
Table II, the quantities that are optimized are boldfaced. N,
and N/, that are covered by PHASE with the PMU alloca-
tions are also indicated. Although not directly related to the
objective function of Strategy 1, these quantities are present-
ed to facilitate further comparison with the results obtained
by applying other optimization strategies.

TABLE 11
RESULTS WITH STRATEGY 1

Percentage of different variables to m (%)

System N,

" M ps Myound Ng N
54.55 40.91 6.40 44.44
IEEE 30- 72.73 25.00 23.02 66.67
bus 86.36 13.64 72.20 77.78
10 100.00 100.00 100.00
5 28.41 19.88 8.53 12.50
IEEE 118- 10 51.14 29.55 15.99 25.00
bus 15 69.89 22.16 31.97 37.50
20 83.52 14.77 62.17 43.75

During the simulations, the pool solutions generated by
the GA are successfully optimized to have as many PMU-ob-
servable SCADA measurements and boundary measurements
as possible. The results presented in Table II are the best so-
lutions found. Note that the allocation of four PMUs in the
IEEE 30-bus system results in 95.45% of the SCADA mea-
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surements (42 out of 44) becoming either PMU-observable
or boundary measurements. In the IEEE 118-bus system,
80.69% of the SCADA measurements (142 out of 176) are
either PMU-observable or boundary measurements with the
allocation of only ten PMUs. Most of them are PMU-observ-
able, as this is the primary term of Obj, in (21).

C. Tests with Strategy 2

Table III shows the results with Strategy 2, i.e., to maxi-
mize the total number of Cks (cardinalities up to k=5) cov-
ered by PHASE with the PMU allocation. The results of
each tested measuring system are obtained by considering
different numbers of PMUs to be allocated. Although the to-
tal number of Cks associated with a single RTU is not the
focus of Strategy 2, N/, is also presented to allow a compari-
son with the results in Section IV-C. Again, the quantities
that are optimized are boldfaced.

TABLE III
RESULTS WITH STRATEGY 2

Percentage of different variables to m (%)

System N,

" " 3ps Mpound Ne N
4 47.74 34.09 17.61 33.33
IEEE 30- 6 68.18 20.45 41.05 66.67
bus 8 86.36 13.64 72.20 77.78
10 100.00 100.00 100.00
5 17.61 23.29 17.23 18.75
IEEE 118- 10 35.23 34.09 36.94 18.75
bus 15 52.27 27.84 58.08 31.25
20 72.73 18.18 77.44 37.50

The number of Cks covered () increases when Strategy
2 is adopted, as can be observed by comparing the results in
Table IIT with those in Table II. On the other hand, the total
number of observable measurements (m,, ) is reduced. This
an expected result since, with Strategy 2, the maximization
of m,, is secondary to the maximization of N,. Note that
the values of m,,,, shown in Table IIl are not optimized in
the objective function presented in (22).

D. Tests with Strategy 3
1

When implementing Strategy 3, the maximization of N,
is the primary focus. The results obtained for the allocation
of different numbers of PMUs are presented in Table IV.

TABLE IV
RESULTS WITH STRATEGY 3

Percentage of different variables to m (%)

System N,

" s Mpound Ny N
52.27 29.55 9.26 55.56
IEEE 30- 6 70.45 27.27 16.82 77.78
bus 8 81.82 18.18 39.92 100.00
10 100.00 100.00 100.00
5 16.48 25.55 5.15 37.50
IEEE 118- 10 30.11 35.22 13.32 68.75
bus 15 50.00 27.27 22.38 87.50
20 71.02 18.75 36.23 100.00
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Table IV shows that N/, is significantly larger when adopt-
ing Strategy 3, compared with the results obtained with Strat-
egies 1 and 2. The number of PMU-observable SCADA mea-
surements (a secondary objective with Strategy 3) is less
than that obtained with Strategy 1 and similar to that ob-
tained with Strategy 2. Note that in Table IV, the values of
m,,,, are not optimized in the objective function presented
in (23).

The results presented in Tables II-IV show how the in-
crease in the number of PMUs leads to an increase in the
number of SCADA measurements covered by the PHASE. It
can be observed that more measurements can be readily
eliminated in case of gross errors affecting them, without the
need to apply the LNR method and go through burdensome
elimination-estimation cycles. Regarding the increase in the
number of Ck-tuples covered by PHASE, the risk of failing
to identify gross errors that affect k—1 measurements of a
Ck-tuple is reduced. The trade-offs between the cost associat-
ed with the increment of PMUs and the improvement in BD
debugging through PHASE can also be assessed if a multi-
objective optimization approach is implemented. This will be
the subject of future investigation.

To illustrate the effectiveness of the proposed method,
Fig. 5 presents the results extracted from Tables II-IV, which
correspond to the allocation of 15 PMUs in the IEEE 118-
bus system with different strategies. It can be observed that
m,, N, and N}, are optimized and significantly larger
when adopting Strategies 1, 2, and 3, respectively. It should
be noted that the results shown in Fig. 5 correspond to the
allocation of less than 50% PMUSs needed to make all mea-
surements PMU-observable. The results presented in this sec-
tion demonstrate that the proposed method is flexible
enough to accommodate various optimization strategies,
which aim to enhance the processing of BD in SCADA-
based estimators. Nevertheless, if available, a hybrid state es-
timator can also benefit from the PHASE and the proposed
method. The hybrid state estimator can conveniently process
only SCADA measurements, therefore playing the role of
the Conv estimator shown in the flowchart of Fig. 1.

100 [ = "obs
90 | = N
~ 80 =N!
S g0l TEC
Py L
on
< b
£ 40!
S
s L
=¥ L
0 1 2 3
Strategy
Fig. 5. Results corresponding to allocation of 15 PMUs in IEEE 118-bus
system.

The computational burden of allocating PMUs with the
three strategies is not a concern. The main reasons are: (1)
the intended application is to be carried out offline in plan-
ning studies of the metering system; 2 the adopted objec-
tive functions are not complex ones, with the configurations
in SCADA-based measurement system and their critical k-tu-
ples known in advance. The tests performed so far indicate
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that the computational time to allocate 20 PMUs in the
IEEE 118-bus system is expected to be no more than 17.5 s.

E. Final Remarks

The sensitivity analysis to the number of PMUs (4, 6, 8,
and 10 for the IEEE 30-bus system, and 5, 10, 15, and 20
for the IEEE 118-bus system) depends on the strategy adopt-
ed in this paper, as shown in Tables II-IV. For instance, with
10 PMUs, all SCADA measurements in the IEEE 30-bus sys-
tem are covered, regardless of strategy adopted. However, al-
locating 20 PMUs in the IEEE 118-bus system results in
Strategy 1 covering 83.52% of SCADA measurements, Strat-
egy 2 covering 72.73%, and Strategy 3 covering 71.02%.
When considering the same allocation strategy, the increase
in SCADA measurement coverage concerning the rise in the
number of PMUs allocated is depicted in Tables II-IV.

PMUs provide direct bus voltage measurements, including
magnitudes and phase angles [7], at much higher sampling
rates (30 to 120 samples per second) than SCADA systems
(1 sample every 2 to 10 s). To synchronize data for hybrid
[38] and PHASE estimators [28], PMU readings are usually
buffered for use in conjunction with SCADA measurements
[39]. Aligning timestamps, resampling, and calibrating
clocks are essential to prevent asynchronism between PMU
and SCADA measurements, which can compromise the pro-
cessing of BD.

PMUs are highly accurate, typically having very low total
vector error (often less than 1%). However, their measure-
ments are not immune to gross errors. Fortunately, bad PMU
measurements are infrequent in well-maintained systems and
typically arise from hardware faults, GPS issues, or commu-
nication errors. Nevertheless, tests showing the aptitude of
PHASE to address gross errors in PMUs have been present-
ed in [28].

The computation time to identify gross errors in SCADA
measurements covered by PHASE comprises the time of run-
ning the Conv and Sync estimators, plus the time to cross-
validate their results. This will depend on the efficiency of
the implemented state estimators. Regarding the tests per-
formed in this paper, the computational time spent in each
step of PHASE to identify gross errors in four SCADA mea-
surements of the IEEE 118-bus system with ten PMUs is:
0.52 s (Conv estimator), 0.12 s (Sync estimator), and 0.02 s
(cross-validation test). The time spent by the Conv estimator
is dominant, as a limited number of PMUs is assumed. No
significant change in Sync estimator is observed when vary-
ing the number of PMUs allocated. Besides, as the Conv
and Sync estimators are independent, they can be executed
in parallel, lowering the total computational time even fur-
ther.

VI. CONCLUSION

This paper presents a method to enhance the processing of
BD in SE, particularly when gross errors occur in SCADA
measurements. The proposed method maximizes the benefits
of the PHASE served by PMUs allocated strategically. As
many utilities employ state estimators that process only SCA-
DA measurements, applying the proposed method is appeal-
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ing.

Different strategies are built to allow block validation of

SCADA measurements, as well as the identification of BD
in critical groups of measurements. Such features are opti-
mized by using an evolutionary algorithm. Tests have been
performed using the IEEE 14-, 30-, and 118-bus systems,
considering the installation of different numbers of PMUs.
The results show that the proposed method could successful-
ly allocate the PMUs to achieve the goals defined in each al-
location strategy, being flexible to accommodate different ob-
jectives.
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