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Abstract——Despite recent progress in solving the state estima‐
tion problem, its real-time performance remains challenged by 
the presence of bad data, increasing computational demands for 
detection and identification. A state estimator uses neighboring 
measurements to estimate the system states, similar to how a 
graph neural network (GNN) refines node embeddings (bus 
states) based on messages from neighboring nodes. This paper 
proposes a GNN-based framework that detects and identifies 
bad data before providing measurements to the state estimator. 
The framework incorporates grid topology, employs node and 
edge features, and exploits correlations of measurement data to 
enhance identification accuracy. Specifically, an edge-condi‐
tioned GNN is developed to transform graph-based features in‐
to categories that detect bad measurements and identify their 
sources. The generated dataset uses historical load profiles and 
includes conventional and synchrophasor measurements to emu‐
late real-life applications. The proposed framework is tested on 
MATPOWER 6-bus and IEEE 14-, 30-, 118-, and 300-bus sys‐
tems. The results demonstrate high accuracy and illustrate 
graph-learning patterns. Thus, operators can take preventive ac‐
tions before the bad measurements propagate through the state 
estimator.

Index Terms——Bad data detection, bad data identification, 
graph neural network, edge-conditioned convolution, machine 
learning, state estimation.

I. INTRODUCTION 

STATE estimation (SE) in power systems is important for 
the reliability, stability, and efficiency of the power grid. 

It is an algorithm that provides real-time operating condi‐
tions by estimating the voltage magnitude and phase angles 
based on noisy measurements and other data [1]. With the in‐
tegration of renewable energy, the state estimator must deliv‐
er faster updates to accommodate the rapid changes under 
grid conditions.

However, the accuracy of SE depends on the quality of 

the measurement data. Bad data detection and identification 
(BDDI) techniques are usually employed to detect, identify, 
and filter bad data measurements, which are erroneous mea‐
surements caused by instrumentation errors or communica‐
tion corruptions due to noise. BDDI techniques can be classi‐
fied as geometric [2], [3] and statistical approaches [4], [5] 
or as post-estimation and pre-estimation BDDI based on 
their position in the SE chain. For post-estimation BDDI, fil‐
tering occurs after SE and may require several calls to the 
state estimator function. In pre-estimation BDDI, filtering 
happens before processing the data by the state estimator 
function.

Extensive work has been reported for post-estimation 
BDDI, using approaches like the χ2-test [1], [4], [6] and re‐
sidual-based methods [2], [7], [8]. Nevertheless, the weight‐
ed least squares (WLS) estimator cannot detect numerous 
gross errors, specifically if they appear in leverage points 
[6]. Also, although the weighted least absolute value 
(WLAV) estimator deals with gross errors, it fails to detect 
them at leverage points [9]. Moreover, post-estimation BDDI 
requires multiple iterations of SE, which increases the com‐
putational demand, making it less suitable for real-time appli‐
cations where quick decision-making is required. For in‐
stance, waiting for SE to detect bad data introduces unneces‐
sary delays with phasor measurement units (PMUs) that pro‐
vide data at high refresh rates (50-60 frames per sec‐
ond) [10].

In contrast, pre-estimation filtering identifies bad data be‐
fore feeding measurements to the state estimator, preventing 
error propagation. This approach analyzes all measurements, 
regardless of whether they belong to leverage points or not, 
and improves the computational efficiency of the state esti‐
mator. However, pre-estimation filtering has received less at‐
tention in the literature. For instance, [10] proposes to pre-fil‐
ter bad data in linear SE using PMUs, while [11] detects bad 
data and topological errors using pre-estimation filtering. 
Other examples include [12] and [13], which use neural net‐
works for early BDDI.

Traditional machine learning algorithms handle Euclidean 
data only and do not integrate power system physics. In 
deep neural networks, each neuron incorporates a nonlinear 
activation function and, together with similar neurons, forms 
a layer that is fully connected with the ones after it and be‐
fore it [14]. This traditional architecture contains redundant 
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parameters and connections, leading to over-parametrization‐
al, which increases memory and computational costs and re‐
duces model interpretability.

On the other hand, physics-informed machine learning ap‐
proaches, particularly graph neural networks (GNNs), are a 
logical alternative for solving power system problems due to 
their graph-structured nature [15], [16]. GNNs demonstrate 
outstanding results for handling non-Euclidean data in fields 
like computer vision, chemistry, and recommendation sys‐
tems [17]. GNNs store graph data as nodes and edges, and 
instead of treating nodes as isolated points, they allow them 
to exchange information with connected neighbors and edges 
through message passing and aggregation [18]. Different ar‐
chitectures, like graph convolutional networks (GCNs) [19], 
graph attention networks (GATs) [20], and edge-conditioned 
convolution (ECC) [21], modify how messages are aggregat‐
ed, making GNNs adequate for tasks like node classification, 
edge prediction, and anomaly detection.

In power systems, GNNs incorporate the grid topology 
and node and edge measurements to solve a regression or 
classification problem. GNNs have been applied to diverse 
problems, including unit commitment [22]- [24], fault detec‐
tion and localization [25], [26], and forecasting applications 
[27]-[29].

This paper presents a GNN-based framework to detect 
and identify bad data before processing them into a state esti‐
mator. Our framework consists of an edge-conditioned GNN 
(EC-GNN) that integrates the power system physics, its 
node and edge measurements, and their correlation to classi‐
fy good and bad data and identify the location of bad data. 
The proposed EC-GNN model is based on the architectural 
design outlined in [21], the message-passing framework in‐
troduced in [30], and the activation function proposed in 
[20], combining the most advantageous elements of these 
foundational architectures. The contributions are outlined as 
follows.

1) A novel EC-GNN model is introduced, where edge and 
node features are concatenated and processed through a 
multi-layer perceptron (MLP), in contrast to existing models 
that rely on edge-to-matrix transformations for node updates, 
e. g., [19]. The proposed model offers more flexibility than 
traditional GCNs, relies on vector concatenation as a mes‐
sage-passing process and a mean aggregation that integrates 
all available features, and prioritizes simplicity and robust‐
ness, making it suitable for large-scale and noisy datasets.

2) A dataset generation process is presented. The dataset 
accounts for class imbalance and includes PMU and supervi‐
sory control and data acquisition (SCADA) measurements 
while implementing an encoding scheme that mitigates the 
imbalance problem.

3) An EC-GNN architecture is developed to improve 
GCN by explicitly incorporating edge features through vec‐
tor concatenation, enabling more expressive message passing 
and enhanced modeling of power system behavior. This ar‐
chitecture avoids the limitations of spectral GCNs such as re‐
liance on eigen decomposition and sensitivity to noise, by 
learning directly from local node and edge features, achiev‐
ing greater robustness and scalability.

4) This paper demonstrates interpretability by integrating 
the t-distributed stochastic neighbor embedding (t-SNE) and 
GNNExplainer to analyze the learned representations and the 
decision-making process of the proposed EC-GNN model. 
The t-SNE visualization reveals that the proposed EC-GNN 
model produces well-separated and structured feature spaces 
aligned with class boundaries, while the GNNExplainer iden‐
tifies the most influential node and edge features contribut‐
ing to each prediction. Together, these tools provide informa‐
tion on the proposed EC-GNN reasoning and confirm that 
the model captures meaningful patterns in high-dimensional 
graph data.

The remainder of this paper is organized as follows. Sec‐
tion II provides the background. Section III introduces the 
proposed EC-GNN model. Section IV details the dataset gen‐
eration process and encoding scheme employed in this pa‐
per. Section V presents the experimental setup and evalua‐
tion framework. Section VI presents and discusses the simu‐
lation results. Finally, Section VII concludes this work.

II. BACKGROUND 

A. AC SE

SE is an algorithm designed to compute the state vector 
of a power grid using noisy measurements and grid data as 
inputs [1]. The relationship between power flows and system 
states, which consist of voltage magnitudes and phase an‐
gles, is nonlinear and can be expressed as:

z = g ( x ) + e (1)

where z = [ z1z2zm ] is a vector of m measurements; x =
[ x1x2xn ] is a vector of n system states; g ( x ) is the 

function that captures the nonlinear dependency of the mea‐
surements on the system states; and e is a vector represent‐
ing the measurement noise that usually follows a Gaussian 
distribution with zero-mean and a covariance matrix R =
diag{ }σ 2

1 σ
2
2 σ 2

m , and σ 2
i  is the variance of measurement 

zi [6].
Measurements are obtained from SCADA systems and 

PMUs deployed throughout the grid. These measurements in‐
clude complex phasor voltages, currents, power injections, 
and power flow measurements.

State variables are determined by solving the WLS optimi‐
zation problem, which minimizes the weighted sum of 
squared residuals, formulated as:

J ( x ) =∑
i = 1

m 1
Rii

( zi - gi( x ) ) 2
(2)

where Rii is the variance of the ith measurement zi; and gi( )x  
is the ith component of g ( )x .

Usually, (2) is solved iteratively using the Gauss-Newton 
method [1], [6]. The objective function guarantees that mea‐
surements with smaller variances, equivalent to higher confi‐
dence, contribute more significantly to the estimation pro‐
cess.

B. BDDI

Bad data are erroneous measurements resulting from er‐
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rors that might occur during data transfer, unexpected inter‐
ference, or malfunctioning measurement devices [6]. BDDI 
techniques are introduced to identify and eliminate such mea‐
surements. Most of these techniques rely on the residual, de‐
fined as the difference between the received measurement 
and its corresponding value as a function of the estimated 
state:

r = z - g ( x̂ ) (3)

where r is the residual vector; and g ( x̂ ) is the predicted 
measurement vector based on the estimated x̂.

The detection criterion is based on the condition  r < τ, 
where τ is a predetermined threshold. If this condition is vio‐
lated, it indicates the presence of at least one erroneous mea‐
surement. The threshold τ is determined using known error 
distributions and statistical testing such as the χ2 test. By us‐
ing the χ2 distribution, τ is selected such that any residual ex‐
ceeding this threshold has a low probability of occurrence 
under normal conditions, thereby identifying the bad mea‐
surement [1].

Moreover, measurement redundancy (m > n) is employed 
to enhance reliability. This redundancy allows state estima‐
tors to detect and filter bad data. Some types of bad data 
such as unrealistically large power flows are detected a prio‐

ri, while other types require a posteriori detection, depending 
on the SE algorithm. For instance, WLS-based SE identifies 
and eliminates bad data after the estimation process, but re‐
quires multiple calls to the estimator function [6].

III. EC-GNN MODEL 

This section first introduces the ECC layer, which is the 
foundation of our model, and then details the proposed EC-
GNN architecture. The proposed EC-GNN model requires 
the adjacency matrix, node features, and edge features as in‐
puts to classify the graph into distinct categories. These cate‐
gories indicate whether the input measurements are good or 
bad data while identifying the location of the bad measure‐
ments. The ECC layer employs message passing and graph 
pooling, inspired by the framework in [30], and incorporates 
the edge attributes into the aggregation process as in [21]. 
The proposed EC-GNN architecture is illustrated in Fig. 1. 
In ECC layers, the orange node indicates the node currently 
being updated, while the orange edges highlight its immedi‐
ate neighbors whose features contribute to the message-pass‐
ing step. The grey edges are the remaining connections in 
the graph that are not involved in that specific local convolu‐
tion.

A. ECC Layer

The message-passing paradigm of a GNN can be naturally 
linked to the flow of information and electric power in pow‐
er grids. A power system can be represented as a graph G, 
defined as G = { }VE  where V is a set of nodes, correspond‐

ing to the buses, with cardinality |V | = n; and E is a set of 
edges, corresponding to transmission lines, with cardinality 
|E | = q. The adjacency matrix AÎRn ´ n, whose entries depict 
the edges between node i and node j, is used to represent the 
graph [18].

Each node iÎV is associated with a feature vector 
hiÎRdnode, where dnode = 2, corresponding to two features per 
node. Therefore, the entire node feature matrix XVÎRn ´ 2 
contains all node features for the graph, which represent the 
evolving estimate of the power system state. In addition, 
each edge (ij ) Î E is associated with an edge feature vector 

eijÎRdedge, where dedge = 2, corresponding to two features per 

edge. Therefore, the entire edge feature matrix XEÎRq ´ 2 
contains all edge features for the graph, which represent cur‐
rent phasors and power flow values.

The ECC layer follows the message-passing paradigm of 
any GNN that works by aggregating information from neigh‐
boring nodes and edges to update the state of each node 
[17]. This closely resembles how measurements propagate in 
a power grid. The general formulation of the updated feature 
of a node i, denoted as h( )k + 1

i , is computed as:

h( )k + 1
i = σ ( Ψ

jÎN ( )i  { }i ( fω(h( )k
i h( )k

j e( )k
ij ) ) ) (4)

where fω( )×  is the message-passing function parametrized by 
learnable weights ω that computes the message from node j 
to node i; Ψ ( )×  aggregates messages from all neighbors and 
the node itself; N (i) is the set of neighbors of node i; k is 
the layer index; and σ ( )×  is a nonlinear activation function. 
The function fω( )×  emulates how PMU and SCADA measure‐

Adjacency matrix
Node features
Edge features

Global
mean

pooling

Inputs

ECC layer 1 ECC layer 2

σ σ

2 fully-connected
layers

Output
classification

fω fω

Aggregating

yi?

Aggregating
… …… …

Fig. 1.　Proposed EC-GNN architecture showing ECC layers followed by fully connected layers.
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ments propagate through the grid and influence neighboring 
buses, while Ψ ( )×  resembles how the state estimator refines 
predictions based on surrounding buses.

Based on the features of the source nodes, destination 
nodes, and the edges, the message from j to i m( )k

i¬ j is com‐

puted as:

m( )k
i¬ j = fω(h( )k

i ‖h( )k
j ‖e( )k

ij ) (5)

where ‖ represents the concatenation. This message-passing 
formula is chosen to be an MLP, parametrized by learnable 
weights ω, following the framework introduced in [30]. The 
proposed EC-GNN architecture modifies the ECC approach 
from [21] by avoiding per-edge weight matrix generation. In‐
stead, it adopts a concatenation-based message function, fol‐
lowing the efficient and expressive design outlined in [30]. 
The concatenation combines the information from the source 
node, destination node, and edge. The MLP approximates 
nonlinear power system equations, learning how different 
variables interact. More specifically, the MLP is a feedfor‐
ward fully connected neural network having two layers with 
the rectified linear unit (ReLU) as an activation function.

Self-loops are added to the graph so that features of node 
i contribute to its update, expressed by:

m( )k
i¬ i = fω(h( )k

i ‖h( )k
i ‖e( )k

ii ) (6)

where e( )k
ii  is initialized as a zero vector. The adjacency ma‐

trix thus becomes A͂ =A + In ´ n, where In ´ n is the identity ma‐
trix of dimensions n ´ n [18]. This step alleviates overfitting 
and guarantees that each node update explicitly depends on 
its initial state and not just neighboring measurements.

Then, the MLP processes this combined information to 
generate a message, which is a transformed feature vector. 
This message is aggregated by computing the mean over all 
neighbors, reducing the impact of noisy measurements by av‐
eraging multiple inputs. Also, the mean aggregation offers a 
computational advantage over the methods proposed in [20] 
and [21]. The aggregation is followed by a nonlinear activa‐
tion function. Thus, (4) can be rewritten as:

h( )k + 1
i = σ ( 1

||N ( )i ∑
jÎN ( )i  { }i

m( )k
i¬ j ) (7)

where σ is chosen to be the LeakyReLU, with a negative co‐
efficient of 0.01. ReLU sets all negative inputs to zero, 
which leads to nodes with zero gradients. LeakyReLU, on 
the other hand, allows small negative values via the 0.01 
slope, ensuring that neurons will not shut down [20]. This is 
especially important for the application of GNN in power 
systems, because the adjacency matrix of large-scale grids is 
inherently sparse.

In this study, edge features are explicitly incorporated into 
the message-passing function. For each edge (ij ), the edge 
feature vector eij is concatenated with the source and destina‐
tion node features, hj and hi, respectively, as shown in (5). 
This combined vector is passed through a shared MLP that 
learns a nonlinear transformation conditioned on all three 
components. Thus, the edge features directly influence the 
message that node j sends to node i. However, in the ECC 
model [21], edge features are passed into a function that gen‐

erates a weight matrix for each edge, which in turn is used 
to linearly transform the neighboring node features. Edge 
features are not concatenated, but instead used to dynamical‐
ly generate transformation weights, which comes at the cost 
of greater computational demands. In the proposed EC-GNN 
model, edge features are integrated into the message-passing 
function following the formulation in [30]. This simplifies 
the architecture of the model while allowing edge features, 
i.e., power flows and currents, to influence the information 
passed between nodes.

B. EC-GNN Architecture

The proposed EC-GNN architecture consists of stacking 
multiple ECC layers followed by fully-connected layers to 
classify graphs based on node and edge features. The model 
requires the node feature matrix, edge feature matrix, and ad‐
jacency matrix as input. First, the input features are passed 
through the initial ECC layer, where the message-passing 
mechanism computes messages by concatenating each 
source node, destination node, and edge attribute and pro‐
cessing them by an MLP, as shown in (5) and (6). Then, 
based on (7), the updated node representations are obtained 
by aggregating the messages and applying the nonlinear Lea‐
kyReLU activation function.

Once ECC layer 1 processes the inputs, ECC layer 2 uses 
the updated features and applies another round of message-
passing and aggregation steps. The output of ECC layer 2 
represents the final node-level features. The updated features 
are then pooled into a single graph feature vector using a 
global mean pooling function, expressed by:

hG =
1
||V ∑iÎVh( )k + 1

i (8)

where hGÎRdgraph is the graph-level representation; and dgraph 
denotes the dimensionality of the learned embedding that 
summarizes the entire graph. Mean pooling is employed, 
rather than the maximum or minimum pooling, because it 
normalizes contributions from all neighbors equally, which is 
especially important when node degrees vary across graphs.

This graph-level embedding is then passed through two 
fully-connected layers. At this point, the graph representation 
hG is still high-dimensional and may contain redundant or 
noisy information. The first fully-connected layer applies a 
linear transformation to reduce the dimensionality and trans‐
form hG into a more structured representation. It is followed 
by a LeakyReLU activation function to introduce nonlineari‐
ty. The second fully-connected layer maps the reduced repre‐
sentation to the output space using a Softmax activation 
function to produce the classification result. The Softmax ac‐
tivation function is embedded in the loss function of the Py‐
Torch library [31] for numerical stability and better gradient 
flow.

Over multiple layers, the proposed EC-GNN model learns 
an implicit representation of the power system states. It clas‐
sifies the input graphs into distinct categories that dictate 
whether the input measurements are good or bad data, while 
identifying the location of the bad measurement. The pro‐
posed EC-GNN architecture exploits node and edge features 
to make informed decisions for graph-based classification.
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One difference between the proposed EC-GNN architec‐
ture and the one presented in [21] lies in the message pass‐
ing: the proposed architecture uses (5) and (6) to concate‐
nate the edge and node features and then passes them 
through the MLP [30]. The study in [21] generates weights 
dynamically for each edge, allowing for more expressive in‐
teractions but adding computational complexity for large 
graphs [17], [32]. It aggregates messages using learned trans‐
formations applied to neighbors’ features, which requires ad‐
ditional parameters and makes training more complex. In 
contrast, the proposed EC-GNN model directly concatenates 
edge and node features and processes them using a single 
MLP, simplifying computation while still capturing edge in‐
formation.

In addition, the GCN presented in [19] is based on spec‐
tral methods that rely on the eigen decomposition of the 
graph Laplacian, which is computationally expensive. It 
treats edges indirectly through adjacency matrix augmenta‐
tion, which is achieved by transforming edges into nodes, in‐
creasing computational complexity. In contrast, the proposed 
EC-GNN model uses explicit node and edge feature concate‐
nation, offering a computationally efficient and scalable ap‐
proach that is better suited to modeling power systems.

IV. DATASET GENERATION PROCESS AND ENCODING 
SCHEME 

A. Dataset Generation Process

Due to data confidentiality, publicly available datasets are 
inaccessible for training the model. To address this limita‐
tion, the measurement data are simulated by solving the AC 
power flow problem for multiple test systems under different 
operating conditions. Historical load curves, which are sam‐
pled at 1-min intervals and vary based on weather conditions 
and load types, are employed to replicate realistic scenarios 
[13]. These load profiles are applied to a MATPOWER 6-
bus demonstrative system and IEEE 14-, 30-, 118-, and 300-
bus systems. The AC power flow equations are solved using 
MATPOWER 7.1 [33].

To synthesize measurement data, a metering configuration 
is applied after the AC power flow equations are solved. 
Specifically, PMUs are placed on odd-indexed nodes, and 
SCADA measurements are placed on even-indexed nodes. 
This approach creates a hybrid metering configuration that 
mirrors redundant measurement availability in realistic sce‐
narios where PMUs and SCADA systems coexist. Also, the 
proposed EC-GNN model is not dependent on this specific 
setup and generalizes to other sensor placements.

Then, Gaussian noise with zero mean is introduced to 
mimic measurement uncertainty. The measurement standard 
deviations are shown in Table I. These values are based on 
established standards and literature to ensure realism in the 
simulated measurements. In particular, for PMU measure‐
ments, the voltage magnitude error of 0.5% and phase angle 
error of 0.1° align with the performance requirements speci‐
fied in IEEE/IEC 60255-118-1:2018 standard [34], which re‐
quires a total vector error of less than 1% under steady-state 
conditions. For SCADA measurements, the assumed stan‐

dard deviations of 2% for both power injection and flow 
measurements are consistent with the typical error ranges re‐
ported in industry practices and previous studies [35] - [37], 
which analyzed realistic noise and measurement corruption 
in power system metering devices. This design ensures that, 
despite being synthetic, the dataset retains strong practical 
relevance, supporting the generalizability of the proposed 
method to real-world settings. Next, the data are shuffled to 
eliminate seasonality and ensure that the training process is 
not biased toward temporal patterns.

In addition, rather than normalizing the data, we convert 
the power, voltages, and currents to per-unit (p. u.) values 
and use the sine of the angles. The goal is to standardize the 
data relative to the system base values. Using per-unit values 
avoids dependence on dataset-specific statistics and prevents 
data leakage. Since the task is BDDI, where bad measure‐
ments manifest as outliers, normalization or standardization 
are deliberately avoided because they compress or hide these 
anomalies. Statistical normalization is skewed by outliers, 
which can shift or compress them, reducing the model sensi‐
tivity to the types of deviations that we aim to detect. The 
per-unit system, in contrast, scales based on fixed physical 
bases rather than dynamic dataset statistics, allowing anoma‐
lies to stand out in the input data.

While voltage values are typically close to 1 p.u., power 
and current values can vary over wider ranges depending on 
loading conditions and system configuration. Rather than 
treating these variations as a problem, the proposed EC-
GNN model is designed to exploit them. Each feature plays 
a different role in the graph structure. Voltages are used as 
node features, whereas power flows and currents are used as 
edge features. This representation keeps relative relationships 
intact while mitigating the impact of extreme scale dispari‐
ties.

Most importantly, when deployed in the real world, the 
model is expected to operate on a single row of real-time 
measurements. In such scenarios, there is no access to the 
full dataset to compute global means, variances, or scaling 
factors, making statistical normalization infeasible and incon‐
sistent with how the model would be used operationally. In 
contrast, the per-unit system requires only fixed base values, 
which are known a priori and remain constant.

B. Dataset Encoding Scheme

Each pair of measurements in the dataset is assigned a bi‐
nary label of 1 as a first step. To simulate the presence of 
bad data, additional noise is introduced into specific features 

TABLE I
MEASUREMENT STANDARD DEVIATIONS AND PERTURBATION FACTOR FOR 

DATASET GENERATION PROCESS

System

SCADA

PMU

Measurement

Power injection

Power flow

Voltage

Current

Phase angle

Standard deviation

2%

2%

0.5%

0.5%

0.1°

Perturbation factor (%)

±50

±50

±30

±70

±30
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by applying predefined perturbation factor, as shown in Ta‐
ble I. These perturbation factors randomly select one pair of 
correlated measurements, e.g., active and reactive power at a 
node, and corrupt both measurements together to emulate re‐
alistic bad data scenarios. This corruption is applied at the 
underlying raw signal level such as voltage, current, or 
phase angle, causing both derived quantities (Pi and Qi) to 
be simultaneously affected. Specifically, a perturbation factor 
(e. g., ±50%) and additive Gaussian noise are used to emu‐
late realistic variability. The label for this pair is then 
changed from 1 (good data) to 0 (bad data), marking the 
presence of bad measurements. For each measurement type, 
5000 instances are selected to be corrupted.

The rationale for corrupting a pair of measurements is 
based on the inherent correlation between measurements 
[38]. For example, active power Pi and reactive power Qi at 
a given node i are correlated rather than independent. These 
power values are not measured directly but are derived from 
raw measurements, i. e., voltage magnitude, current magni‐
tude, and phase angle. Consequently, errors originating in 
these fundamental measurements propagate into the comput‐
ed active and reactive power values, introducing statistical 
correlations among measurement errors [38].

While grouping correlated measurements such as Pi and 
Qi is based on their shared physical origin, there are still 
some theoretical risks worth noting. For example, if only 
one output is affected by communication errors, jointly label‐
ing both measurements as bad data could also reduce inter‐
pretability by not pinpointing the exact faulty measurement. 
However, these risks are mitigated because all corrupted 
measurements are introduced at the raw voltage/current sig‐
nal level, ensuring that both Pi and Qi are affected together 
in a physically consistent way [38].

Given this correlation, treating Pi and Qi as a single label 
is both physically meaningful and computationally efficient. 
If an error occurs in Pi or Qi, the root cause is associated 
with the shared measurement unit at node i. Thus, the label‐
ing is simplified, reducing redundancy while preserving criti‐
cal information about measurement integrity. In addition, 
this approach lowers the volume of data required to train the 
proposed EC-GNN model, halving the number of output la‐
bels. This accelerates the training and testing of the pro‐
posed EC-GNN model, improving its scalability and making 
it more efficient for larger-scale power grids.

C. Demonstration Example

For the MATPOWER 6-bus system, we generate 1051200 
data instances (2 years  ́ 365 days/year  ́ 24 hours/day  ́ 60  
data instances/hour). Figure 2 shows the measurement distri‐
bution for the MATPOWER 6-bus system. We note that zero-
indexing is used to be consistent with graph theory conven‐
tions. There are 12 node features: active and reactive power 
injection measurements at nodes 0, 2, and 4, represented by 
P0, Q0, P2, Q2, and P4, Q4, and voltage magnitude and angle 
measurements at nodes 1, 3, and 5, represented by V1, θ1, 
V3, θ3, and V5, θ5. There are also 22 edge features: active 

and reactive power flow measurements from nodes 0 to 4 
and 2 to 4, represented by P04, Q04, and P24, Q24, and branch 
current magnitude and angle measurements, represented by 
Iij and ϕ ij. This results in 12 + 22 = 34 total input features.

As mentioned earlier, 5000 data points per measurement 
type are corrupted. For the MATPOWER 6-bus system, this 
results in 5000 ´ 34 = 170000 bad data points. This is equiva‐
lent to 0.48% of the data being bad data (label 0) and 
99.52% of the data being good (label 1). Using this binary 
encoding technique results in a largely imbalanced dataset, 
leading to bias in the training and testing of the GNN.

To overcome this challenge, the dataset is encoded differ‐
ently. That is, labels are encoded for multi-label classifica‐
tion, as shown in Table II. In this encoding scheme:

1) Each feature (node or edge) is represented as a binary 
value, where 1 indicates that the measurement is good; and 
0 indicates that the measurement is bad.

2) Multiple features define a specific class, making it a 
multi-label classification problem. The Class column in Ta‐
ble II is a label that corresponds to a combination of binary 
feature states.

This results in 16.18% bad data and 83.82% good data. In 
other words, there are 18 output classes, encoded as digits 
ranging from 0 to 17, where the digit 0 means that all the 
measurements are good, and the digits from 1 to 17 repre‐
sent the presence of one bad measurement and its location. 
For example, class 2 indicates that either V1 or θ1 is bad, 
i.e. once flagged, the operator should inspect the measure‐
ment at node 1 to diagnose and fix the problem.

D. Principal Component Analysis (PCA)

PCA is employed to reduce the dimensionality of measure‐
ment pairs, accelerating the training process. PCA is a statis‐
tical method that transforms the data into a lower-dimension‐
al space based on covariance. The first step is to standardize 
the dataset, compute a covariance matrix that measures the 
relationships between features, and calculate its eigenvectors 
and eigenvalues. The eigenvectors represent the directions 
(principal components) along which the data vary the most, 
and the eigenvalues represent the amount of variance ex‐
plained by each eigenvector [14].

1

0

3

4

5

2

Power injection measurement
Power flow measurement
Phasor measurement unit

Fig. 2.　Measurement distribution of MATPOWER 6-bus system.
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In this paper, PCA is applied to physically meaningful 
pairs of electrical quantities, i.e., (PiQi ) or (Viθi ) for node 

features, and (PijQij ) or ( Iijϕ ij ) for edge features. Each 

measurement pair is reduced to a principal component that 
captures the variance within each pair while discarding less 
relevant information. This reduction exploits the strong corre‐
lation often found in power system measurements due to un‐
derlying physical laws (Kirchhoff’s and Ohm’s laws).

For the MATPOWER 6-bus system, PCA is applied on 
each pair of input features. This results in 6 node features 
and 11 edge features, rather than 12 and 22, respectively. 
Meanwhile, the outputs and other hyperparameters remain 
unchanged.

The upstream effect of applying PCA is a transformation 
of original feature vectors into a new orthogonal basis where 
each axis (principal component) captures the maximum vari‐
ance. Also, by compressing input features, it suppresses 
noise and redundancy without discarding relevant informa‐
tion. Although these principal components do not correspond 
to physically interpretable quantities, they preserve the over‐
all variance and structure of the data. As a result, the pro‐
posed EC-GNN model continues to receive sufficient dis‐
criminatory information while operating in a compact feature 
space. Importantly, since PCA is applied consistently across 
all training and test data, the statistical relationships between 
samples are preserved throughout the pipeline. Overall, PCA 
minimizes the dataset dimensionality without sacrificing es‐
sential information. This method improves computational ef‐
ficiency, reduces noise sensitivity, and enhances the scalabili‐
ty of the proposed EC-GNN model.

V. EXPERIMENTAL SETUP AND EVALUATION FRAMEWORK 

This section outlines the pipeline to train the proposed EC-
GNN model. Standard performance metrics are then present‐
ed, followed by the interpretability methods used to interpret 
the model predictions. Finally, the robustness of the model is 
evaluated under dynamic grid conditions through systematic 
topological perturbations.

A. Training Pipeline of Proposed EC-GNN Model

To train the proposed EC-GNN model, the dataset, gener‐
ated in Section IV, is split into 80% allocated for training 
the proposed EC-GNN model and 20% for testing it. From 
the training dataset, 20% is allocated as a validation dataset. 
This validation dataset prevents overfitting during the train‐
ing phase and helps monitor the model performance on un‐
seen data [14].

Grid search is performed over key hyperparameters, ex‐
ploring architectures with 2 and 3 hidden ECC layers and 
neuron counts of 32, 64, 128, and 256, respectively. This 
configuration is selected because GNNs with more than 3 
layers lead to over-smoothing, which reduces their ability to 
capture meaningful features [39]. Therefore, the proposed 
EC-GNN model is built using 2 hidden ECC layers, while 
the number of neurons depends on the grid size. This selec‐
tion balances model complexity and performance.

The training process spans 100 epochs and employs the 
Adam optimizer with a learning rate of 0.001. Categorical 
cross-entropy is used as the loss function. During each ep‐
och, training is conducted in mini-batches, where the model 
generates predictions ŷ based on the current parameters. The 
loss is computed by comparing the predictions with the actu‐
al labels, followed by gradient calculation through backprop‐
agation. The optimizer then updates the model parameters to 
minimize the loss.

B. Performance Metrics

To evaluate the performance of the proposed EC-GNN 
model, typical evaluation metrics are employed. The testing 
accuracy is examined to check the performance of the pro‐
posed EC-GNN model on previously unseen data, ex‐
pressed by:

Accuracy =
TP + TN

TP + TN +FP +FN
(9)

where TP, TN, FP, and FN denote true positive, true nega‐
tive, false positive, and false negative, respectively. Further‐
more, the F1 score is calculated, defined as:

F1 =
2TP

2TP +FP +FN
(10)

The confusion matrix is also evaluated, which summarizes 
the prediction results by comparing the true values with the 
predicted values.

In addition, the Matthews correlation coefficient (MCC) is 
computed. The MCC considers true and false positives and 
negatives, providing a balanced measure even when the 
classes are imbalanced [40], which is the case of the dataset.

C. Interpretability

To interpret the learned behavior of the trained EC-GNN 

TABLE II
LABEL ENCODING FOR NODE AND EDGE FEATURES OF 

MATPOWER 6-BUS SYSTEM

Feature

Node feature

Edge feature

Data affected

None

P0Q0

V1θ1

P2Q2

V3θ3

P4Q4

V5θ5

I10ϕ10

I30ϕ30

P04Q04

I12ϕ12

I13ϕ13

I14ϕ14

I15ϕ15

P24Q24

I52ϕ52

I34ϕ34

I54ϕ54

Class

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

Implication

All data are good

P0 or Q0 is bad

V1 or θ1 is bad

P2 or Q2 is bad

V3 or θ3 is bad

P4 or Q4 is bad

V5 or θ5 is bad

I10 or ϕ10 is bad

I30 or ϕ30 is bad

P04 or Q04 is bad

I12 or ϕ12 is bad

I13 or ϕ13 is bad

I14 or ϕ14 is bad

I15 or ϕ15 is bad

P24 or Q24 is bad

I52 or ϕ52 is bad

I34 or ϕ34 is bad

I54 or ϕ54 is bad
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model, GNNExplainer is implemented to provide post-hoc 
explanations. GNNExplainer is a model-agnostic method 
that identifies the most influential edge and node features 
that contribute to predictions [41]. The method learns a 
mask over the input graph that highlights the substructure 
most relevant to the model decision. The explanation is de‐
fined as an optimization problem that seeks a subgraph GS 
and a subset of features XS, which maximally preserves the 
model predictive power. Specifically, GNNExplainer maxi‐
mizes the mutual information (MI) between the model pre‐
dictions Y and the candidate explanation (GSXS ), expressed 
as:

max
GS

MI (Y(GSXS ) ) =H (Y ) -H (Y|G =GSX =XS ) (11)

where H ( )×  denotes the information entropy.
Although GNNExplainer is originally designed only for 

graphs with node features, its use in this study is extended 
to simulate a node mask and an edge mask, allowing the in‐
terpretation of edge and node features on model predictions. 
For evaluation, the pre-trained EC-GNN model is tested us‐
ing 20000 random graph samples from the testing dataset. 
For each of the 20000 graphs, an explanation instance is gen‐
erated. Then, the node feature masks are extracted directly 
from the output of the explainer and averaged over all in‐
stances to obtain global importance scores across the node 
features. Similarly, edge feature importance is computed by 
combining the learned edge-level mask with the correspond‐
ing edge attributes and averaging over all instances to obtain 
global scores for the edge features. The resulting importance 
scores are normalized to the [01] range.

Moreover, t-SNE is employed to visualize the dataset be‐
fore and after the training phase. The t-SNE is a well-known 
dimensionality reduction algorithm for visualizing high-di‐
mensional data. It minimizes the Kullback-Leibler diver‐
gence between the distributions in high- and low-dimension‐
al spaces through gradient descent. The t-SNE helps uncover 
complex data structures and identify relationships within the 
data. Moreover, it aids in visually distinguishing different 
classes by clustering them in the reduced-dimensional 
space [42].

D. Structural Robustness Testing via Topological Perturba‐
tions

GNNs learn representations that preserve similarity across 
structurally related graphs. As a result, they can generalize 
well under small topological perturbations such as minor 
edge additions or deletions. This robustness is facilitated by 
their message-passing structure and embedding-based design, 
which inherently maps similar graph structures to similar la‐
tent spaces [43], [44].

To evaluate the robustness of the proposed EC-GNN mod‐
el to dynamic grid topologies, the trained EC-GNN model is 
tested under topological perturbations that simulate practical 
conditions. Specifically, the grid is modified by adding 1 to 
5 new edges to emulate grid reconfiguration due to fault res‐
toration, topology extensions, or line switching. For each 
test graph, k edges are randomly generated, where 
kÎ { }12345 , such that the new edges do not exist in the 

original topology. Each new edge is assigned a randomly 
sampled edge feature vector with the same dimensionality as 
the original edge feature. The rest of the edges, nodes, and 
their features remain unchanged. The model is evaluated us‐
ing the modified structure over 10 independent trials for 
each value of k, where a different set of edges is randomly 
added. The trials are tested on the trained EC-GNN model 
(without retaining it on the new data), and the accuracy, F1 
score, and MCC are reported and compared against the origi‐
nal metrics.

In addition, to simulate line outages and disconnections 
due to faults, maintenance, or sensor or communication link 
failures, an analogous experiment is conducted where 1 to 5 
randomly selected edges are removed from each graph. For 
each value of kÎ { }12345 , random k edges and their cor‐
responding features are removed from the grid. The remain‐
ing edge and node features are left intact. The EC-GNN 
model is also evaluated for 10 independent trials, and the 
same performance metrics are computed and averaged after 
each trial to report the mean.

Both perturbation strategies assist in analyzing the topolog‐
ical robustness of the proposed EC-GNN model. They also 
help to evaluate its ability to generalize under dynamic grid 
conditions, measure its sensitivity to topological precision, 
and quantify the trade-off between structural fidelity and pre‐
dictive reliability.

VI. RESULTS AND DISCUSSION 

This section presents the simulation results and discusses 
them. Simulations were conducted using MATPOWER 7.1 
[33], running on MATLAB R2023b, for creating the dataset 
and Python for building the GNN. Libraries like PyTorch 
[31] and PyTorch Geometric [45] were used to develop and 
evaluate the GNN. Simulation is performed on a high-perfor‐
mance computing cluster, equipped with two NVIDIA Tesla 
V100-PCIe GPUs, with 32 GB of memory each, an 8-core 
AMD CPU, and 128 GB of RAM.

A. MATPOWER 6-bus System

For the MATPOWER 6-bus system, the node and edge 
features are fed into the proposed EC-GNN model with 2 
hidden layers, each having 64 neurons. Each node has 2 fea‐
tures, and each edge has 2 features. The measurement distri‐
bution and the labels are explained in Section IV-C and 
shown in Fig. 2 and Table II. The MATPOWER 6-bus sys‐
tem is transformed into a graph using the following adjacen‐
cy matrix:
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1 1 1 1 1 1
0 1 1 0 1 1

(12)

After training, the proposed EC-GNN model is tested on 
unseen data (the testing dataset), and the testing accuracy is 
99.81% with an F1 score of 0.9981 and an MCC of 0.9933, 
as shown in Table III. The high accuracy indicates that the 
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proposed EC-GNN model generalizes well to new data and 
is robust to measurement noise, making it reliable for real-
world applications. Furthermore, the high F1 score confirms 
that the model identifies erroneous measurements while mini‐
mizing false alarms (FPs) and missed detections (FNs). The 
high MCC indicates a strong correlation between the predict‐
ed and actual classifications and shows that the model is not 
biased toward the majority class. That is, the proposed EC-
GNN model is learning from minority class instances despite 
the imbalanced dataset. This is noteworthy as MCC is a 
more expressive metric in such cases than accuracy alone.

Moreover, the deployment time of the proposed EC-GNN 
model is evaluated. After training the EC-GNN model, the 
inference process is repeated 100 times to ensure that the in‐
ference time measurement is stable and not affected by outli‐
ers or initialization overhead. The average inference time for 
one data instance is 1.8257 ms, as presented in Table III. 
This low latency is suitable for real-time inference, especial‐
ly when measurements are updated every few milliseconds. 
This also contrasts with traditional BDDI techniques that re‐
ly on multiple iterations, introducing significant delays when 
identifying bad data.

To gain insights into the decision-making process of the 
proposed EC-GNN model, GNNExplainer is applied to the 
trained model over 20000 test graph instances of the MAT‐
POWER 6-bus system. The aim is to quantify the relative 
contribution of each node and edge feature to the model clas‐
sification outcomes. The average importance scores are visu‐
alized in Supplementary Material A Figs. SA1 and SA2 for 
node and edge features, respectively.

As shown in Supplementary Material A Fig. SA1, the 
node features with the highest importance scores are Q2, P0, 
and Q0 with scores of 0.543, 0.538, and 0.531, respectively. 
The edge-level importance scores, shown in Supplementary 
Material A Fig. SA2, reveal a similar non-uniform contribu‐
tion across features. The most influential edge features are 
Q24, I13, and I54 with scores of 0.430, 0.375, and 0.370, re‐
spectively.

These importance scores offer an additional layer of inter‐
pretability, illustrating how the proposed EC-GNN model in‐
ternally differentiates between normal and anomalous mea‐
surements. The results reinforce the ability to uncover hid‐
den dependencies among network topology, feature space, 
and classification output. This is a step toward more interpre‐
table and trustworthy graph-based models for power systems.

To further analyze the results, we visualize the data before 

and after training the proposed EC-GNN model using t-
SNE, as presented in Supplementary Material A Figs. SA3 
and SA4. Only two classes are visualized for clarity. The t-
SNE  reduces the 18-dimensional output space into a 2D rep‐
resentation, helping to inspect the model behavior. The pre-
training data, presented in Supplementary Material A Fig. 
SA3, show that the class labels are highly interspersed. 
Class 0 (blue), representing good measurements, dominates 
the plot and is randomly mixed with other classes (1-17). 
This implies that the initial feature space lacks a meaningful 
structure for classification.

After training, the data distribution undergoes a significant 
transformation. The data points form a well-clustered feature 
space, with class 0 being a compact and distinct region, as 
shown in Supplementary Material A Fig. SA4. Also, class 0 
still dominates the plot, confirming that the power system 
operates mostly under normal conditions, and bad data occur‐
rence is rare. In addition, classes 1-17, representing bad da‐
ta, are separated, demonstrating that the model has learned 
discriminative features that capture the underlying patterns 
in the data, enabling accurate classification. Few misclassi‐
fied points overlap between clusters, but their limited pres‐
ence suggests strong generalization rather than overfitting.

In addition, the confusion matrix is visualized in Supple‐
mentary Material A Fig. SA5. The rows represent the actual 
(true) classes, while the columns represent the predicted 
classes. Each cell (ij ) contains the number of instances 
where the true class is i but predicted as j. The diagonal en‐
tries with i = j represent correct classifications, i.e., where the 
predicted class matches the true class.

In the matrix, most data instances are on the diagonal, 
confirming that the proposed EC-GNN model accurately 
classifies good measurements (class 0) and bad data (classes 
1-17). The large values in the diagonal elements also demon‐
strate strong generalization across all classes, reinforcing the 
quantitative metrics (accuracy, F1 score, and MCC). More‐
over, few misclassifications exist, corresponding to border‐
line cases where bad measurements exhibit slight deviations 
that resemble good data. These findings also align with the t-
SNE visualization, where certain bad data points lie close to 
the boundary of good data. Together, these visualizations pro‐
vide a granular view of the model performance, supporting it 
as a robust and reliable solution for early BDDI in power 
grids.

B. Benchmarking Proposed EC-GNN Model Against Estab‐
lished GNN Models

To compare the proposed EC-GNN model with state-of-
the-art GNN models, GCN, GAT, and ECC models were im‐
plemented on the MATPOWER 6-bus system, following the 
algorithms presented in [19]-[21], respectively. 

As summarized in Table IV, the proposed EC-GNN model 
achieves the highest accuracy, outperforming GCN, GAT, 
and ECC models. Unlike GCN model, which relies on Lapla‐
cian eigen decomposition, making it computationally expen‐
sive and sensitive to noise, the proposed EC-GNN model 
avoids spectral operations and directly incorporates edge fea‐
tures with node features, making it computationally efficient 

TABLE III
EVALUATION METRICS FOR MATPOWER 6-BUS SYSTEM

Metric

Number of neurons per layer

Accuracy (%)

F1 score

MCC

Time (ms)

Value

Full dataset

64

99.81

0.9981

0.9933

1.8257

With PCA

64

98.95

0.9891

0.9642

1.7127
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and more robust to noise and topological perturbations. Al‐
though GAT model improves on GCN model through an at‐
tention mechanism, it does not incorporate edge features and 
requires high computational resources. Furthermore, ECC 
model incorporates edge features into the message-passing 
process through dynamically generated filters, increasing 
computational cost. For the MATPOWER 6-bus system, 
MLP of the ECC model outputs a 64 ´ 64 matrix, during 
message passing, resulting in 4096 parameters per feature. In 

contrast, the proposed EC-GNN model directly concatenates 
edge features with node features through a shared MLP that 
outputs a 64-dimensional vector, avoiding the need for large 
matrices and their multiplications. Thus, despite similar accu‐
racies, the proposed EC-GNN model requires significantly 
less training time (252 min) than ECC model (373 min), 
highlighting its computational efficiency and suitability for 
real-time or large-scale deployment.

C. Other Test Systems

To evaluate the scalability of the proposed EC-GNN mod‐
el, it is tested on larger power systems. For the IEEE 14-bus 
system, which has 14 nodes and 20 edges, 5000 data points 
per measurement type are corrupted, resulting in 5000 ´ 68 =

340000 bad data points (0.48% of the dataset). After apply‐
ing the encoding scheme, the dataset has 32.34% bad data 
and 67.66% good data. The accuracy, F1 score, and MCC 
are 98.27%, 0.9777, and 0.9668, respectively, as detailed in 
Table V.

For the IEEE 30-, 118-, and 300-bus systems, the datasets 
are scaled to 2.1, 8.4, and 21 million data instances, respec‐
tively, to maintain a similar data imbalance. After encoding, 
the datasets contain 33.77% bad data for the IEEE 30-bus 
system, 36.15% bad data for the IEEE 118-bus system, and 
33.82% bad data for the IEEE 300-bus system. The perfor‐
mance metrics and inference time for the full dataset are pro‐
vided in Table V.

Notably, even for the IEEE 300-bus system, the inference 
time remains remarkably low at 2.7017 ms. This demon‐
strates the robustness and efficiency of the proposed EC-
GNN model, even when handling more complex networks. 
It also highlights the scalability of the proposed EC-GNN 
model, making it a feasible solution for real-time applica‐
tions regardless of grid size. This ensures that the proposed 
EC-GNN model can be integrated into power grids, support‐

ing real-time monitoring, control, and decision-making.

D. Effect of PCA

The application of PCA yields a 50% reduction in the 
number of input features. Despite this dimensionality reduc‐
tion, the proposed EC-GNN model maintains high perfor‐
mance across all test systems. For example, for the MAT‐
POWER 6-bus system, the proposed EC-GNN model 
achieves an accuracy of 98.95%, an F1 score of 0.9891, and 
an MCC of 0.9642, compared to 99.81%, 0.9981, and 
0.9933 without PCA, as summarized in Table III. For larger-
scale test systems, the performance metrics of the reduced 
dataset are comparable with the ones for the full dataset, as 
demonstrated in Table V. This small drop in performance is 
acceptable given the considerable gains in efficiency.

One of the clearest advantages of PCA preprocessing is 

TABLE IV
PERFORMANCE COMPARISON ACROSS DIFFERENT MODELS

Model

GCN* [19]

GAT* [20]

ECC [21]

Proposed EC-GNN

Message passing

Spectral-based

Attention on node pairs

Edge-conditioned matrix

MLP on [ xixjeij ]

Training time 
(min)

269

243

373

252

Accuracy (%)

87.46

87.55

98.15

99.81

Robustness

Limited robustness due to spectral methods

Sensitive to noise, as attention scores might overfit to noisy neighbors

Moderately robust; performance depends on quality of edge features 
and learned filters

High robustness due to direct feature integration and avoidance of 
learned filters

Note: Items marked with * do not handle edge features.

TABLE V
PERFORMANCE METRICS FOR LARGER-SCALE POWER SYSTEMS

System

IEEE 14-bus

IEEE 30-bus

IEEE 118-bus

IEEE 300-bus

Data processing method

Full dataset

With PCA

Full dataset

With PCA

Full dataset

With PCA

Full dataset

With PCA

Number of neurons per layer

 64

 64

128

128

128

128

128

128

Accuracy (%)

98.27

95.56

96.94

93.21

96.83

94.11

96.51

94.02

F1 score

0.9777

0.9476

0.9576

0.9151

0.9607

0.9203

0.9570

0.9355

MCC

0.9668

0.9335

0.9448

0.9061

0.9672

0.9381

0.9484

0.9388

Time (ms)

2.1982

1.9761

2.4228

2.1078

2.4861

1.8801

2.7017

1.9281
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shorter training time and lower computational load. Reduc‐
ing input dimensionality translates into reducing memory 
consumption during training and inference, which is an ad‐
vantage in embedded or edge-computing environments. The 
ability of the proposed EC-GNN model to operate effective‐
ly even with compressed inputs proves that it does not over‐
ly depend on high-dimensional data. Furthermore, PCA re‐
duces training time by 35%-40%, with larger reductions for 
more complex grids. This makes the method scalable and 
suitable for large-scale power systems with limited computa‐
tional resources. In addition, by projecting the data onto prin‐
cipal components, PCA reducts the noise and low-variance 
fluctuations, which may otherwise hinder the model’s robust‐
ness and generalization.

PCA operates in an unsupervised manner and does not re‐
quire label information, making it compatible with various 
preprocessing stages. Moreover, as measurement pairs in 
power systems are often highly correlated due to the physics 
of power flow, this form of dimensionality reduction is phys‐
ically meaningful and does not discard critical information. 
Overall, PCA improves scalability and enhances the practi‐
cality of deploying the proposed EC-GNN model in real-
world systems, offering a trade-off between input complexity 
and computational efficiency without sacrificing classifica‐
tion performance.

E. Performance Under Topological Perturbations

To assess the structural robustness of the proposed EC-
GNN model, two experiments are conducted to modify the 
topology of the IEEE 118-bus system, as explained in Sec‐
tion V-D. The proposed EC-GNN model is trained on the 
original IEEE 118-bus topology and then evaluated on modi‐
fied versions to assess generalization. In the first experiment, 
edges are added incrementally to the graph, while in the sec‐
ond experiment, edges are removed to simulate line outages 
or sensor failures. The accuracy, F1 score, and MCC are av‐
eraged across 10 independent trials for each perturbation lev‐
el, ranging from 1 to 5 modified edges. The results are sum‐
marized in Table VI.

TABLE VI
 PERFORMANCE OF PROPOSED EC-GNN MODEL UNDER EDGE 

PERTURBATIONS IN IEEE 118-BUS SYSTEM

Scenario

Baseline

Adding edges

Removing edges

Number of
modified edges

0

1

2

3

4

5

1

2

3

4

5

Accuracy(%)

96.83

95.97

95.06

94.16

93.28

92.40

96.42

95.96

95.50

95.05

94.59

F1 Score

0.9607

0.9520

0.9430

0.9343

0.9258

0.9174

0.9565

0.9519

0.9473

0.9429

0.9383

MCC

0.9672

0.9581

0.9486

0.9392

0.9299

0.9208

0.9628

0.9580

0.9531

0.9485

0.9436

As a baseline, the model achieves an accuracy of 96.83%, 

an F1 score of 0.9607, and an MCC of 0.9672 when tested 
on the original topology. After the addition of new edges, 
the proposed EC-GNN model demonstrates graceful degrada‐
tion. Specifically, the accuracy decreases gradually from 
95.97% with one added edge to 92.40% with five added edg‐
es. Similar declines are observed in the F1 score (from 
0.9520 to 0.9174) and MCC (from 0.9581 to 0.9208).

In contrast, edge removal tests simulate the impact of 
missing data due to faults, sensor loss, or intentional discon‐
nection. The proposed EC-GNN model presents higher resil‐
ience to edge removals than to edge additions. For example, 
the accuracy with one removed edge (96.42%) remains very 
close to the baseline, and even with five removed edges, the 
proposed EC-GNN model retains an accuracy of 94.59%, an 
F1 score of 0.9383, and an MCC of 0.9436. This gradual re‐
duction indicates that the proposed EC-GNN model is not 
overfitting to a fixed topology and does not excessively rely 
on a small set of edges. Moreover, the proposed EC-GNN 
model has learned structural patterns that are meaningful 
even with minor dynamic behavior, due to redundancy in the 
message-passing mechanism.

These findings confirm that the proposed EC-GNN model 
is inherently robust to minor topological perturbations. It al‐
so generalizes well under moderate structural uncertainty, 
making it a suitable solution for real-time and fault-tolerant 
applications in power systems with evolving or partially 
known topologies.

F. Comparative Evaluation of EC-GNN-based BDDI Method 
with Other BDDI Methods

The approach in [10] uses a discrete Kalman filter (DKF) 
for bad data detection and filtering in PMU-based linear 
state estimators. The approach applies dynamic thresholds 
based on statistical confidence intervals to identify anoma‐
lies. These are then classified as either bad data or system 
dynamics (e. g., faults) using spatial correlation heuristics 
across neighboring PMUs. However, it has three limitations. 
First, it depends on the manual tuning of statistical thresh‐
olds and parameters, which are sensitive to noisy conditions, 
whereas the proposed EC-GNN model is trained end-to-end 
without manual calibrations. Second, in contrast to the itera‐
tive nature and physical assumptions of DKF-based filtering, 
the proposed EC-GNN-based method achieves faster and 
more accurate identification without requiring a detailed 
physical model. Third, the DKF method lacks quantified per‐
formance metrics such as F1 score or MCC, making it diffi‐
cult to evaluate generalization and robustness.

The approach in [11] utilizes a Kalman filter with a ran‐
dom walk process model to filter out bad data and detect to‐
pology errors in wide-area PMU-based systems prior to SE. 
However, the approach often misclassifies slow or subtle sys‐
tem dynamics as bad data, especially during post-contingen‐
cy transients. Additionally, although the approach in [11] de‐
tects bad data, it does not identify the specific erroneous 
measurement, unlike the proposed EC-GNN-based method.

VII. CONCLUSION 

A GNN-based framework is proposed in this paper, which 
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consists of an EC-GNN model to identify bad data in power 
system measurements before SE. The proposed framework 
shifts the computational burden to an offline stage, enabling 
real-time deployment with minimal latency. Given the rare 
occurrence of bad data in power systems, the generated data‐
set reflects this imbalance. It is encoded using a multi-label 
encoding scheme to overcome the imbalance problem by ex‐
ploiting the correlations of measurement data. Furthermore, 
the proposed EC-GNN model uses grid topology and node 
and edge features to accurately classify good and bad data 
by integrating the message passing and aggregation para‐
digms. Both functions are computationally efficient and re‐
duce sensitivity to noise and outliers. Analyzing different per‐
formance metrics, the proposed framework demonstrates that 
integrating node and edge features leads to highly accurate 
graph-based learning, achieving real-time anomaly identifica‐
tion with minimal false alarms. Importantly, the proposed 
EC-GNN model demonstrates robustness to small variations 
in grid topology, maintaining high classification performance 
under edge additions and removals. GNNExplainer and t-
SNE are also implemented to interpret and visualize the 
learning of the model. These methods offer insights into 
how the model differentiates between normal and bad mea‐
surements and act as a step toward more interpretable and 
trustworthy graph-based models for power systems. 

Future research aims to explore dynamic GNN architec‐
tures such as those presented in [46] and [47], which are ex‐
plicitly designed to adapt to evolving grid structures and cap‐
ture time-varying topological behavior.
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