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Abstract—With the rapid integration of communication and
information technology into substations, the risk of cyber at-
tacks has significantly increased. Attackers may infiltrate sub-
station networks, manipulate switches, and disrupt power lines,
potentially causing severe damage to the power system. To mini-
mize such risks, this paper proposes a three-layer defender-at-
tacker-defender (DAD) model for optimally allocating limited
defensive resources to substations. To model the uncertainty sur-
rounding the knowledge of defender of potential attacks in real-
world scenarios, we employ a fuzzy analytic hierarchy process
combined with the decision-making trial and evaluation labora-
tory (FAHP-DEMATEL). This method accounts for the attack
resource uncertainty by utilizing intelligence data on factors po-
tentially influenced by attackers, which serves as an evaluation
metric to simulate the likelihood of various attack scenarios.
These uncertainty probabilities are then incorporated into the
substation DAD model consisting three layers of agents: the de-
cision-maker, the attacker, and the operator. The decision-mak-
er devises a defense strategy before the attack, while the attack-
er aims to identify the strategy that causes the maximum load
loss. Meanwhile, the operator seeks to minimize the load loss
through optimal power flow scheduling. To solve the model, the
original problem is transformed into a two-layer subproblem
and a single-layer master problem, which are solved iteratively
using a column-and-constraint generation algorithm. Case stud-
ies conducted on the IEEE RTS-96 system and the IEEE 118-
node system demonstrate the effectiveness and practicality of
the proposed model. Comparative experiments further highlight
the advantages of the proposed model.

Index Terms—Substation, cyber attack, fuzzy analytic hierar-
chy, decision-making trial and evaluation, defender-attacker-de-
fender, uncertainty, attack resource.
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[. INTRODUCTION

GIVEN the widespread adoption of advanced communi-
cation and information technologies, power systems
are increasingly evolving into cyber physical power systems
[1]. The rapid implementation of various control and commu-
nication devices within substations has heightened the risk
of cyber attacks [2], [3]. Attackers may employ different
types of attacks to compromise the security of the power sys-
tem. Among these, denial-of-service (DoS) attacks [4] and
data manipulation attacks [5] are particularly concerning. In
DoS attacks, attackers overwhelm the target system with a
flood of fake requests, preventing it from processing legiti-
mate ones, leading to communication disruptions and poten-
tial service outages within the power system. In data manipu-
lation attacks, attackers alter or falsify data within the sys-
tem, interfering with the normal operation and decision-mak-
ing processes. These attacks allow intruders to maliciously
infiltrate the cyber domain of substations and unlawfully
gain control privileges [6]. They may then issue tripping
commands to disconnect critical lines [7], resulting in sub-
stantial damage and losses to the system, which poses a sig-
nificant threat to system security.

In the cyber attack on the Ukrainian power grid in 2015,
attackers spent six months conducting internal reconnais-
sance, including gathering system information through net-
work scanning and social engineering. To understand the net-
work topology and monitor software before launching the at-
tack [8], these efforts ensure that the attackers are well-pre-
pared to exploit the system vulnerabilities effectively. During
this incident, the attackers infiltrated the substation networks
and used intelligent electronic device (IED) connections to
open circuit breakers, resulting in widespread power outage
lasting several hours [9]. Therefore, this paper argues that
the attacker may have complete knowledge of the system.
Just one year later, another transmission substation situated
in the capital city of Kyiv, Ukraine, fell victim to a hacker
network assault, causing power disruptions that affected one-
fifth of the city’s population [10]. As substations are one
critical part of power infrastructure, they are likely to face
an increasing number of cyber attacks in the future. There-
fore, safeguarding the cyber security of substations is of ut-
most importance.
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Traditional power systems apply the N—1 criterion to en-
sure the secure operation of the power grid [11]. However,
during actual attacks, attackers often target multiple facilities
simultaneously, making reliance on the N—1 criterion insuffi-
cient to protect the power system from malicious attacks that
can damage multiple components at once. To address this
limitation, [12] introduces the classic defender-attacker-de-
fender (DAD) model, designed for the strategic allocation of
defense resources to minimize load loss resulting from at-
tacks. In practical applications, the information available to
defenders about attackers (particularly the quantity of attack
resources) is uncertain and difficult to determine accurately.
As a result, [13] extends the traditional DAD model to ac-
commodate multiple attack scenarios to reduce attack-in-
duced damage. However, these studies primarily focus on
the protection of transmission lines and do not address sub-
station defense. To fill this gap, [14] and [15] propose a bi-
level optimization defense model and a three-level DAD
model, respectively, for substation defense resource alloca-
tion. However, these models do not consider the uncertainty
of attack resources in substation defense.

To address the growing complexity of cyber attacks, it is
essential to account for the inherent uncertainty. Consequent-
ly, this paper incorporates the concept of uncertain attack re-
sources into the substation DAD model. The analytic hierar-
chy process (AHP) is widely used in various fields for com-
plex decision-making tasks due to its intuitive simplicity and
ability to handle qualitative data [16]. However, AHP faces
several challenges when dealing with intricate real-world sit-
uations. Experts using the 1-9 ratio scales for pairwise com-
parisons are often constrained by personal experience and
limited information, making it difficult to assign precise val-
ues [17]. To address these challenges, the fuzzy analytic hier-
archy process (FAHP) is introduced [18]. Relying solely on
FAHP may overlook the interactions between elements at the
same level, which can compromise the accuracy of assess-
ments. To solve this issue, we integrate the decision-making
trial and evaluation laboratory (DEMATEL) method [19],
which helps mitigate the shortcomings of FAHP. Thus, this
paper uses a method that integrates FAHP with DEMATEL
to more comprehensively and accurately capture the uncer-
tainty, establishing a substation DAD model adaptable to un-
certain attack scenarios and exploring how defenders can for-
mulate optimal defense strategies when the number of substa-
tions under potential attack is uncertain.

The main contributions of this paper are summarized as
follows.

1) We apply the FAHP-DEMATEL method to model the
uncertainty of attack resources, considering the impact of the
attacker’s skill level, target importance, and other factors on
the likelihood of different attack scenarios.

2) We propose a substation DAD model adapted to uncer-
tain attack scenarios, which is designed to cope with a wide
variety of cyber attacks. By incorporating the uncertainty,
the proposed model is capable of handling both single and
multiple attack scenarios.

3) We employ a column-and-constraint generation
(C&CQ) algorithm to solve the proposed model. The model
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is divided into the main problem and subproblems. Through
iteration, the optimal defense strategy and the minimal load
loss are derived. Comparative experiments demonstrate the
advantages of the proposed model.

This paper is structured as follows. Section II presents the
model establishment. Section III details the solution method.
Section IV presents the case study. Section V concludes the
discussion and suggests directions for future research.

II. MODEL ESTABLISHMENT

The modeling process of the proposed model is shown in

Fig. 1.

| Suffer a cyber attack |
v

| Disconnect connected lines |

)

| Induce system load loss |

1
Establish a substation DAD model to allocate
defense resources and minimize load loss

Defenders have incomplete
information about attack

Introduce uncertainty in attack resources

Establish a substation DAD model applicable to
uncertain attack scenarios (model probability
distribution of attack scenarios)

|Obtain optimal defense strategy|

End

Fig. 1. Modelling process of proposed model.

A. Uncertainty Characterization

In the real world, there is uncertainty regarding the num-
ber of targets that attackers may choose to disrupt. Due to
challenges defenders face in obtaining accurate information
about attackers, decision-making for defense strategies is in-
herently uncertain.

This uncertainty is represented as a probability distribu-
tion over a set of attack resources, where each uncertainty
set contains multiple potential attack scenarios, each as-
signed corresponding probabilities. Possible attack scenarios
are influenced by criterion-level indicator such as technical
level of the attacker, target importance, time constraint, and
defense deployment. Intelligence agencies can gather rele-
vant information about attackers and receive early warnings
about potential attacks, enabling security personnel to esti-
mate the number of targets that attackers are likely to to dis-
rupt.

To assess the probability of each attack scenario and con-
struct an uncertainty set, this paper adopts FAHP-DEMATEL
method. Under the proposed FAHP-DEMATEL method, de-
fense decisions are based on criterion-level indicators, with
information provided by intelligence units. Initially, FAHP is
applied to determine a preliminary weight order of the crite-
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rion-level indicators. Next, experts adjust the centrality of
the indicators by considering their interdependencies and ap-
plying the DEMATEL to calculate their centrality. This ad-
justment yields the final weights for the criterion-level indi-
cators, influenced by the combination of FAHP and DEMA-
TEL. Ultimately, the probability distribution of the attack
scenario is derived by integrating the weighted order of the
hierarchy elements. The hierarchical structure of applying
the FAHP-DEMATEL method to assess the probabilities of
attack scenarios is illustrated in Fig. 2. Due to the limita-
tions of the N—1 criterion, the minimum number of substa-
tions an attacker can choose to attack is 2.

Determine the probability

of uncertainty
|
I I I |

Criterion-level Technical Target Time Defense

indicator level importance constraint deplornent

2 substations 3 substations N substations
are disrupted are disrupted are disrupted

Goal

Scenario

Fig. 2. Hierarchical structure of applying FAHP-DEMATEL method.

The specific uncertainty modeling calculations are as fol-
lows.

1) Construct the priority relationship matrix X=(x;)

Assume that a series of indicators x,,x,, ..
X, X can be expressed as:

nxn*

.,x, belong to

X1 X e Xy,
Xy Xy e Xy

X=| . ;! (1a)
xnl an xrm

1 x,is more important than x;

0.5 x;is as important as x;

(1b)

0 x;is more important than x;

where x; is the indicator representing the degree of relative
importance of the former over the latter in a two-by-two
comparison of hierarchy X, indicator x, and indicator x. In
this paper, we use the three-scaled method of 0, 0.5, and 1,
as shown in (1b), for comparing the relative importance of
indicators to each other.

Defenders measure the relative importance between indica-
tors based on information obtained from intelligence agen-
cies to determine the value of x.

2) Convert fuzzy priority matrix to fuzzy consistency ma-
trix ¥=(y; ),

r—

C.
Y= 2 2 +0.5 ij=1,2,...,n

n

(lc)
where 7= Ex”(izl,Z,...,n) is the value of the summation
J

by columns in row i of X; ¢,= zx”(jz 1,2,...,n) is the val-

ue of the summation by rows in column j of X; and y; is the
element in Y.

3) Calculate the initial weights for each indicator in the
guideline layer:
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1 1 1
D,-—;-Z‘I‘EZ%’/ (1d)

where p is the indicator factor for the difference in impor-
tance of element y, and element y, and in this paper, we
take ©=0.5(n—1); and v, is the weight of the indicators of
the criterion layer.

4) The defense experts construct a direct impact matrix D
based on the degree of interaction between indicators at the
guideline level.

The integers from 0 to 4 represent no impact (0), low im-
pact (1), medium impact (2), high impact (3), and very high
impact (4), aiming to quantify the magnitude of the impact
relationship between the indicators. The direct impact matrix
D=(d,;),,, is established for each level of indicators.

5) Standardize the direct impact matrix and calculate the
composite impact matrix Z:

SZ l%}'l;l;agf’ ldij :(Sij)nxn (16)
Jj=
Z=S+8+...+8"=(z,),.. (1)

where § is the standardized direct impact matrix; s, is the el-
ement in the i™ row and ;™ column of matrix S; Z is the
composite impact matrix; and z; is the magnitude of the im-
pact factor of the i™ indicator on the j™ indicator.

6) Calculate the indicator centrality #,.

The indicator centrality reflects the position and impor-
tance of the indicator in the indicator system, and is calculat-

ed by:
h,= Zzij+ Zzﬁ (1g)
= =

7) The initial weights of the criterion layer indicators are
corrected using /4, to obtain the combined impact weights ¢

of the criterion layer indicators:

ok (1h)

c= ——
n
o,
i=1

8) Construct the scenario layer priority matrix Q" under
each indicator in the criterion layer separately:

9 qn G'im
B LT Gom .
Q: . . . (h)
Do G G

where the subscript m indicates the number of elements in
the scenario layer. There are » indicators in the criterion lay-
er, so a total of n prioritized relationship matrices needs to
be constructed. The respective weight v, is calculated from
each prioritized relationship matrix to synthesize the deci-
sion matrix v=[v,,v,, ..., v, ..., v, ]

9) Calculate the scenario layer weight (probability distribu-
tion of attack scenarios):

w=vc= [v],vz,...,vi,...,vn]c (1)
where ¢ is the combined impact weights of the criterion-layer
indicators.

The corresponding computation process is shown in Fig. 3.
This study incorporates the previously mentioned uncertainty

set probability distribution into the conventional substation



1338

DAD model to estimate the expected load loss across a range
of attack scenarios. The aim is to assist security personnel in
minimizing the anticipated load loss of the system during an
attack by evaluating a broad range of potential attack scenari-
os, rather than focusing exclusively on a single attack scenario.

| Build hierarchical structure |
I

FAHP o i"ﬁ"ﬁlr)’éi\'/i}ﬁiéi}
Construct a fuzzy priority matrix | | Construct a direct impact matrix |

Convert to fuzzy consistency
matrix

| Standardize direct impact matrix |

§|Calculate composite impact matrix|§

Calculate initial weights of
criterion-layer indicators

| Calculate indicator centrality |

Construct scenario-layer priority
matrix

Correct initial weights of
criterion-level indicators

Calculate respective weight
vectors

l

| Calculate scenario-level weight |

|Output probability distribution of attack scenarios|

End

Fig. 3. Computation process of FAHP-DEMATEL method.

B. Substation DAD Model Adaptable to Uncertain Attack
Scenarios

The substation DAD model adaptable to uncertain attack
scenarios is shown in Fig. 4. This model comprises three hi-
erarchical layers of agents: upper-level decision-makers, mid-
dle-level attackers, and lower-level operators. The sequence
of actions begins with decision-makers taking the first step
to protect several critical substations. The decision on which
substations to protect considers both the uncertainty of at-
tack resources and the potential responses of attackers and

Objective: minimize load loss
—{ Decision variables: substations requiring defense
Constraint: defense resource budget

Objective: maximize load loss
Decision variables: attacked substations and their

Upper-level
decision-maker

Attacked substations and
connected lines in attack
scenario 1
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operators. Following the selection of critical substations for
protection by security personnel, attackers initiate attacks by
choosing which substations and their connected lines to tar-
get for destruction. The attackers’ decisions are influenced
by the defense strategies of decision-makers and the opera-
tion scheduling by the operators. When an attack causes a sub-
station to shut down and a line to be disconnected, operators
implement appropriate power flow adjustments to minimize
the load loss resulting from the attack.

Unlike traditional models, the proposed substation DAD
model does not focus on a single attack scenario. Instead, it
introduces uncertainty sets, each containing multiple possible
attack scenarios. Upper-level decision-makers engage with
numerous middle-level attackers, with the objective of reduc-
ing load loss from substation attacks by evaluating all poten-
tial attack scenarios and their corresponding probabilities.

The mathematical formulation of the proposed substation
DAD model adaptable to uncertain attack scenarios is:

min | > o, max j{n;nw {;AD% } (2)
S.t.

22” = (2b)
ZVH <R, 29
Svi< D wi<K, Vs 0

n 1
w)2v, Vn,Vs 20)

l e neighbor(n)
W‘sz;:o +V:,: VI,VS

1 e neighbor(l) ! ) ) (2 f)
W? < VZ:O(I) + vi;:d(/) Vl, Vs (2g)
l-u,=v,(~z,) VnVs (2h)
l/l; = W? (1 - uizo([)ui =d(l) ) Vl, \V/S (21)
fi==-u)b, > K, , 05 VIVs o

Objective: minimize load loss

connected lines
Constraint: attack resources in attack scenario 1

Middle-level attacker ‘&

Objective: maximize load loss
Decision variables: attacked substations and their

connected lines

Attacked substations and
connected lines in attack
L) scenario s

L . Lower-level
Decision variables: generator output, operator
load shed, etc. -

\/
Constraints: power flow constraints, etc. i

Objective: minimize load loss Lower-level
Decision variables: generator output, operator
load shed, etc. &

Constraint: attack resources in attack scenario s

Middle-level attacker 4&

Fig. 4. Substation DAD model adaptable to uncertain attack scenarios.

N/
. . oy
Constraints: power flow constraints, etc.
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K, f'=K,P,—K,(D,~AD;) Vs (2k)
P, in<Po<P, .. Vg Vs (21)
iman IS frmax VLV (2m)
0<ADy<D, Vd,Vs (2n)

0 oin<0,<0, e YN, Vs (20)

where s is the index for attack scenarios; @, is the occurring
probability; g is the index of generator; d is the index of
load; o(/) is the origin bus of line /; d(/) is the destination
bus of line /; neighbor(n) is the line connected to substation
at bus n; neighbor(l) is the line connected to substation at
line /; z, is the binary variable, and z,=1(0) indicates that
the substation at bus n is hardened (is not hardened); v is
the binary variable, and v =1(0) indicates that substation at
bus n is under attack (is not under attack); u; is the binary
variable, and u=1(0) indicates that substation at bus n
works normally (works abnormally); w; is the binary vari-
able, and w;=1(0) indicates that line / is under attack (is not
under attack); u; is the binary variable, and u;=1(0) indicates
that line / works normally (works abnormally); P, is the
power output of generator g; f, is the power flow of line /;
ADj, is the load shedding at load d; 0, is the voltage angle at
bus n; R, is the defense resource budget; R, is the substation
attack resource budget; K, is the line attack resource budget;
b, is the line admittance; K, is the bus-branch incidence ma-
trix; K, is the bus-generator incidence matrix; K, is the bus-
load incidence matrix; P, ., and P, . are the lower and up-
per limits of power output of generator g, respectively; f, ...
is the normal flow rating of line /; D, is the demand of load
dy and 0, .. and 6, . are the lower and upper bounds of
voltage phase angle, respectively.

The objective function (2a) indicates the expected load
loss considering uncertainty. Constraint (2b) represents the
limitation on defense resources. Constraint (2¢) limits the
number of substations that attackers can compromise based
on the allocated attack budget. Constraint (2d) caps the num-
ber of lines that attackers can disrupt, determined by the line
attack budget. Constraint (2¢) ensures that if attackers suc-
cessfully infiltrate a substation, they must disconnect at least
one line connected to that substation. Constraints (2f) and
(2g) imply that if both substations at the ends of a line are
attacked, rational attackers would not target the same line.
Constraint (2h) ensures that if a substation is defended, it re-
mains operational and resilient to attacks. Constraint (21i)
states that if both substations at the ends of a line are opera-
tional, the line remains operational; otherwise, the status of
the line depends on the intentions of the attackers. Con-
straint (2j) represents line flow constraint, typically de-
scribed using DC optimal power flow models to minimize
load shedding behavior in power systems. Constraint (2k)
represents power balance constraint. Constraints (21) - (20)
represent generator output, line flow, load shedding, and
power angle constraints, respectively. Constraints (2e) - (20)
incorporate the decisions made by attackers and operators in-
to the decisions on defense strategy from decision-makers.
These decisions are based on optimal power flow analysis
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for each possible attack scenario.

III. SOLUTION METHOD

This section describes the solution method for the pro-
posed substation DAD model, which is tailored for scenarios
with uncertain attack resources. By utilizing the C&CG algo-
rithm, the model is divided into a master problem and sever-
al subproblems. The master problem enables decision-mak-
ers to evaluate various attack scenarios and formulate de-
fense strategies, considering all possible attack plans. It aims
to identify the lower bound (LB) of the proposed substation
DAD model. In contrast, each subproblem corresponds to an
individual attack scenario, facilitating collaborative efforts
between attackers and operators in devising optimal attack
strategies. Non-converging attack plans are aggregated, en-
hancing the compilation of expected load losses across all
scenarios, thereby establishing the upper bound (UB) of the
proposed substation DAD model. Iteratively, new variables
and constraints are generated and integrated into the master
problem. The iterative solution process continues within the
framework of C&CG algorithm until the gap between the
UB and LB narrows to a predefined threshold, signifying the
acquisition of an optimal defense strategy.

A. Subproblem

In each subproblem, the strategy that inflicts the maxi-
mum damage is identified based on a predefined defense
method z. Notably, the model incorporates various sets of un-
certainties for attack scenarios, assigning a distinct subprob-
lem to each. During the k™ iteration, the specific subproblem
addressing attack scenario s is:

i AD?
S.t.
D, <R, (3b)
zvf;ks zw‘;’kSKz (e)
n 1
wf"‘Zv‘;"‘ Vn (3d)
l e neighbor(n)
W;’kZ Vf{io(l)-i_ vf;id(l) VI (36)
1 e neighbor(l)

Wfﬁkg"f{l:{oaﬁ_v;id(z) vi (39
1—ut*=vik(1-2) Vn 3g)
uy =wit (=t uit ) Vi (3h)
[ = —ui )b, YKL, 0" VI (3i)
KLf,S’k=KPP;’k—KD(Dd—AD;") (3))
Pg, minSP;kSPg, max Vg (3k)
_f‘l,, max S.ff’ k g‘f} max VZ (31)

0<AD5*<D, Vvd (3m)
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0, min<0,"<0 vn (3n)

In (3i), there exists a nonlinear term u;*6**. Linearizing it
using the Big-M method [20] yields:

f,s'k—b,zKLn‘,Qj'k <Muj* V1

n, max

szL,,,G”‘ —frk < Must i (30)

o ma A=) S (L=

where KL, is the element in the n" row and /" column of
matrix K;; and M represents a sufficiently large number.

The two-level max-min programming model is trans-
formed into a corresponding single-level mixed-integer lin-
ear programming (MILP) format based on the strong duality
theory of linear programming [21].

max{zx;*(;[@n_d/)d) - ;ﬁ“‘Dd + DK P i
n 4
2K+ 5.k P

uyy vi

2(5 ) e

W0, = W0, i) } (4a)
DKL, if )+ &= Ersba ub=0 VI (4b)
SU(KP, )=+ =0 Vg (4¢)
E(KDM/W‘) yhskpyesk=1 vd (4d)

2/4‘;*"(1—u;*")b,KL,,,w;"f SF=0 Vi (de)
1
él B g B g ’yd ’yd ’V/n ’t//n 0 (4f)

where KD, , is the element in the n" row and d" column of
matrix K,; KP,, is the element in the n™ row and g" col-
umn of matrix K; u;, 4,, k,, ¢, 7, and y, are the dual vari-
ables for (31), (3j), (3k), (3), (3m), and (3n), respectively;
and the superscripts + and — are used to distinguish between
two dual variables.

The nonlinear term ) u}*
Big-M method. The nonlinear term wy*u}%  ust,, in (3h) is
linearized as:

in (4e) is linearized using the

sk sk, sk s,k
Py =W Uy — o Un=aq)
r,\\,kg Wx,k

sk<uyk

n=o(l) (4g)

5 k
< ”n d()

sk<Wsk+u +7/l

n=o(l) n=d(l) 2

where 7 is an auxiliary variable.

After solving the subproblem corresponding to attack sce-
nario s, the maximum load shedding value O, and the attack
plan v¥**' %! are obtained. Additionally, in the £ itera-
tion, a set of additional scheduling variables (P***!,
[ 99 ADY 1) and their associated constraints are ob-

tained, which are then added to the master problem.
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B. Master Problem

The objective of the master problem is to determine the
lower bound solution and formulate a safeguarding strategy
for viable solutions, termed upper bound solutions. With the
assumption that K iterations are completed, the master prob-
lem is outlined as:

min {zwv ”.v} (5a)
s.t.
22»1— (5b)
m> EADj', Vs,k=12,...K (5¢)
1-ut*=v*(1-z,) VnVs,k=1,2,...K (5d)
_Wl (1 U, o(l)uf;:d(l)) VL VS,k: 1725-~-’K (56)
ff”‘:—(l —u‘j"")b,zKLnﬂ;"‘ VLVsk=12...K (sp
K, f =K, P>~ K,(D,~AD;") Vs,k=1.2,...K (5g)
P, inSPY<P, . Vg Vs k=12 ._.K (5h)
Lo SIS e VLV, k=1,2, .. K (5i)
0<ADY*<D, Vd,Vs,k=1,2,...K (5)
F)nmmSHYk<9nmax vn, Vs, k=1,2,...K (5k)
r;;kzuf;,o(,)uf;id@ VL Vs, k=1,2,...K

”‘<uf,"0(l) VI Vs,k=1,2,...K
(51)

rak <yt a VEVs,k=1,2,...K

VI Vs, k=1,2,...K

sk __ s, s,k
Ty _un:()(l)+ Uy—any™ 1

where 5% is an auxiliary variable. The linearization of the

non-linear term in (5e) yields (51).

The non-linear term u}*0>"* specified in (5f) undergoes lin-
earization through the Big-M method, akin to the method
taken in the subproblem.

After obtaining a solution in the k™ iteration of the master

problem, we acquire the optimal defense strategy z‘*' and
the optimal  scheduling variables (P!, P*?, ...,P“k,
fs, 1 "fs,Z’ . -,‘f&k’ 95 1 , 65,2’ e 03-,k’ AD.& 1 , ADSJ’ e ADSJ:) gener_

ated in the subproblem corresponding to attack scenario s,
and consequently, pinpoint the optimal values z/*' of vari-
ables established within the master problem.

C. Overall C&CG Algorithm Solving

The model of substations, adapting to the uncertainty of
attack resources, is decomposed into subproblems and mas-
ter problems. The C&CG algorithm is utilized for analysis.
The specific implementation steps of the model solution al-
gorithm are provided below.

Step 1. set LB=—w, UB=+w, and initiate the iteration
count k£ to 1. Establish the convergence threshold &.

Step 2: resolve the master problem (5) to identify the opti-
mal defense strategy z'*' and optimal scheduling variables.
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Update LB= > o, ",

Step 3: solve the subproblem (3) corresponding to attack
scenario s to obtain the optimal solution Q, (z**') and the op-
timal attack plan v**' Wi 1 If the k™ iteration completes
all subproblems, move to Step 4; if not, repeat Step 3.

Step 4: update UB=min{UB,zwx 0,(z" )}. If UB—LB<

g, end the process; otherwise, proceed to Step 5.

Step 5. introduce new variables (P***!.f
AD>**1), Vs into the master problem, increase the iteration
counter k, and loop back to Step 2.

s, k+ 1 s, k+ 1
?0 2

IV. CASE STUDY

This section details case studies performed on the IEEE
RTS-96 system [22], encompassing 24 nodes, 12 generators,
17 loads, and 38 lines, and the IEEE 118-node system. The
proposed substation DAD model is solved using MATLAB
2021a and the Gurobi 9.5.2 solver. All computations are per-
formed on a personal laptop equipped with an 15-8300H pro-
cessor, running a 64-bit version of Windows 10, and having
16 GB of RAM. For clarity, we define the number of substa-
tions that attackers can attack as attack resources and the
number of substations defenders can protect as defense re-
sources. Attack resource uncertainty is modeled through dif-
ferent scenarios, each with its corresponding probability.

A. An Example for FAHP-DEMATEL Method to Model Un-
certainty

In this subsection, an example is provided to illustrate how
the FAHP-DEMATEL method can be used to model the uncer-
tainty of the attack resources. Firstly, the attack resource is set
to be 5. Due to the limitation of the N—1 criterion, the number
of substations that the attacker can choose to destroy is 2, 3, 4,
or 5. There are 4 elements in the scenario layer, and since
there are 4 indicators in the criterion layer, it is necessary to
constructa4 x4 X, a4 x4 D, and four 4 x4 Q".

Based on the information received from intelligence agen-
cies, the matrices X and D can be presented as:

05 0 1 1
1 05 1 1

X=
0 0 05 1 ©)
0 0 0 05
0 4 3 3
3033
D=
0 2 0 1 M

x,; =1 represents the view of intelligence agencies that the
target importance is more important to the attacker than the
technical level of the attacker. The initial weights of the criteri-
on layer indicators are calculated as »=[0.29, 0.37, 0.21,
0.13]", the indicator centrality is calculated as h=[3.00,
3.68, 2.11, 2.19], and the combined impact weight of the cri-
terion-layer indicators is calculated as ¢=[0.29, 0.46, 0.15,
0.107".

Based on the expert analysis of the interactions between
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the indicators at the guideline level. Q" can be presented as:

(05 05 0 0]

L los 05 0 o0
= 8
=17 1 05 o0 ®

L1 1 1 05]

05 0 0 0]

, 1 05 05 o0
= 9
=11 05 05 o0 ©)

L1 1 1 05

05 05 05 05

, 105 05 05 05
- 10
2=105 05 05 05 (10)

0.5 05 0.5 0.5]

(05 05 0 0]

. |05 05 05 05
- 1
2= 05 05 05 D

L1 05 05 05]

q,,=0.5 represents the equal probability that the attacker
chooses to attack two substations or three substations, sub-
ject only to the technical level of the attacker. The calcula-
tion yields v,=[0.17, 0.17, 0.28, 0.38]", v,=
[0.13, 0.25, 0.25, 0.37]", v,=[0.25, 0.25, 0.25, 0.25]", v,=
[0.17, 0.25, 0.29, 0.29]". The probability distribution of pos-
sible attack scenarios is @=[V,V,,...V;...,V,], ¢=
[0.16, 0.23, 0.26, 0.35]", which means that the probability
phase of the attacker choosing to attack 2, 3, 4, and 5 substa-
tions in this cyber attack operation is 0.16, 0.23, 0.26, and
0.35, respectively.

B. Impact of Uncertainty in Attack Resources on Protection
Strategies

The power grid is frequently targeted by deliberate cyber
attacks, where attackers seek to gain unauthorized control
over substations by infiltrating the network, enabling them
to send false information and disrupt the connected lines.
Possible attack scenarios are influenced by factors such as
the technical level of the attacker, target importance, time
constraint, and defense deployment. These factors lead to
varying degrees of uncertainty regarding the execution of
malicious actions. This subsection explores the impact of un-
certainty in attack resources on decision-making processes of
the defender when formulating optimal protection strategies.
A range of uncertain scenarios is simulated, e.g., different
types of attackers. Utilizing the proposed substation DAD
model, we calculate the optimal defense strategies and the
minimum load losses under different uncertainties. The re-
sulting minimum load loss represents an expected value,
which is the probability-weighted average of load shedding
of the system across multiple attack scenarios within a spe-
cific uncertainty set.

This subsection simulates the information provided by the
intelligence agencies to enable the defenders to model seven
different types of attackers, corresponding to seven uncertain-
ty probability sets (UPSs) labeled as attackers 1-7. The at-
tack resource R, is set to be 5 and the defense resource R, is
set to be 3. The defenders estimate the number of substa-
tions the attackers may target to be 2, 3, 4, or 5 (correspond-
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ing to attack scenarios 1, 2, 3, 4) with different probabilities.
For example, the UPS [0.16, 0.23, 0.26, 0.35] indicates that
the probability of attackers targeting 2 substations is 0.16, 3
substations is 0.23, 4 substations is 0.26, and 5 substations is
0.35. The objective of the decision-makers among the de-
fenders is to minimize load loss from attacks while prioritiz-
ing the defense of three substations. The simulation results
for this UPS are presented in Table I.

TABLE I
SIMULATION RESULTS FOR UPS [0.16,0.23,0.26,0.35]

Variable Result
Expected load loss (MW) 417
Defended substation 9,11, 12
Load loss in attack scenario 1 (MW) 138
Load loss in attack scenario 2 (MW) 221
Load loss in attack scenario 3 (MW) 415
Load loss in attack scenario 4 (MW) 677

As shown in Fig. 5, the uncertainty in probabilities signifi-
cantly influences the decision-making of defense strategies.
For attacker 1 (with UPS as [1, 0, 0, 0], and the subsequent
UPSs correspond to attackers 2-7), the defense anticipates
that this attacker will only target two substations, represent-
ing a scenario without uncertainty in attack resources, i.e., a
single attack scenario. In this case, the optimal defense strat-
egy is to protect substations 14, 16, and 19 to reduce the
load loss from attacks.

M Protection plan for UPS [1, 0, 0, 0]
Protection plan for UPS [0, 1, 0, 0]
{rProtection plan for UPS [0.5, 0.3, 0.1, 0.1]
Protection plan for UPS [0, 0, 1, 0]
@ Protection plan for UPS [0.16, 0.23, 0.26, 0.35]
@ Protection plan for UPS [0.1, 0.1, 0.2, 0.6]
Protection plan for UPS [0, 0, 0, 1]

Fig. 5. Protection plan for R,=3 and N =5.
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For attacker 3, the defense estimates that the probabilities
that the attacker will target two, three, and four or five sub-
stations are 50%, 30%, and 10%, respectively. Therefore, the
defense must consider the possibility of attacks on two or
three substations more extensively, while not disregarding
the chance of four or five substations being attacked, despite
their lower probabilities. Compared with the potential single
attack scenario posed by attacker 1, dealing with attack re-
source uncertainty requires more complex decision-making
and scheduling for the defense. Considering the four poten-
tial attack scenarios and their corresponding probabilities,
the defense concludes that protecting substations 11, 14, and
19 is the most effective strategy for reducing the anticipated
load loss resulting from attack.

For attacker 5, the defense estimates that the probabilities
that the attacker will target two, three, four, and five substa-
tions are 0.16, 0.23, 0.26, and 0.35, respectively. As a result,
the defender must consider a broader range of possible at-
tack scenarios involving different numbers of substations.
Dealing with the attack resource uncertainty demands more
complex decision-making and scheduling by the defense
than the single-attack scenario posed by attacker 1. Consider-
ing the four potential attack scenarios and their correspond-
ing probabilities, protecting substations 9, 11, and 12 is iden-
tified as the most effective strategy to minimize expected
load loss resulting from the attack.

For attacker 6, the defense should pay more attention to the
possibility of the attacker targeting five substations. Thus, the
defense strategy is to protect substations 6, 10, and 13.

Figure 6 shows that the expected load loss increases as the
number of substations targeted by the attacker increases. Spe-
cifically, with a probability distribution of [0.5,0.3,0.1,0.1] sug-
gesting a high likelihood of two or three substations being at-
tacked, the proposed substation DAD model predicts the mini-
mum expected load loss of 266 MW. Conversely, when the
probability distribution shifts to [0.1,0.1,0.2,0.6], indicating a
higher probability of attacking five substations, results in a
substantial increase in the minimum expected load loss to 578
MW. Moreover, a probability distribution of [0, 0,0, 1], which
signifies an assured attack on five substations, raises the mini-
mum expected load loss to 638 MW, reflecting an increase of
60 MW in system damage compared with a scenario with a
60% chance of targeting five substations.
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100° . . S
[1,0,0,0] [0.5,0.3, 0.1, 0.1][0.16, 0.23, 0.26, 035] [0,0,0, 1]

UPS of attack scenario

Fig. 6. Expected load loss for various attack scenarios.
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C. Impact of Defense Resources on Protection Strategies and
Load Loss

In this subsection, with the attack resources being fixed at
5, the attacker can also choose to attack 2, 3, 4, or 5 substa-
tions. We adjust the defense resources between 3 and 5 to
examine the influence of defense resource availability on
protection strategies amidst uncertain attack resources. Fig-
ure 7 illustrates the results of load loss under different de-
fense resource allocations for the seven UPSs. As can be ob-
served from Fig. 7, in each attack scenario, when defense re-
sources increase, the damage suffered by the system is miti-
gated, resulting in a lower load loss.
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3 4 5
Defense resource

(1, 0,0,0];C[0,0,1,0]; mm[0, 0, 0, 1]; [0, 1, 0, 0]
1,0.1,

E[0.16, 0.23, 0.26, 0.35]; C1[0.5, 0.3, 0.1, 0.1]; E[0.1, 0.

Fig. 7. Results of load loss under different defense resource allocations for
seven UPSs.

0.2,0.6]

Here are the specific simulation results for three UPSs,
corresponding to attacker 3 [0.5, 0.3, 0.1, 0.1], attacker 5
[0.16, 0.23, 0.26, 0.35], and attacker 6 [0.1, 0.1, 0.2, 0.6].
These results explore the optimal protection strategies and
the minimum load losses in different defense resource sce-
narios. The serial number of defended substations and the ex-
pected load losses, corresponding to the increase in defense
resources for the three UPSs, are detailed in Tables II, III,
and IV.

TABLE 11

DEFENSE PERFORMANCE OF DIFFERENT DEFENSE RESOURCES FOR UPS
[0.5,0.3,0.1,0.1]

R, Defended substation Expected load loss (MW)
3 11, 14, 19 256
4 11, 14, 16, 19 212
5 26, 14, 16, 19 167
TABLE III

DEFENSE PERFORMANCE OF DIFFERENT DEFENSE RESOURCES FOR UPS
[0.16,0.23,0.26,0.35]

R, Defended substation Expected load loss (MW)
3 9,11, 12 417
4 9,11, 12, 13 355
5 9, 10, 11, 14, 16 285

The results indicate that with an increase in defense re-
sources, more substations are protected, leading to a reduc-
tion in expected load loss. If more substations can be protect-
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ed under the assumption of known attack resources, the im-
pact of attacks on the system will be further minimized.

TABLE IV

DEFENSE PERFORMANCE OF DIFFERENT DEFENSE RESOURCES FOR UPS
[0.1,0.1,0.2,0.6]

R, Defended substation Expected load loss (MW)
3 6, 10, 13 578
4 6, 10, 13, 23 489
5 3,12, 13,23, 24 432

Furthermore, the selection of protected substations is not
random. Under specific UPS of attack scenarios, certain sub-
stations are primary targets for attackers. Once attacked,
these substations would result in significant load loss. Tak-
ing the case of defending against attacker 3 as an example,
as defense resources gradually increase, substations 9 and 11
remain key sites for system protection in the subsequently
derived optimal protection plans for the same attack scenario.

Specifically, when defense resources increase from 3 to 5
in defending against attacker 3, the system can protect two
additional substations in the same attack scenario, resulting
in a reduction of 102 MW in expected load loss.

D. Comparison with Models Without Considering Uncer-
tainty

To illustrate the benefits of the proposed substation DAD
model adapted to uncertain attack scenarios, this subsection
conducts a comparative study with the traditional model.
The uncertainty scenario of attacker 5 is chosen for analysis.

In the traditional model, with attack resources set to be 5,
if defenders only consider attack scenario 1 and attackers
will target two substations, the optimal defense strategy (de-
noting the defended substations) obtained is [14, 16, 19]. If
defenders only consider attack scenario 2 and attackers will
target three substations, the optimal defense strategy is
[2, 11, 14]. If defenders only consider attack scenario 3 and
attackers will target four substations, the optimal defense
strategy is [3, 15, 24]. If defenders only consider attack sce-
nario 4 and attackers will target five substations, the defense
strategy obtained is [12, 13, 23]. However, if the proposed
substation DAD model considers the the attack resource un-
certainty represented by defense UPS [0.16, 0.23, 0.26,
0.35], the optimal defense strategy derived is to protect sub-
stations 9,11, and 12, as shown in Table I. Tables V-VIII de-
scribe the effects of each defense strategy applied to scenari-
os 1, 2, 3, and 4, respectively, and present the corresponding
expected load loss.

These strategies are compared with those derived from
that considering only single-attack scenario, applied to the
load losses of each scenario and total expectations. Tables V-
VIII and Fig. 8 reveal that the defense strategy [9, 11, 12]
based on the optimization model that accounts for attack re-
source uncertainty does not always lead to the lowest load
loss for specific attack scenarios. However, when consider-
ing the total expectation of load losses across multiple attack
scenarios, it proves to be the most efficient strategy.
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TABLE V
SIMULATION RESULTS FOR UPS [1,0,0,0]

Variable Result
Optimal defense strategy [14,16,19]
Expected load loss at defense UPS (MW) 435
Load loss in attack scenario 1 (MW) 117
Load loss in attack scenario 2 (MW) 251
Load loss in attack scenario 3 (MW) 441
Load loss in attack scenario 4 (MW) 697
TABLE VI
SIMULATION RESULTS FOR UPS [0, 1,0,0]
Variable Result
Optimal defense strategy [2.11,14]
Expected load loss at defense UPS (MW) 424
Load loss in attack scenario 1 (MW) 152
Load loss in attack scenario 2 (MW) 174
Load loss in attack scenario 3 (MW) 420
Load loss in attack scenario 4 (MW) 716
TABLE VII
SIMULATION RESULTS FOR UPS [0,0, 1,0]
Variable Result
Optimal defense strategy [3.15,24]
Expected load loss at defense UPS (MW) 440
Load loss in attack scenario 1 (MW) 143
Load loss in attack scenario 2 (MW) 281
Load loss in attack scenario 3 (MW) 388
Load loss in attack scenario 4 (MW) 716
TABLE VIII
SIMULATION RESULTS FOR UPS [0,0,0, 1]
Variable Result
Optimal defense strategy [12,13,23]
Expected load loss at defense UPS (MW) 451
Load loss in attack scenario 1 (MW) 130
Load loss in attack scenario 2 (MW) 276
Load loss in attack scenario 3 (MW) 553
Load loss in attack scenario 4 (MW) 638

For instance, the optimal defense strategy [14, 16, 19] ob-
tained by considering only attack scenario 1 results in a min-
imum load loss of 117 MW when assuming that attackers
will target only two substations. However, when attack sce-
narios 2, 3, and 4 occur (where three, four, and five substa-
tions are attacked, respectively), this defense strategy is no
longer optimal. Applying this defense strategy to all four at-
tack scenarios yields a total expectation of load loss of 435
MW, higher than 417 MW obtained by considering the at-
tack resource uncertainty and adopting the defense strategy
[9, 11, 12]. Similarly, the defense strategy [2, 11, 14], de-
rived from considering only attack scenario 2, results in the
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minimum load loss of 174 MW when assuming that attack-
ers will target three substations. However, its total expecta-
tion of load loss across all scenarios is 424 MW, still higher
than 417 MW. The subsequent defense strategies derived
from that considering only attack scenarios 3 and 4 yield to-
tal expected load losses of 440 MW and 451 MW, respec-
tively.

455,
£ 450
= 445
% 440
g 435
g

= 430
L

S 425
o

A 420

4151
[9, 11, 12]

[2,11,14]  [3.15,24]  [12,13,23]

Defense strategy

(14, 16, 19]

Fig. 8. Expected load loss for each defense strategy at defense UPS
[0.16, 0.23, 0.26, 0.35].

Therefore, although traditional substation DAD models
can be used to develop optimal defense strategies for defend-
ing against a specific single-attack scenario, their defensive
performance will be weak when there is attack resource un-
certainty. In contrast, the proposed substation DAD model,
which considers attack resource uncertainty, is more suitable
for real-world applications where multiple attack scenarios
need to be considered simultaneously.

E. Performance of Proposed Substation DAD Model in IEEE
118-node System

In order to test the scalability of the proposed substation
DAD model and algorithms in large systems, the IEEE 118-
node system is used as an example for simulation analysis.
The defense UPS [0.16,0.23,0.26,0.35] is still selected as the
object of study in this subsection. The simulation results in
the IEEE 118-node system are shown in Table IX.

TABLE IX
SIMULATION RESULTS FOR DEFENSE UPS [0.16,0.23,0.26,0.35] IN IEEE 118-
NODE SYSTEM

Variable Result
Expected load loss (MW) 391
Optimal defense strategy [27,68,116]
Load loss in attack scenario 1 (MW) 301
Load loss in attack scenario 2 (MW) 346
Load loss in attack scenario 3 (MW) 380
Load loss in attack scenario 4 (MW) 470

As shown in Table IX, the optimal defense strategy in this
attack scenario is [27, 68, 116], with a total expected load
loss of 391 MW.

In the test of IEEE 118-node system, when the defender
considers that the attacker will target only two substations,
the optimal defense strategy is [5, 8, 25]. When the defender
assumes that the attacker will target three substations, the op-
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timal defense strategy becomes [10, 86, 116]. If the defender
anticipates that the attacker will target four substations, the
optimal defense strategy is [25, 68, 116]. Furthermore, if the
defender assumes that the attacker will target five substa-
tions, the obtained defense strategy is [5, 28, 27], as illustrat-
ed in Fig. 9.
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As shown in Fig. 9, the defense strategy based on the pro-
posed substation DAD model accounts for the attacking re-
source uncertainty [27, 28, 116]. Although this strategy may
not result in the lowest load loss in a specific deterministic
attack scenario, it proves to be the most effective when con-
sidering multiple potential attack scenarios. The expected
load loss under this protection scheme, which addresses un-
certainty, is minimized.

Therefore, the proposed substation DAD model remains
applicable when large systems encounter attack resource un-
certainty.

V. CONCLUSION

This paper introduces a novel substation DAD model that
adapts to attack resource uncertainty. The model expands the
traditional framework to integrate the attacker resource un-
certainty by using FAHP-DEMATEL method, which ac-
counts for the impact of uncertainty on the decision-making
process involving the decision-maker, the attacker, and the
defender. The proposed substation DAD model is subsequent-
ly reorganized into a main problem and multiple subprob-
lems for unified solution using the C&CG algorithm. Case
studies conducted on the IEEE RTS-96 system and IEEE
118-node system explore various UPSs for attack resources,
simulating different types of attackers. The main conclusions
drawn are as follows.

1) Attack resource uncertainty significantly affects deci-
sions regarding defense strategies of substations. The pro-
posed substation DAD model can address both single-attack
scenarios and situations where multiple uncertain attack sce-
narios may occur, as well as decide on defense strategies
that minimize the expected load loss under different UPSs of
attack scenarios.

2) With an increase in defense resources, the optimal de-
fense strategy does not change randomly, which can further

1345

mitigate the load loss caused by attacks in specific scenarios.

3) Comparative studies illustrate that the defense strate-
gies derived from the proposed substation DAD model may
not be optimal for a specific determined attack scenario un-
der uncertain attack information. However, the defense strate-
gy minimizes the expected load loss when considering the
probabilities of uncertain attack scenarios comprehensively.

The proposed substation DAD model is based on several
assumptions, including the behavior patterns of the attackers,
distribution of attack resources, and certainty of system pa-
rameters. However, these assumptions may not align perfect-
ly with real-world scenarios, potentially affecting the accura-
cy and applicability of the proposed substation DAD model.
Furthermore, we primarily consider specific types of cyber
attack scenarios, while other types of attacks such as insider
attacks and physical sabotage are not accounted for in the
proposed substation DAD model. These unconsidered attack
types may have a significant impact on power systems in re-
al-world situations. To address these limitations and expand
the scope of uncertainty and attack scenarios, future research
could consider incorporating additional types of uncertainty,
such as multi-stage attacks that attackers may launch. Addi-
tionally, the proposed substation DAD model could be ex-
tended to the defense of microgrids and integrated energy
systems.
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