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Abstract—In a high-risk sector, such as power system, trans-
parency and interpretability are key principles for effectively
deploying artificial intelligence (AI) in control rooms. There-
fore, this paper proposes a novel methodology, the evolving sym-
bolic model (ESM), which is dedicated to generating highly in-
terpretable data-driven models for dynamic security assessment
(DSA), namely in system security classification (SC) and the def-
inition of preventive control actions. The ESM uses simulated
annealing for a data-driven evolution of a symbolic model tem-
plate, enabling different cooperative learning schemes between
humans and Al. The Madeira Island power system is used to
validate the application of the ESM for DSA. The results show
that the ESM has a classification accuracy comparable to
pruned decision trees (DTs) while boasting higher global inter-
pretability. Moreover, the ESM outperforms an operator-de-
fined expert system and an artificial neural network in defining
preventive control actions.

Index Terms—Dynamic security assessment (DSA), artificial
intelligence (AI), evolving symbolic model (ESM), grid-forming,
supervised learning, reinforcement learning.

[. INTRODUCTION

THE large-scale integration of renewable energy resourc-
es (RESs) is leading the power system towards operat-
ing conditions characterized by low inertia, high temporal
variability of generation, and an increasing number of distrib-
uted energy resources (DERs). In control rooms, this change
may drastically increase the supervision and control needs of
human experts [1], which hinders their task of ensuring a se-
cure and reliable operation.

The online dynamic security assessment (DSA) task per-
fectly illustrates how the integration of DERs can increase
complexity. Security categorization becomes more complex
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as the system becomes more prone to instability and has
more interacting elements of the DER type, whose behavior
depends on the primary sources (e.g., wind and solar) and
control methodologies (grid-following and grid-forming vari-
ants). The number of scenarios that must be evaluated online
increases due to the variability and uncertainty of RESs. The
increased complexity and the widespread presence of power
electronics lead to large and complex state models that turn
online DSA into a problem that is too large to be solved by
using model-based techniques. Despite the advances in high-
performance computing, resorting to time-domain simulation
in model-based techniques makes the process computational-
ly very demanding for an online task.

Data-driven techniques have been seen as promising solu-
tions [2], as they can instantly diagnose the system condition
for multiple operation scenarios (OSs) with reasonable accu-
racy. However, this advantage is overshadowed by the black-
box nature of many artificial intelligence (Al)-based tech-
niques, which can create algorithmic aversion in human ex-
perts. This calls for the development of inherently interpreta-
ble Al models, which humans can easily understand and inte-
grate with their domain knowledge. Particularly in the case
of isolated power systems, these Al-based techniques have a
high potential. This is because human experts frequently
look for understandable and secure ways to operate systems
that are easy to validate and do not require an extension of
the existing domain knowledge.

One of the carly attempts of Al in power systems is the
expert system (ES) [3]. It is an inference engine (program-
ming logic) that uses a combination of expert-defined rules
and factual knowledge to make deductions about the system
state and decisions. Despite the extensive application of the
ES at the early stages of the DSA [4], it becomes evident
that ES can pose challenges due to its inability to ensure
near-optimal performance, lack of leverage on available da-
ta, and the demanding nature of deriving a large number of
rules through arduous reasoning. Knowledge-based systems
are combined with data-driven techniques to address the in-
herent challenges of conventional ES. Initially, such combi-
nations use data-driven techniques, such as decision trees
(DTs) [5] and fuzzy inference systems (FISs), to derive the
rules of the ES. Later, this experience culminated in the cre-
ation of a hybrid ES, which incorporates data-driven tech-
niques or some of its characteristics inside of ES [6].

Despite the aforementioned efforts, techniques mainly led
by artificial neural networks (ANNs) and DT grow popular.
ANNSs are first used in the context of DSA [7]. Since then,
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the classical multi-layer perceptron has evolved into more
complex structures, such as convolutional neural networks
[8], graph neural networks [9], and other deep learning-
based architectures [10]. The classifier/regressor training par-
adigm has also undergone different changes, from supervised
to semi-supervised learning, where the training set is expand-
ed by the addition of other unlabeled samples [11]. The secu-
rity categorization enabled by ANNSs is often integrated into
preventive control modules that promote the generator re-
scheduling/dispatching, either by iteratively comparing the
dispatch output with the regressor security quantification
[12], or by incorporating ANN-extracted sensitivity factors
into the optimization method [13]. Although ANNs exhibit
high generalization capabilities, their interpretability poses in-
herent challenges to human experts during learning and oper-
ation phases [14], which may lead to algorithm aversion.

In contrast to an ANN, a DT is inherently interpretable.
This is because the space partition performed to achieve a
classification or regression task can be easily transformed in-
to “if-then” rules. Among the widely adopted DT in DSA, it-
erative dichotomiser 3 (ID3) [15] and classification and re-
gression trees (CARTSs) [16] stand out. Two other algorithms
worth mentioning are the random forest [17], which address-
es the overfitting problem of DT, and the optimal classifica-
tion tree [18], which addresses the problem of obtaining lo-
cal rather than global optimal DTs by forming the entire DT
in a single step. Regardless of the algorithm, the DT node
splitting criteria are based on linear inequalities of the datas-
et attributes (e.g., X, <k, X,<k, and X,<k,, X,+X,<k,,
where X, and X, are the illustrative dataset attributes; and k,,
k,, and k,, are the illustrative numerical constants), which
means that the attribute search space can only be partitioned
linearly. In this sense, the more complex “real-world” attri-
bute relations may be represented by non-linear inequalities
(e.g., X|/X, <k, or sin(X,/X,)<k,), which are not modeled
in the DT. Instead, they are merely linearly approximated,
which is a limitation. The DT node splitting criteria are used
to find preventive control actions, either via their inclusion
as constraints in the re-dispatching optimization [19] or by
providing indicators of the most effective control variables
[15], [16]. Similar to ANNSs, the “if-then” rule also serves as
a way to iteratively verify the security of a re-scheduled so-
lution [20]. Still, in complex problems, the number of deci-
sion rules can grow fairly quickly [21]. This poses a chal-
lenge to the human ability to understand the overall model
functioning (e.g., key features and governing laws), which is
a characteristic known as global interpretability [22]. Thus,
strategies, such as tree pruning [21], multi-objective DT
model selection [23], and penalty functions related to the DT
complexity [24], are commonly adopted to limit the DT
depth, which can lead to a complex trade-off between accura-
cy and interpretability [18]. Moreover, an approach using
gene expression programming to classify the transient stabili-
ty of the system is proposed in [25], which performs better
than ANNSs.

Other data-driven techniques that are applied to DSA en-
compass support vector machines, k-nearest neighbours, and
Bayesian regression [10].

Owing to the enlarged model size and increased complexi-
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ty, many of the reviewed Al-based techniques impede hu-
mans from fully understanding the capabilities and limita-
tions of the model, as well as from developing an accurate
mental model of Al. As a result, risk-averse human experts
may have restricted confidence in these Al-based techniques.
Recent advances in explainable Al (XAI), such as SHapley
Additive exPlanations (SHAPs) [26], which aim at providing
additional information about the model processes and deci-
sions, are usually denoted as explanations. These explana-
tions generally correspond to features or layer-wise impor-
tance factors for a set of specific model outputs. On a differ-
ent path, to provide a dimension of the interpretability, [27]
proposes methods that derive interpretable proxy models,
such as trees or rule-based models from black-box models.
XAl-based techniques still have different challenges [14], es-
pecially in the case of high-stake decision problems, such as
the DSA. Specifically: (D the explanations may not always
be consistent with the computations of the original model,
which may result in the misunderstanding of the operator of
the model behavior; and @ XAI is an additional model that
needs to be debugged in the development phase and is not
error-free. Therefore, as discussed in [14], it is preferable to
stick to an inherently interpretable model. Inherently interpre-
table models, which are characterized by their symbolic and
compact nature, enable a straightforward grasp of their inter-
nal dynamics. This not only ensures the interpretability but
also endows the inherently interpretable models with the ca-
pacity to provide articulate explanations.

This study draws the motivation from two previous works
[28], [29] of the Al community. Firstly, it stems from using
evolutionary search with a list of 65 basic mathematical op-
erations, referred to as the operations vocabulary, to automat-
ically discover machine learning (ML) algorithms from
scratch with minimal human intervention, as detailed in [28].
In contrast to [28], this study uses and refines the simulated
annealing (SA) algorithm (benefiting from its convergence
properties in [29]) while introducing the concept of tem-
plates predefined by humans to guide the search process.
Secondly, it is inspired by the potential of evolutionary strat-
egies as a method for reinforcement learning (RL) without
backpropagation. Specifically, black-box optimization, name-
ly evolutionary strategies, is employed to maximize the re-
wards, focusing on tuning the weights and parameters of an
ANN policy network [30], instead of using a class of RL al-
gorithms based on the Markov decision process formalism
and the concept of value functions. This RL-based model is
used as a benchmark model in Section IV. The methodology
used by the research described in this paper also adopts a
meta-heuristic optimization algorithm for adjusting the poli-
cy model. However, this work uses an interpretable symbolic
model instead of an ANN as a decision agent.

Furthermore, the methodology proposed in this paper
shares similarities with the established paradigms in the field
of Al, specifically neurosymbolic learning [31] and genetic
programming (or symbolic regression) [32]. Nevertheless,
neurosymbolic learning often relies on demonstrations from
a teaching oracle. Commonly, this teaching oracle is a pre-
trained ANN through RL. These Al-based technologies typi-
cally use context-free grammars rooted in automata theory



FERNANDES et al.: EVOLVING SYMBOLIC MODEL FOR DYNAMIC SECURITY ASSESSMENT IN POWER SYSTEMS

as a foundational policy model. Genetic programming differs
from this study by typically employing a less adaptable tree-
based representation, introducing higher complexity in hu-
man interaction (i.e., more challenging to interpret and modi-
fy). Additionally, tree-based genetic programming is less
flexible in managing and integrating knowledge that cannot
be easily represented within a hierarchical tree format. How-
ever, it is important to note that a tree-based representation
is not confined to modeling computer programs or symbolic
expressions. It can also represent structures, such as circuit
topologies in power electronic converters [33]. It is evident
that genetic programming has numerous important applica-
tions in the domain of power systems. For example, it can
be used to evolve interpretable data-driven bids in electricity
markets, which is represented as finite automata [34]. In ad-
dition, it can be used to estimate distribution system parame-
ters for state estimation when combined with autoencoder-
based ANNs [35] and to develop a generic free-form dynam-
ic load model grounded in basic mathematical/physical equa-
tions and available measurement data [36].

Finally, this study brings the following contributions to
the state-of-the-art DSA.

1) Unlike techniques based on ANN, a novel evolving
symbolic model (ESM) is proposed. The ESM has the capa-
bility to generate transparent pieces of knowledge, such as
statements and rules, thereby ensuring interpretability and fa-
cilitating modifications by human experts. In that sense, the
ESM enables the creations of different cooperative learning
approaches between humans and Al. These creations can be
either at the start of the algorithm, where the operator can
define an initial template grounded on prior system knowl-
edge or physical reasoning, or during the evolution process
to provide additional guidance to the search algorithm. Com-
pared with genetic programming, the ESM allows for more
intuitive interaction and broader applicability by accommo-
dating complex relations and knowledge structures, which
are difficult to capture in a rigid tree structure.

2) This study illustrates the ability of the symbolic repre-
sentation to facilitate seamless model adaptation, thereby en-
abling the performance of diverse tasks. For instance, this
study demonstrates the transformation of a security classifica-
tion (SC) problem by manipulating a symbolic model classi-
fier into a regressor without the need for any re-training.
This unique attribute is termed as reflection in [37], denot-
ing the inherent capability of the model for direct and struc-
tured knowledge updates, which enhances its accuracy and
comprehensiveness. It is worth noting that attaining such
adaptability is considerably more challenging when working
with ANN [37].

3) Following the framework of [30] and [38], we use RL
and combine it with ESM to derive preventive control ac-
tions in case of system insecurity. In contrast to [27], the
ESM offers the benefit of not necessitating a black-box ora-
cle to be imitated and approximated with a set of interpreta-
ble rules.

The remainder of this paper is organized as follows. Sec-
tion II describes the ESM. Section III outlines the evolution
process. Numerical results are presented in Section IV. Con-
clusions are presented in Section V.
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II. ESM

A. Knowledge Representation

A symbolic model is an explicit representation of knowl-
edge that combines language items (symbols, e.g., a, 1, +, —)
and formal languages (words, e.g., variable var,) to con-
struct symbolic primitives and inference rules and create a
framework that facilitates the human interpretation of infor-
mation within the context of the symbolic model. The basic
building blocks used in the symbolic model are the symbols,
which can be language items of a general-purpose program-
ming language (GPL) or domain-specific language (DSL).
This study adopts symbols or keywords (reserved words that
have particular meaning to the compiler, e.g., if, else, elif,
and return) from a GPL. However, it is important to men-
tion that in cases where non-traditional operators are needed
to represent knowledge (e.g., in the decision system), a DSL
should be created as it enables the use of customized build-
ing blocks. A generic example of a symbolic model O, is
shown in (1), which is designed by using the symbols and
words from the set Sy={x,,z,1,2,3,+, x, =,<, >, and, if, else}.

(M

When the elements of a symbolic model can be mutated
through an evolutionary or a stochastic technique, in such
way that another symbolic model is created (or evolved) by
learning from data (Section III-D), it is referred to as the
ESM. The evolution (or mutation) of the primitive symbolic
model @, to model O, is illustrated by (2). The bold in (2)
serves to identify the differences between models of @,
and O,.

Jif x<2andy>1:z2=xx3;
"lelse:z=x+2

0°

@.{ifx<2andy>1:z:xx3;}
else:z=x+2

A A, (2
.{zfx<20ry>1.2—xv3,}
lelse:z=x+5.1

The spectrum of symbolic models that an ESM can poten-
tially transform into is constrained by the symbols defined
within its domain S,. This domain encompasses all elements
found in the primitive model @, (Section II-B) and those
that can be employed in creating new models (Section III).
A generic example is given as:

SpUW Ny, Ay, Cp Ly, W}
Ve={a,b,c,d x,y,z}

Ny= {R}

{+,—,x,+, =}

{<.>}

{and, or}

W= {if,'elif,else}

where V. is the set of available variables; N, is the set of
available numerical constants; 4, is the set of available alge-
braic operators; C, is the set of available conditional opera-
tors; L, is the set of available logical operators; W is the set
of available system words; and a, b, c, d, x, y, and z are the
examples of variables.

(€)

Ag
Cy
Ly
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In theory, an ESM has the potential to embody all possi-
ble symbol combinations within its domain S,. However, in
practice, the universe of models is constrained by the primi-
tive model, the model template, the evolutionary or stochas-
tic technique that is used to guide the evolution process, and
the specific mutations under consideration, as described in
Section III.

B. Primitive Model Design

A fundamental element of the knowledge presentation in
ESM is the primitive model, encompassing the definition of
the model template (or sketch) and its initialization. The defi-
nition of the model template includes the specification of the
architecture and all other parts of the model that are not eli-
gible for mutation, which sets clear boundaries for evolution
process. Therefore, the unchecked expansion or reduction of
the model is prevented, ensuring that it remains capable of
performing the designated task. Figure 1 depicts an illustra-
tive example of basic template of ESM, with mutable com-
ponents in plain lettering and immutable components high-
lighted in bold.

if {Conditional statements}: {Sequence of action}

elif {Conditional statements}: {Sequence of action}
else: {Sequence of action}

Fig. 1. Illustrative example of basic template of ESM.

In this case, the mutable components of the symbolic mod-
el, such as conditional statements or sequences of actions,
can be fully specified by a human expert, randomly generat-
ed by the machine, or collaboratively defined when the oper-

Generation of primitive

symbolic model

Neighbour
generation

Neighbour current symbolic model

if 13.6XH ;> 4.3 or 4.5%Load*RES ;-<-8.7:
return 0

elif 0.1xXRES, ;pr>—12.5 and
4.6xPump + 0.2xH, 8.7 Windzp,>=0.9:
return 0

else: return 1

o

~—

Final symbolic model®
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ator inputs part of the symbolic model and the other part is
randomly generated. Incorporating the human expert into the
initialization loop leverages the valuable prior knowledge
typically held by experts through their interactions with the
environment (e.g., the power system) or their grasp of physi-
cal reasoning. This prior knowledge enhances the primitive
model, thereby providing a more effective starting point for
the learning process and often resulting in improved conver-
gence. Although this may seem like a potential source of bi-
as in the development of the symbolic model, it should not
introduce more biases than similar operations carried out in
other Al-based techniques, such as the choice of the architec-
ture of the ANN model and the DT depth. This is because
the architecture of the ESM develops into the forms that de-
liver better performance as the learning process progresses.

III. EVOLUTION PROCESS

This section describes the evolution process of the symbol-
ic model from data, considering both supervised learning
and RL settings. In this section, Fig. 2 is used to illustrate
the evolution process that creates a DSA classifier, where 0
denotes the secure operation; and 1 denotes the insecure op-
eration. The illustration is drawn from the case study in Sec-
tion IV. The illustrative example in Fig. 2 considers a primi-
tive model, which is either randomly generated or coopera-
tively defined by a human, as discussed in Section II-B.
This results in distinct initial solutions and evolution pat-
terns. Figure 2 shows different snapshots of the ESM classifi-
er, representing its initial, intermediate, and final states.

if 4.2xH gy < Hy,,, >2 or
1.0 Load*RESy<~7.2
return 0

elif 7.T7<XRES, ;p7>6.7 and
5.3%xPump+0.3xH,,,~12.1x Windzp,>—1.3
return 0

else: return 1

| -

@ Current symbolic model
o N - - if 12.7xH 1), > 4.4 or 3.1XLoadxRES ;-<-11.2:
g © ?ooperatlve defined symbolic model return 0
2 if H;merHloFM<0~6: elif ~14.4xRES;—0.5%H gy, >5.8 and e
= eh{;}‘l’(;f SXRES (0.8 Hpyy >—4.0 or =3.2xPump + 11.5%Hy,,=3.3% Windyp,>5.8 e
10,5 Windyppy + 6.2% et rewrn 0 ol e »
11.9%Hgpy <-11.5: else: return o -o-¢
return 0 8-9_g_o_g-90-9
else: return 1 e
|®  Randomly generated symbolic model o-o- o
if —0.2xHg,,, + 8.6xWind,p),<0.9:
return 0’
elif 14.0xWindp),+ 1.8XRES,,, pg7<4.8: _p o -4
return 1 y
else: return 0 —e— Evolution curve of ESM with cooperative initialization
/ - o - Evolution curve of ESM with random initialization
-0 -6 -0 -0 -0 -0 -0 -6 -¢ & & -0
0 1 1
0/(0.95) 25/(0.36)

Number of iterations (temperature)

Fig. 2. Illustrative example of evolution process of symbolic model.
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A. Guided Evolution

A parent-child architecture is used to guide the evolution
process of the symbolic model, where SA algorithm is the
parent that manages the evolution of the symbolic model
structure by controlling the mutations, and the child is the
differential evolution (DE) algorithm, which is responsible
for the tuning of the numerical constants of the program.
The SA algorithm enables an effortless evolution control via
its temperature equation and neighbourhood definition, re-
moving the need for defining a map between symbols and
numeric values (e.g., required in particle swarm optimiza-
tion), which is a non-trivial task for large symbolic models.
The single-solution nature also allows the operator to easily
inspect and/or update the ESM at any point during the evolu-
tion process without the need to perform any assumption, as
with other population methods (e.g., inspect or analyze only
the best individual from a population). The DE is a simple,
effective, and fast method for tuning the program constants,
which displays superiority in accuracy and computational ef-
fort compared with other methodologies (e.g., SA algorithm,
Bayesian optimization).

The pseudo-code for the evolution process of an ESM is
presented in Algorithm 1, where SM, is the current symbolic
model; SM, is the neighbour symbolic model; F; is the fit-
ness of SM, to perform the task of interest; F, is the fitness
of SM, to perform the task of interest; 7 is the temperature
of the SA cooling scheme; K, is the virtual Boltzmann con-
stant; R(0,1) is a uniformly generated random number be-
tween 0 and 1; and 7|, and 7, are the initial and final temper-
atures of the SA cooling scheme, respectively.

Algorithm 1: evolution process of ESM
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B. Mutation-based Neighbour Symbolic Model Generator

In the SA algorithm, a solution may transition into neigh-
bour states, also recognized as candidate states, depending
on the fitness of the state and the value of a sampled proba-
bility (Metropolis acceptance criterion). A particle neighbour-
hood can be easily defined in numerical optimization by cou-
pling a distance limit with a random number generator R(),
e.g., N(X)=X+0.1R(). Yet, when the solution is no longer
an array but a symbolic model, this technique crumbles un-
less some coordinate scheme is introduced. Therefore, a mu-
tation-based neighbour symbolic model generator is pro-
posed here.

In the mutation-based neighbour symbolic model genera-
tor, the neighbour symbolic model is obtained by performing
a sequence of mutations sampled from a user-defined muta-
tion pool on a copy of the current symbolic model. To sam-
ple the mutations, the value of a uniformly generated ran-
dom number within the range of 0 to 1 (denoted as U(0, 1))
is compared with the probability of adopting each mutation
Pa,. 1f the condition specified in (4) is met, a mutation
m;(SM;) will be selected. The mutation pool used in muta-
tion-based neighbour symbolic model generator is listed in
Table I. The mutations are chosen because they are easy to
implement in most of the GPL environments, and they can
generate new neighbours, not just simply random solutions.

if U0, )< Pa;: SM,=m (SM,) VieZ j<N,., @)
where N, is the number of mutations.

TABLE I
MUTATION POOL USED IN MUTATION-BASED NEIGHBOUR SYMBOLIC
MODEL GENERATOR

Require: K, T, T

1. Generate current symbolic model SM; (Section II-B)

2. Tune numerical constants of SM; (DE)

3. while 7>T,do

4. Generate neighbour symbolic model SM, (Section I1I-B)

5. Tune numerical constants of SM, (DE)
F,~F,

6. if F,>F, or R(0,1)<e ™ then

7. SM,=SM,

8. Adjust T according to a cooling scheme
9. Perform simplification on SM, (Section III-C)

The foundational characteristics of the SA algorithm [29]
remain visible in the version of symbolic model. During a
designated SA cooling scheme (e.g., linear, logarithmic, and
exponential), a solution is to pass through different neigh-
bourhood states and change according to the Metropolis ac-
ceptance criterion until its energy reaches a minimum value.
However, given that the solution is no longer an array of di-
mension N but a sequence of expressions forming a symbol-
ic model, this version has distinct features, particularly re-
garding neighbourhood definition (Section III-B). Moreover,
it introduces an additional phase, which is known as simplifi-
cation, during which the symbolic model is inspected and
possibly automatically simplified to enhance interpretability
(Section III-C).

Mutation pool Pa

Additional/removal of condition

e.g., if xty>1—if x+ty>4 and z<3 V15

Changes of logical operator

e.g., if xty>4 and z<3—if x+y>4 or z<3 1/10

Changes of comparison operator U5
e.g., if xty>4—if x+y<d

Additional/removal of parcels 13

e.g., if xty>4—if x+y—z>4

Parcel mutation
e.g., if x>4—if z>4|if xz>4—if (x/z)>4

As observed from Table I, the mutations with a larger
transformation power (e.g., additional/removal of condition
or changes of logical operator) have a smaller probability of
adoption, compared with the ones that perform minor chang-
es on the model syntax (e.g., parcel mutation). This enables
a frequent generation of neighbours that are sufficiently
close to the current solution. Hence, it ensures convergence
while allowing the sporadic generation of more diverse
neighbours in the name of a larger search space exploration.
These probabilities can be determined by trial-and-error ex-
periments in a validation set. The aim is to improve the con-
vergence of the SA algorithm. Alternatively, an optimization
approach to the hyper-parameters can be pursued. Figure 2 il-
lustrates the evolution process of a symbolic model when us-
ing some of these mutations, where the difference between
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the current symbolic model and the neighbour current sym-
bolic model is underlined.

The decision to use diverse and structured mutation pool
instead of using a single and more generic mutation (e.g.,
symbol-for-symbol replacement) is justified by the increase
in the controllability of the evolution process of the symbol-
ic model. On the one hand, this eases the implementation
process in most of the GPL environments, as it avoids syn-
tax errors that may result from the misplacement of the lan-
guage operators (e.g., replacing a logical operator with a
number). On the other hand, it allows better management of
the diversity between the existing and the candidate models,
thus ensuring that these are sufficiently close to be consid-
ered neighbours, which is essential for method convergence.
Regarding the parcel mutation process, it is worth mention-
ing that particular success is found when using a mutual in-
formation (MI)-based variable neighbourhood. Such a neigh-
bourhood is defined at the beginning of the evolution pro-
cess by computing the MI between all domain variables and
the classification labels.

It should be noted that as long as the reasoning for gener-
ating sufficiently close neighbours is kept and a similar
scheme is adopted when considering the probability of adop-
tion, the user is free to choose different mutations. This
means that if the user introduces very transformative muta-
tions from a logical point perspective, lower probabilities
should be attached to them, and vice versa. Assuming that
the established template and the symbolic domain of the
ESM are respected, the human expert can directly perform
mutations during learning process, e.g., determining which
model parts should mutate. To enhance the operator’s under-
standing of the transformative power of each mutation and
ease the generation of close neighbours, the effect of each
type of mutation on the output of different expressions can
be assessed by means of the Kullback-Leibler (KL) diver-
gence [39]. Since KL divergence measures the difference be-
tween two distributions, mutations resulting in a large aver-
age KL divergence should be regarded as highly transforma-
tive, while those with smaller values should be considered
less so.

C. Simplification Process of Symbolic Model

The symbolic model may evolve into a program featuring
redundant statements, resulting in an increase in size and a
reduction in overall interpretability. To solve this problem, a
periodic model inspection, which is denoted as simplifica-
tion, is introduced here. The effects that different symbolic
model statements have on the symbolic model output are
evaluated. Statements that have no effect are removed, and a
classical mathematical inspection of each expression is car-
ried out. The considered model template significantly influ-
ences this process. Hence, its transference to other problems
must be performed with adequate modifications. The simpli-
fication process of the symbolic model is described in Algo-
rithm 2.

As illustrated in Fig. 2, the symbolic model maintains
complete interpretability throughout the evolution process.
This ensures that the operator can readily comprehend the
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dynamics and decisions of the symbolic model, even during
the learning process. Due to the simplification, the constant
tuning process becomes faster as simpler models tend to
have fewer constants, which is translated into a problem of
smaller dimensions for the DE (child) to solve.

Algorithm 2: simplification process of symbolic model

1. Output based on simplification process:

2. for all statements St; do

3 Evaluate effect of St, on symbolic model output
4. if St, does not affect symbolic model output then
5

Remove part or totality of statements St,
end if
end for

6. Mathematical inspection:

7. for all statements St do

8. Remove model parcels with multi-plications by 0
e.g., ifBxx+0xy)>1—if3xx)>1
9. Sum all zero-degree polynomials in each expression
e.g., if (x+y=3)>1—if(x+y)>4
end for

D. Supervised Learning and RL Settings

As illustrated in Fig. 3, the SA algorithm is used to guide
the evolution process of ESM of the ESM classifier or re-
gressor in a supervised learning setting by minimizing a loss
function and an ESM decision agent in an RL setting via tri-
al-and-error interactions between the simulation environment
and the decision agent. The aim is to maximize the reward
function.

Supervised learning setting RL setting
Evolution /\Evolutlon
_/\ ‘ ESM decision agent
ESM classifier
or regressor 1
Q i Reward Action
Loss : L Simulation
Labelled data : environment

Fig. 3. Evolution process of ESM in supervised learning and RL settings.

In the two learning settings, it may be necessary to adjust
the characteristics of the ESM, such as templates and sym-
bolic domains, to align with the distinctive tasks executed
by ESM (refer to Section IV-B and IV-D for a more compre-
hensive discussion). Regarding the SA algorithm, no substan-
tial changes are required, as the only modification pertains
to the fitness function defining the ESM solution: either a
loss or reward function. The recalibration of the hyper-pa-
rameters of the SA algorithm, particularly the virtual
Boltzmann constant K,, is required only when large differ-
ences in magnitude exist between the loss and reward func-
tions.

Note that the RL adopted in this study does not construct
value estimates for particular state-action pairs. Instead, it
reasons solely about the value of entire policies [30], [38],
by using cumulative reward functions.
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IV. NUMERICAL RESULTS

A. Case Study

1) Madeira Island Power System

The network is operated at 30 kV/60 kV. In 2024, the gen-
eration portfolio consists hydro power (77.17 MVA), ther-
mal power (295.74 MVA), wind power (70.11 MVA), solar
power (75 MVA), and waste-to-energy (W2E) power (7.2
MVA). The load range is between 60 MW and 100 MW. To
provide flexibility and support to the power system stability
with a high share of the RES, the transmission system opera-
tor (TSO) relies on reversible hydro pumping stations and a
24 MVA (16 MWh) battery energy storage system (BESS).
The share of the RES is expected to grow, leading to chal-
lenging OSs due to system stability concerns arising in zero
thermal generation scenarios. Thus, the power system is en-
hanced by installing another 24 MVA BESS and a 15 MVA
synchronous condenser.

The Madeira Island power system is particularly signifi-
cant due to its inherently unstable nature, which is caused
by its lack of interconnections. This inherently unstable na-
ture is aggravated by the low inertia and high share of con-
verter-based generation. Consequently, continuous system se-
curity monitoring is required, which makes the online DSA
fundamental for the control room. Moreover, the presence of
diverse DER, such as RES power plants with different capa-
bilities (e. g., fault ride-through (FRT) and participation in
frequency control) and BESS that can operate in different
control modes, namely grid-forming (GFM) and grid follow-
ing (GFL), results in a very different response to disturbanc-
es. This makes the online DSA a challenging task.

2) Generation of Functional Knowledge

A dataset of 2095 unique OSs is generated by sampling
different combinations of load, share of synchronous genera-
tion and RES generation. This OS generation is aimed to
find scenarios close to the security boundary of the system
while preserving sufficient coverage of the system feasible
region. For each scenario, the DigsILENT Power Factory
software performs merit-order unit commitment, power flow,
and dynamic simulation studies in a complete root mean
square (RMS) model of the Madeira Island power system.
After the stationary studies, an operation point OP is estab-
lished, which is characterized by the system variables listed
in Table II. These variables are designed based on prior ex-
perience and expert knowledge. Therefore, the recognized
correlation with the system stability is established.

The results of the dynamic simulation study, which con-
sists of the simulation of three most severe short circuits to
the system stability, are then integrated with the rules of (5).
These rules compare the simulation of two frequency stabili-
ty indices with two protection-related thresholds, enabling a
classification for each operation point. The rationale for us-
ing frequency metrics as criteria for the SC in the Madeira
Island power system lies in the fact that the security loss fol-
lowing severe events is mostly caused by large frequency
swings that trigger the load-shedding protections of the pow-
er system. The final composition of the generated dataset is
590 (28.2%) insecure operation points and 1505 (71.8%) se-
cure operation points.
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TABLE 11
SYSTEM VARIABLES CHARACTERIZING OPERATION POINT

Variable Parameter
Load System load

Pump Hydro pumping
H.,, System virtual inertia (if BESS is in GFM control)
Hy,, System synchronous inertia

RES, o1 RES with no FRT capability

RES,. RES that conforms with system grid code

Photovoltaic (PV) generation with zero power mode (ZPM)-

PV r type response during fault

Wind,,,,, Wind generation with ZPM-type response during fault

Af.y>2 Hz

Af¢,; <49 Hz and Rocof,; (250 ms)<—2.5 Hz/s )
where Af,,, is the maximum frequency deviation of the sys-
tem center of inertia (Col); and Rocof,,(250 ms) is the maxi-
mum rate of change of frequency of the system center of in-
ertia, which is measured with a 250 ms sliding window.

B. Online Dynamic SC

SC, one of the DSA typical functions, is the task of classi-
fying a system operation point as secure (denoted as 0) or in-
secure (denoted as 1). To address this task in the Madeira Is-
land power system, the aforementioned ESM is used to gen-
erate a rule-based classifier. To that end, the primitive sym-
bolic model shown in Fig. 4, which is cooperatively defined
with a human expert, is evolved using the instructions of Al-
gorithm 1. In Fig. 4, K,, is the numerical value chosen by
the human expert of the system. The primitive version of the
classifier includes a well-known stability condition based on
the system inertia to illustrate a cooperative initialization in
the context of DSA. This knowledge contribution is high-
lighted in grey in Fig. 4, while the model template is high-
lighted in bold.

#-K,, is chosen by human expert (e.g., 0.5 s) -#
if { Hgyt Hopyy< Ky }: return 1
elif {Conditional statements}: return K
elif {Conditional statements}: return K
else: return K

Fig. 4. Primitive symbolic model of classifier.

Regarding the SA algorithm, F, corresponds to the classifi-
cation Fl-score in the training dataset and the hyper-parame-
ters, which are chosen through cross-validation. We set 7,=
0.95°C, 7,=0.05°C, and K,=70. Regarding the available
symbolic domain for the construction/mutation of the classifi-
er, the one defined in (3) is adopted, where the set of vari-
ables V; consists of all the variables described in Table II. It
is worth mentioning that despite all these variables during
the evolution process of the ESM, not all of them need to be
present in the final version of the ESM. In fact, as shown in
Fig. 2, the ESM has the ability to retain most relevant vari-
ables.

1) Classification Accuracy
To prove the ability of the ESM to create models with
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good generalization capacity and to remove its intrinsic ran-
domness, the SA algorithm is run 20 times independently,
and the Fl-score in the testing dataset is recorded. For each
of the 20 runs, different seeds are consistently considered for
the SA algorithm and for partitioning of the training/testing
datasets. The same study is also conducted using standard
and pruned versions of scikit-learn DTs, with minimal cost
complexity as the pruned DT model.

All results are compiled into the boxplot of Fig. 5, which
shows the distribution of the Fl-score of the testing dataset
for different SC models. The average training time required
for different SC models is also presented in Table III. The
depicted times correspond to an implementation in an Apple
Mac Mini M2 Pro of CPU with 10 cores and 16 GB of
RAM. Note that the average classification time corresponds
to the time required to classify 2000 operation points, other-
wise its value should be immeasurable.

TABLE III
AVERAGE COMPUTATIONAL TIME REQUIRED FOR DIFFERENT SC MODELS

Average training Average classification

Model time (s) time (ms)
ESM 5042.00 0.55
DT model 0.01 0.67
Pruned DT model 0.01 0.62

1.00
0.97
g —
ot " ==
~ 091
= 0.88
0.85
DT model Pruned DT model ESM
Model
Fig. 5. Distribution of Fl-score of testing dataset for different SC models.

While unpruned DT model (which corresponds to DT
model) exhibits an accuracy advantage, the results show that
ESM can achieve accuracy levels comparable to those of
pruned DT model. In fact, ESM can even reach higher accu-
racy levels for some seeds, while ensuring shorter operation
point classification computation time than both benchmarks.
Undoubtedly, the ESM requires a longer training time due to
the need to perform a step of constant tuning (analogous to
a smaller-scale ANN weight adjustment) in every iteration,
as the model structure is iteratively changing. Nevertheless,
this fact does not constrain the practical adoption of the
ESM in SC since the resultant symbolic models are ready
for use in an online panorama and can provide very short
classification time for thousands of operation points.

2) Interpretability

Interpretability in this study refers to understanding the de-
cision-making process of the model, with global interpretabil-
ity focusing on the overall behavior and local interpretability
targeting specific input sets [22]. Global interpretability of a
model entails comprehending the principles that govern its
behavior across all input ranges, which requires a thorough
analysis of the entire model. This is influenced by the com-
plexity of the model, leading to increased mental effort dur-
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ing inspection. Consequently, the total number of mental op-
erations required to inspect the number of total mental opera-
tions (TMOs) is a metric for evaluating its global interpret-
ability.

An illustration of the TMO computation for @, is depict-
ed in Fig. 6. Note that the mental operations required to fol-
low all model decision paths, which are highlighted in grey,
include not only arithmetic and logic operators but also ev-
ery other type of operation that requires mental consider-
ation, such as the selection required when interpreting if and
else.

if (x<2and y>1):z=xx3;|

TMO(G,): 9

else:z=x+2

Fig. 6. Illustration of TMO computation for @,

When analyzing the inner dynamics of the model, the hu-
man expert does not need to read the entire model. This is
because, for some of the inputs, an SC can be achieved
through the action of a unique part of the model. The charac-
teristic of the model is the local interpretability, which can
still be measured by using the number of mental operations.
In this context, the focus is solely on the number of required
mental operations (RMOs) to trace the action path of the
model for each input. Figure 7 shows the illustration of
RMO computation for @, (1,0) (in view of the input (1, 0)).

RMO(O,(1,0)): if x<2and y>1):z=xx3; 5

else:z=x+2

Fig. 7. Illustration of RMO computation for @(1,0).

However, using it as a metric to compare the local inter-
pretability of different models can rapidly become complex,
as each model can be characterized by multiple values (i.e.,
one per dataset instance). Thus, the average RMO for all da-
taset inputs RMO is adopted to ease the model comparison
process.

The two interpretability metrics, TMO and RMO, are used
to score the interpretability of the models generated in the
previous subsection (DT model, pruned DT model, and
ESM). The results obtained for these metrics are depicted in
the radar charts of Fig. 8, where RMO is on the right and
TMO is on the left. Despite their high classification accura-
cy, the DT model shows very low global interpretability,
which is justified by the numerous tree nodes that allow for
intense space partitioning and high classification accuracy, as
they also represent large sequences of mental operations.
However, the pruned DT model can display a much better in-
terpretability without a significant loss of classification accu-
racy, which puts them very close to the ESM. However, the
ESM stands out as the model with the ability to achieve the
lowest values in terms of 7MO, which shows a small edge
in terms of global interpretability.

In the case of local interpretability, the differences among
three models are small. However, it is clear that the pruned
DT model is superior to the other models. If a classification
is achieved at the first nodes/conditions of the model, the
number of RMOs tends to be higher in the ESM. This is be-
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cause conditions in ESMs are usually expressions (e.g., 3 x
RES,, ppr* Hg,, — RES ;- <2), rather than single variable in-
equalities (e.g., H,,<0.9), as is the case with the DT mod-
el. This architectural dichotomy explains the visible differ-
ence between the DT model and the ESM regarding RMO
values, which is more apparent in the pruned DT model.
Still, it is worth mentioning that mathematical expressions of
the ESM enable non-linear partitions of the attribute space
while preserving a compact nature that often evidences true
physical relations.

Better global interpretability

Better local interpretability

e DT model; © Pruned DT model; © ESM

Fig. 8. Interpretability analysis of different models.

To highlight the inherent knowledge value that the generat-
ed expressions can carry, two conditions derived from one of
the resulting ESMs are briefly analyzed in Fig. 9. To facili-
tate comprehension, the inequalitys that comprise the condi-
tions are first-hand-manipulated, which makes the important
relations more explicit. The range of values that the involved
variables can take is also portrayed, with all variables ex-
pressed in the per-unit system.

Hy,,€[0.34, 1.98]

The first condition: if |H,,|<[2.63~ 2.72

Loade[0.62, 1.37]
Equatione[-1.72, 0.64]

: insecure

RES;0€[0.19,0.55]  RES,,;z7€[0.01,0.2]

0.8 X‘RESGC‘ +1 X‘RESVIUFRT‘

Load

\ Loade[0.62, 1.37]
Equatione[0.12, 1.03]

The second condition: if 1 secure

Fig. 9. Analysis of ESM condition interpretability.

As shown in Fig. 9, the first inequality correlates the need
for system synchronous inertia H,, with the system load
Load. Tt demonstrates a greater need for system synchronous
inertia in higher load scenarios to ensure the security. This
correlation makes sense as the load levels that meet the con-
dition often coincide with a high presence of photovoltaic
and wind generation. Many generators of these energy sourc-
es lack FRT capability or operate in zero power mode (not
injecting active power from fault inception until normal oper-
ation of the converter). This results in an increased power
mismatch after fault clearance. Consequently, it causes a de-
celeration of synchronous machines after a fault, resulting in
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frequency nadirs that can trigger system protections (see
[40] for more details). By increasing the system synchronous
inertia, it is possible to effectively mitigate the rapid frequen-
cy variations that occur in these scenarios [40]. Hence, this
condition is theoretically sound and practically valid.

The second condition provides an interesting relation
among system load, the RES generation that conforms with
the grid code, and the RES generation with no FRT capabili-
ty. Specifically, it establishes a weighted penetration limit
for these types of generation based on the load. As previous-
ly noted, the presence of a generation with no FRT capabili-
ty can exacerbate post-fault frequency dips, potentially lead-
ing to insecure system conditions [40]. In contrast, when
RES generation complies with grid codes, particularly re-
garding active current injection, the extent of frequency ex-
cursions within the islanded grid tends to be mitigated [41],
although these excursions remain more pronounced than in
grids dominated by synchronous generators. Consequently, it
is reasonable that less generation with no FRT capability is
permissible compared with the grid code-compliant genera-
tion. This is reflected in the larger scalar value associated
with RES, ;pr in comparison with RES.. in the given condi-
tion.

The value of the generated expressions is not only in es-
tablishing relations between the right variables in a way that
makes sense from a theoretical and practical perspective, but
also in the ability to quantify this relation numerically and
link it directly to system safety requirements.

C. Reflection Property: Transformation to Regression

The symbolic and interpretable nature of the ESMs en-
ables scamless direct model updates by the human expert
(operator), a characteristic that can be explored not only for
initialization/mutation purposes during evolution process
(Sections II-B and III-B), but also for augmenting the ESM
so that different tasks can be performed.

The model ability, which is known as reflection in [37], is
explored to transform the ESM classifier into a regressor.
This is because this form provides additional information re-
garding the distance of a state OS, to the system security
boundary in the form of a security index S,. It should be not-
ed that the method used to create an ESM classifier can also
be used to directly generate the regressors. Still, the two-
stage approach is undertaken to prove the reflection property
that ESMs have.

To make this manipulation (i.e., from classifier to regres-
sor), the output of the security classes (0 denotes secure and
1 denotes insecure) is replaced by the output of a security in-
dex S, whose computation depends on the existing condition-
al statements. To achieve the security index expressions, the
inequalitys of each conditional statement are manipulated un-
til one of its sides is zero. The non-zero side is then used to
determine the security index value when that specific condi-
tion is verified. The following example illustrates this manip-
ulation.

Small classifier:
if 3xy<1: return 1
else: return 0
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Small regressor:
if 3xy<1:return 1-3xy
else: return 1-3 xy

Not that, after this manipulation, the regressor may output
the values larger than zero if the system is insecure and out-
put the values lower than zero if the system is secure.
Hence, the regressor output of zero should be understood as
the security boundary.

The conditional statements defined in this study may in-
clude more than one inequality (e.g., if (x<1 and y<2)).
Hence, in such cases, it is necessary to assess which inequal-
ity should be used to define the security index expression.
For this purpose, a min/max function is introduced in the re-
gressor output section to select the security index closer to
the security boundary (one for each inequality). This transfor-
mation is illustrated as follows.

Small classifier:

if 3xy<9 and 2xx>1): return 1

Small regressor:

S§1=9-3xy; S,=2xx-1

if 3xy<9 and 2xx>1): return min(S,,S,)

The above transformations are applied to one of the 20
ESM classifiers generated in Section IV-B. In addition to the
modification described earlier, each security index expres-
sion is also normalized to the value of the threshold constant
of the respective inequality to ensure a similar range of val-
ues for the security index, regardless of the conditional state-
ment that verifies. The transformation of ESM classifier into
regressor is depicted in Fig. 10.

. HGFM HSJm
tf{0.7>< Wind,pyy +4.03x Toad <6.40 and

3.56XRES, gy Hs,,~5.87 xRES,,,<—2} :

return 1
elif {~7.87xLoad+3xLoad*Hg,,<8.18}:
return 1
else:
return 0
# mmmmmmmmmeeeee ESM regressor ------------------ #

# Inequality transformation

Hepy
Windzpy

6.4

H,
+4.03x 2 )

6.4—(0.7>< Toad

S=

~(3.56XRES, ppr* Hy, =5 8T*RES p)—2
a 2
—(=7.87%Load+3*Load*Hy,,)—8.18
o 8.18
# Rule-based output

if{o.7x

Heru
Wind p,

H
S 6,40 and

+4.03x Toad

3.56%RES,,ppp*Hyg,,~5-8T<RES, ,P<—2} :
return min (S, S,)

elif {~7.87xLoad+3xLoad* Hy,,<-8.18}:
return S,

else:
return max(min(S;, S,), S;)

Fig. 10. Transformation of ESM classifier into regressor.
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Alternatively, a security indicator for the system can be
obtained by using dynamic simulation to obtain the security
indices described in (5). The distance of these security indi-
ces from their limits can then be used as an indicator. In this
case, the distance of the frequency nadir from the limit value
of 49 Hz (S,,,=49 —fy..) 1s a suitable indicator, as this is
proved to be the determining condition among those in (5).
Figure 11 displays the normalized value of this nadir-based
security indicator S,,, and the normalized regressor output

S, for all points in the dataset.

Reg

S
w ) -
: A,
-1.0 ]> 1 1 1 J
0 500 1000 1500 2000
Operation point

Secure; « Insecure

Fig. 11. Scatter plots of S ., and S Reg-

As shown in Fig. 11, the regressor output is very similar
to the nadir-based security indicator, which is computed with
a dynamic simulation model of the Madeira Island power
system. Hence, it can be concluded that using the manually
created regressor to determine the degree of system security
is a good approximation of reality.

D. Preventive Control

When the operation point is classified as insecure, the hu-
man expert requires a preventive control action that can miti-
gate system insecurity in the case of any disturbance. In the
Madeira Island power system, this preventive control action
entails deploying additional synchronous and/or virtual iner-
tia (H, and H ) rather than a more classical approach, such
as the generation re-dispatch. This choice is justified by the
high share of low synchronous machine scenarios that make:
(D small operation point change inefficiently from a security
point of view; and (2) significant operation point change cost-
ly due to the RES curtailment expenses. For this task, Algo-
rithm 1 is used to evolve a rule-based decision agent under
an RL setting. This means maximizing a reward function,
which is detailed in Section IV-D instead of the F1- score.

The primitive version of the ESM decision agent, which
is described in Fig. 12, has minimal operator intervention in
its definition, with the main exception being a condition that
differentiates the agent actions based on the online virtual in-
ertia. This allows for prioritizing the allocation of extra virtu-
al inertia when capacity is available (H;z,<1.92). In Fig.
12, the ESM template is highlighted in bold, and the initial
contributions of the operator are highlighted in grey. The val-
ue of the additional synchronous inertia A, or virtual inertia
H,, suggested by the ESM decision agent is always subject-
ed to a saturation block to ensure that this inertia volume ex-
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ists in the system, i.e., H =clip(H

sa’

clip(H,,,0,H,, ). The available inertia volume (H

sa max 4

0,H, ) and H, =
H,.)

corresponds to the inertia of all synchronous condensers that
are offline in the case of synchronous inertia and to the iner-
tia of the GFM control for all offline BESS in the case of
the virtual inertia.

if S>0:
if {Hgpy<1.92}: H,={Action expression}, H ={Action expression}
else:
H,={Action expression}, H,={Action expression}

Fig. 12. Primitive version of ESM decision agent.

1) Reward Function

The synchronous inertia is dispatched via different syn-
chronous condensers (i.e., dedicated or generation units qual-
ified for it), while the virtual inertia is dispatched by chang-
ing the control mode from GFL control to GFM control in
the BEES. Given that the TSO plans to always have the
BESS in operation (for stability support purposes) and no ad-
ditional expenses result from a change in the battery control
mode, the operational cost of a preventive control action is
not dependent on the volume of additional virtual inertia.
Conversely, the volume of synchronous inertia greatly influ-
ences the cost of preventive control actions. In the case of
dedicated synchronous condensers, there is a cost associated
with the electricity needed to drive the motor. As for the hy-
dro units, there is an additional cost and a preparation time
related to the opening of the drainage valves located at the
bottom of the turbine chamber to empty it from the water be-
fore it can be used as a synchronous condenser.

The ESM for this task is trained under an RL setting. The
goal is to maximize the cumulative reward R from (6).

rrrrrr

Nlruw
R=>'R,= 20 [1-0.25S,+1’-H,K,]

i=0

(6)

where R, is the environment reward for operation point i
Ny, 18 number of operating points in the training dataset;
K, is the trade-off between the cost of additional synchro-
nous inertia and the enhanced system security; and S, is the
environment security index for operation point i.

The reward function is chosen due to its ability to repre-
sent two fundamental features of the problem, namely:
the non-linear relation between the need to improve further
the system security and the current environment security in-
dex S; and @ the costs of dispatching additional synchro-
nous inertia H, . Feature (D) is captured by the behavior of
the reward function derivative O0R/0S, whose form results in
the provision of more significant rewards for improvements
in unsecured zones (S;>>0), where the action of the ESM
decision agent is much needed and poor rewards for im-
provements in zones are already very secure (S,<< 0). Fea-
ture (2 is captured by using a trade-off function (H,, xK,)

that reflects how much additional synchronous inertia the op-
erator is willing to dispatch to achieve a sufficient improve-
ment in the system security. The trade-off value (K, =0.15)
is obtained by inquiring the TSO through an indifference
judgment, as explained in [42].

Traditionally, the environment security index S can be at-
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tained via time-domain simulation of the reference distur-
bances. However, this makes the RL procedure extremely
heavy in terms of computation. Therefore, to make the proce-
dure feasible, the ESM regressor in Fig. 10 is used as a sur-
rogate model of the system behavior.
2) Benchmark Models
1) A simple symbolic model, as depicted in Fig. 13, de-
signed by a human expert with its constants tuned by the
DE algorithm are described in Section III-A, which is called
Human-ES model. Note that the bold characters in Fig. 13
indicate the model template. The Human-ES model uses dif-
ferent proportional controllers according to the existing
amount of virtual inertia H,. Dividing the model actions
based on the online virtual inertia allows for prioritizing the
allocation of extra virtual inertia when capacity is available
(Hgry<1.92).
if (5>0):
if {Hgpy<1.92}:
H,=SxK,, H,=SxK,
else: else:
H =S%K; H =5x11.57
(a) (b)
Human-ES model. (a) Initial. (b) Tuned with data.

if (5>0):
if {Hgpy<1.92}:
H,=Sx091, H,~5x14.98

Fig. 13.

2) An ANN-based agent constructed using the RL based
on evolutionary strategies from [30] is called RL-ANN mod-
el. The ANN structure, which is optimized with random
search, encompasses four layers with 9, 20, 20, and 2 neu-
rons, respectively, and sigmoid activation functions.

3) Performance Evaluation

The RL is executed 20 times, with varying seeds and parti-
tions of the training/testing datasets. The following three met-
rics are computed for the testing dataset.

1) R, the reward function value in the testing dataset.

2) H . the volume of additional synchronous inertia dis-

NTm/
patched by the ESM decision agent, i.e., H,,= sz/,
j=0

where N,,, is the number of operating points in the testing
dataset.

3) S, the highest value of the security index that can
still be found when the ESM decision agent action is consid-
ered, i€, S, ,=max(S,), Vj€[0, Ny,

Figure 14 presents the values of these three metrics across
each of the 20 runs, computed for the ESM and the two
benchmark models. Once more, Fig. 14 shows the ability of
ESMs to successfully adapt to different tasks.

0.04

Worsy

O Human-ES model; ® ESM; @ RL-ANN model

0.08

Fig. 14. Performance of ESM and two benchmark models.
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As can be seen from Fig. 14, the ESM consistently main-
tains security across the entire spectrum of the operation
points in testing dataset (S,,,,<0), a characteristic not ob-
served in the case of the Human-ES model. This enhance-
ment in security directly influences the reward function,
showing that the ESM decision agent does not over-dispatch
the volume of synchronous inertia to ensure the system secu-
rity.

Notably, the ESMs retain full interpretability and compact
nature, as seen from Fig. 15, where the final version of
ESM decision agent is displayed. Conversely, the RL-ANN
model shows very limited interpretability, with an average
RMO and TMO of 1282 compared with the 12.9 and 18.6
values that characterize the ESM collection, respectively.

This interpretability feature, not displayed by the RL-
ANN model, can transform the decision-making process of
the operator into a simple sequence of conditions and ac-
tions, while still outperforming the RL-ANN model. In the
case of the ESM decision agent in Fig. 15, once a state is
classified as insecure, then the human expert only has to
evaluate the value of the online synchronous inertia Hy,, and
compare it with the two-term equation that relates the securi-
ty index S with the online volume of RES generation that
conforms with the grid code RES.. After the validation of
this condition, the values of additional synchronous and vir-
tual inertia (H,, and H ) are directly proposed based on very
simple numerical expressions, whose comprehension and
even modification due to new experiments or changes in the
power system are easily achieved. In real time, this allows
for fast and comprehensible computation of the required iner-
tia volume that the system operator easily validates and later
dispatches through synchronous condensers and/or batteries
in GFM control.

if S>0:
0.23
if \H,,<1.13x5+ :
f { Sym RESGC}
PVapy Load
Hva71.32>< HSym s Hva_z.ozxm

else:
H,=13.11x§

Fig. 15. Final version of ESM decision agent.

As for the time required to train different models, as de-
picted in Table 1V, ESM still stands out as needing a larger
time frame; as discussed in Section IV-B, this results from
the nuances of its evolution process. Additionally, both sym-
bolic models exhibit shorter decision time when compared
with the RL-ANN model, which is a normal consequence of
the reduced model size.

TABLE IV
AVERAGE COMPUTATIONAL TIME TAKEN FOR DIFFERENT MODELS IN
TRAINING AND DECISION PHASES

Model Average training time (s) Average decision time (ms)
Human-ES 1.99 0.68
model
ESM 1859.00 1.35
RL-ANN model 1288.00 1.79
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E. Discussion: Scalability and Replicability to Other Systems

The Madeira Island power system displays complex dy-
namic behavior as a result of the differently controlled ele-
ments that coexist in the grid (Section IV-A). The system re-
sponse to disturbances often exhibits various types of insta-
bility, encompassing traditional rotor angle stability issues
[43], frequency stability problems that stem from the con-
verter behavior [40], and instability rooted in the converters
(itself). These patterns of instability are not exclusive to iso-
lated power systems. In fact, they are becoming increasingly
prevalent in interconnected power systems, as shown in [44]
and [45]. Therefore, the successful performance of the gener-
ated ESMs in the Madeira Island power system instills confi-
dence in the potential applicability of the ESM to DSA in
larger systems with slightly different characteristics. This as-
sumption holds if the distinct characteristics of the new sys-
tems are captured in the relevant functional knowledge. In
other words, the dataset used to generate the ESM in these
systems must include instances of the present differentiating
stability phenomena, where advanced synthetic data genera-
tion methods are essential to extrapolate beyond historical
data and create feasible and rare operation point [46].

While the size of the system does not constrain the model-
ing ability to generate ESMs, it must be highlighted that the
final version of ESM may tendentiously become larger for
large systems. This is a direct result of complex interactions
between more elements and is also expected when using oth-
er Al-based techniques (e.g., ANN and DT). Since this influ-
ences the global interpretability of the model, the Al-based
technique should be applied regarding control areas rather
than the whole interconnected system. This enables a suit-
able application to other systems, allowing a beneficial use
of the knowledge interpretation characteristics of the ESMs.

V. CONCLUSION

This study proposes a novel data-driven model to con-
struct inherently interpretable symbolic models for DSA, us-
ing the Madeira Island power system as the proof-of-concept
case study.

The ESM, which is developed for the SC task, shows clas-
sification accuracy comparable to pruned DT model and bet-
ter global interpretability. The ESM also thoroughly outper-
forms the unpruned DT model regarding global interpretabili-
ty, albeit with a marginal reduction in classification accura-
cy. The nature of the ESM mathematical expression offers a
relevant potential in terms of new knowledge creation and re-
flection capacity. For instance, the ESM classifier demon-
strates versatility by transforming seamlessly into a regressor
without requiring retraining. In preventive control actions, it
shows high skill in restoring the system security without
over-dispatching inertia, outperforming an RL-ANN model
and a Human-ES model that responds proportionally to the
security index. Importantly, the interpretability and compact
nature of the ESM decision agent aligns well with the regula-
tory requirements for high-risk sectors in the European
Union AI Act.

Future work will consist of: (D extending the DSA meth-
od to the case of large interconnected power systems; (2) ap-
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plying the ESM to other tasks in power system control
rooms; ) enhancing the ESM-human interaction by consid-
ering, for instance, a higher involvement of the human ex-
pert in the hyper-parameters tuning; and (4) combining the

SA

algorithm with the optimization potential of pre-trained

large language models (see [47] for a proof-of-concept).
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