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Abstract—In the context of large-scale photovoltaic integra-
tion, flexibility scheduling is essential to ensure the secure and
efficient operation of distribution networks (DNs). Recently,
deep reinforcement learning (DRL) has been widely applied to
scheduling problems. However, most methods neglect the vul-
nerability of DRL to state adversarial attacks such as load redis-
tribution attacks, significantly undermining its security and reli-
ability. To this end, a flexibility scheduling method is proposed
based on robust graph DRL (RoGDRL). A flexibility gain im-
provement model considering temperature-dependent resistance
is first proposed, which considers weather factors as additional
variables to enhance the precision of flexibility analysis. Based
on this, a state-adversarial two-player zero-sum Markov game
(SA-TZMG) model is proposed, which converts the robust DRL
scheduling problem into a Nash equilibrium problem. The pro-
posed SA-TZMG model considers the physical constraints of
state attacks that guarantee the maximal flexibility gain for the
defender when confronted with the most sophisticated and
stealthy attacker. A two-stage RoGDRL algorithm is proposed,
which introduces the graph sample and aggregate (Graph-
SAGE) driven soft actor-critic to capture the complex feature
about the neighbors of nodes and their properties via inductive
learning, thereby solving the Nash equilibrium policies more ef-
ficiently. Simulations based on the modified IEEE 123-bus sys-
tem demonstrates the efficacy of the proposed method.

Index Terms—Distribution network, photovoltaic, flexibility
scheduling, deep reinforcement learning, cyber attack.

1. INTRODUCTION

PERATIONAL flexibility denotes the capacity of the
Opower system to maintain safe and efficient operation,
which is critical for distribution networks (DNs) with high
penetration rates of photovoltaic (PV) [1]. In DNs, operation-
al flexibility fundamentally reflects the level of coordination
and utilization of controllable resources within the system,
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where the essence of scheduling methods is precisely to en-
hance and apply flexibility [2]. Consequently, distribution
system operators (DSOs) can improve operational flexibility
by coordinating diverse controllable resources through opti-
mized scheduling, an approach known as flexibility schedul-
ing.

Recently, many research studies on flexibility scheduling
have emerged [2]-[7]. In [2], a flexibility analysis frame-
work is designed to fully exploit the controllability of vari-
ous resources, thereby achieving the goals of improving op-
eration costs, voltage distribution, and risk control through
optimal scheduling. In [4], operational flexibility indices, en-
compassing node, system, and network transmission flexibili-
ty, are developed, offering a flexibility perspective for rein-
terpreting the scheduling problems of the DN. Based on this,
[5] establishes a unified framework for quantifying and en-
hancing operational flexibility, aiming to achieve a feasible
balance of the DSO’s diverse flexibility demands, including
reducing operation costs, improving voltage profiles, and al-
leviating branch congestion. The purpose of flexibility sched-
uling is to satisfy the DSO’s comprehensive demands for
the economical, safe, and clean operation of the DN by fully
unleashing the regulation capabilities of controllable resourc-
es within the network [6]. Thus, it is necessary to integrate
various controllable resources in the DN into a unified opti-
mization framework.

The primary controllable resources for enhancing opera-
tional flexibility include energy storage systems (ESSs) [2],
PV inverters [3], soft open points (SOPs) [5], and sectional-
izing and tie switches [7]. The DSO requires a meticulously
designed scheduling model to coordinate these discrete and
continuous controllable resources to enhance operational flex-
ibility while satisfying physical and operational constraints.
However, most modeling methods for flexibility scheduling
assume constant line resistance. Contrarily, numerous studies
have demonstrated that line resistance is dynamically vari-
able [8], [9]. Specifically, [9] formulates an optimal power
flow that considers transmission line conductor temperatures
to improve the accuracy of optimal power flow analysis.
Thus, including temperature-dependent resistance is crucial
for enhancing the precision of flexibility scheduling.

Flexibility scheduling is a typical mixed-integer nonlinear
programming problem. The most common methods for solv-
ing such problems include heuristic algorithms and mathe-
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matical programming methods such as mixed-integer second-
order cone programming (MISOCP) and linearized approxi-
mation programming (LAP). However, these methods face
three primary challenges. (D The solution quality of heuristic
algorithms cannot be guaranteed, and they typically require
extensive computation [10]. 2 Commercial solvers exhibit
relatively low efficiency in solving MISOCP problems [11].
(3 While LAP offers higher computational efficiency, it ne-
cessitates the imposition of assumptions and simplifications
to ensure solvability of the scheduling model. These may de-
viate the model from reality, thereby reducing the accuracy
of the solution [12]. By contrast, the deep reinforcement
learning (DRL) avoids the need for undue simplifications
and assumptions in the DN model. It generates an optimal
policy, i.e., decision-making rules for the optimization prob-
lem, rather than a singular optimal solution. Thus, the
trained DRL algorithm can achieve real-time and online deci-
sion-making without iteration based on the learned policy
and current state [13]. To further enhance the decision-mak-
ing performance, some studies have introduced an innovative
approach by integrating graph neural networks (GNNs) with
DRL, i.e., graph DRL (GDRL), and applied it to DN optimi-
zation [14]-[16]. The rationale for this integration is the abili-
ty of GNNs to effectively capture the complex topological
structure of the DN and the relationships between nodes
[17], significantly enhancing the adaptability of the model to
dynamic changes.

Although the DRL is increasingly being used to address
complex DN scheduling challenges, its weaknesses are be-
coming more apparent. DRL is notably susceptible to distur-
bances from adversarial noise, with the neural network poli-
cies of DRL being highly vulnerable to state adversarial at-
tacks [18]. These attacks introduce slight input perturbations,
leading to unpredictable errors and potentially severe securi-
ty implications [19]. Among the numerous cyber-attacks cur-
rently faced by power systems, false data injection attack
(FDIA) is considered one of the most serious threats to se-
cure system operation [20]. Load redistribution (LR) is a
type of FDIA triggered by false load data, which consequent-
ly affects operational actions and leads to economic loss and
physical damage to devices due to incorrect operational deci-
sions [21]. Given that DRL makes decisions based on real-
time measurements, LR presents an effective strategy for at-
tackers to introduce state adversarial attacks into trained
DRL models, thereby significantly undermining their deci-
sion-making capabilities. Studies in [18] and [22] explored
the vulnerability of the DRL model to data perturbations in
power network reconfiguration and optimal power flow. The
findings reveal that small disturbances in input data can lead
to drastically different control decisions and introduce signifi-
cant risks. Therefore, it is crucial to improve the defense
mechanisms and robustness of DRL models against state at-
tacks before implementing them in actual DNs.

To enhance the robustness of DRL models, the adversarial
DRL framework is proposed to identify and adapt to poten-
tial adversarial attacks. Specifically, adversarial attacks are
defined as attack agents and participate in the training pro-
cess of defense agents (i.e., robust DRL model). By integrat-
ing strategies such as adversarial training and noise injec-

tion, this framework strengthens the resistance of the DRL
model to input perturbations [23]. In [24], a robust adversari-
al reinforcement learning method based on a two-player zero-
sum Markov game (TZMG) is proposed to improve the ro-
bustness against changes in environmental parameters. Simi-
larly, [25] introduces a TZMG model for the cybersecurity
in power grids, employing reinforcement learning to simu-
late attacker behaviors and aid defenders in devising superi-
or strategies for relay protection. Nonetheless, reinforcement
learning experiences diminished efficiency and convergence
in large-scale scenarios. To address this, [26] presents an al-
ternating training robust DRL based on the state-adversarial
Markov decision process (SA-MDP), notably enhancing de-
fenders’ capabilities against state adversarial attacks. In
[27], an adversary-based robust DRL approach is proposed
to strengthen the resilience of DRL-based demand response
management systems against cyber-attacks.

Despite these advancements, the security and robustness
of the DRL against state adversarial attacks in the optimal
DN scheduling remain underexplored. Furthermore, the cur-
rent robust adversarial DRL framework typically allows the
attack agent to arbitrarily modify state values within a speci-
fied range, which is impractical. This is because, in power
systems, adversarial attacks that fail to adhere to physical
characteristics and constraints are easily detected by bad da-
ta detection (BDD) mechanisms and, thereby, would not be
considered for further decision-making [22]. This situation
causes the absence of decision-making experience with
stealthy adversarial samples during the adversarial training
stage [27], making the learned robust DRL model sensitive
to more realistic state attack signals.

To address the aforementioned challenges, this paper pro-
poses a flexibility scheduling method based on robust GDRL
(RoGDRL) to enhance the robustness of the DRL-driven
scheduling system against state adversarial attacks. Initially,
a mathematical model of flexibility scheduling accounting
for temperature-dependent resistance is constructed, which
improves the operational flexibility and economic efficiency
by coordinating various flexibility resources such as tie
switches, ESSs, SOPs, PVs, and static var compensators
(SVCs). Subsequently, a novel state-adversarial TZMG (SA-
TZMG) model for flexibility scheduling is proposed. This
model frames the challenge of DRL-based scheduling under
state adversarial attacks as a Nash equilibrium problem.
Then, a two-stage ROGDRL algorithm with an alternating ad-
versarial training framework is developed to solve the game
model. The proposed algorithm utilizes a graph sample and
aggregate driven soft actor-critic (SAGESAC) agent to ex-
tract feature representations from graph-structured states.
The graph sample and aggregate (GraphSAGE) [28] enhanc-
es the ability of the proposed algorithm to capture the opera-
tional characteristics of the DN and accelerates the learning
process. Experimental results demonstrate the effectiveness
of the proposed method. The main contributions are summa-
rized as follows.

1) The proposed method integrates weather variables and
employs a steady-state thermal balance function to accurate-
ly assess temperature-dependent resistance. This enhances
the accuracy of flexibility gain evaluation and the reliability
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of scheduling decisions.

2) The proposed SA-TZMG model incorporates realistic
physical constraints of state attacks, enabling an attacker to
generate LR samples that evade the BDD mechanism. This
ensures that the defender can make informed decisions to
mitigate the impact of more stealthy state adversarial attacks.

3) By combining SAGESAC with an alternating adversari-
al training framework, the proposed two-stage RoGDRL al-
gorithm demonstrates exceptional robustness against state ad-
versarial attacks and is highly competitive in enhancing oper-
ational flexibility compared with existing DRL algorithms.

The remainder of this paper is organized as follows. The
mathematical model of flexibility gain improvement is for-
mulated and converted into an SA-TZMG in Sections Il and
111, respectively. A novel two-stage RoGDRL algorithm is
formulated in Section IV. Case study results are presented in
Section V. The conclusions are shown in Section VI.

II. MATHEMATICAL MODEL OF FLEXIBILITY GAIN
IMPROVEMENT

A. Definition of Flexibility Gain

To address the flexibility scheduling problem in DNs, a
flexibility gain indicator that encompasses node flexibility,
branch transfer flexibility, and economic efficiency is first
proposed. The flexibility gain during period ¢ can be ex-
pressed as:

thfi\l,t+fB,t+f;f,t (1)

where f{, is the node flexibility gain; f;, is the branch trans-
fer flexibility gain; and f, is the cost flexibility gain. The
flexibility gain metric evaluates improvements in operational
flexibility from multiple perspectives following the imple-
mentation of scheduling strategies. The sub-indicators for
node, branch transfer, and cost flexibility gains share uni-
form dimensionality, allowing their aggregation into a com-
prehensive index through summation. A detailed description
is provided below.
1) Node Flexibility Gain

Node flexibility, which reflects the local states of flexibili-
ty demand and supply [29], is fundamental to operational
flexibility. Node voltage is a crucial assessment metric for
node flexibility, with voltage deviations beyond permissible
limits indicating an extreme lack of node flexibility [5].
Hence, the degree of improvement in nodal voltage devia-
tion before and after implementing scheduling strategies is
used to quantify the node flexibility gain.
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where U/, and U}, are the per-unit voltage values at node i
during perlod t before and after the control, respectively; Q
is the node set; and A is a small constant, which is set to be
10°® to avoid a division by zero [30]. This approach ensures
that the denominator of the formula does not become zero,

even when max (‘1 -U,
ieQ,

ing computational anomalies.

2) Branch Transfer Flexibility Gain

Branch transfer flexibility signifies the ability of the DN
to relocate local flexibility for spatial-temporal balancing [4].
The branch capacity directly reflects the ability of the DN to
balance flexibility supply and demand, i.e., the branch trans-
fer flexibility [5]. Hence, this paper quantifies the branch
transfer flexibility gain by calculating the proportion of the
branch loading rate reduction before and after the implemen-
tation of the scheduling strategy.

mean (Ilj /I,j ) — mean (IU t/ly max)
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where [, and I}, are the currents of branch ij during period
t before and after the control, respectively; 7, .. is the carry-
ing capacity of branch ij; and €y is the branch set.
3) Cost Flexibility Gain

Node and branch transfer flexibilities form the foundation-
al framework for quantitative analysis of DN flexibility [29].
Meanwhile, the economic efficiency often represents a criti-
cal consideration in time-series scheduling problems [2].
Hence, the cost flexibility gain is constructed to quantify the
rate of change in operation cost, which includes network
power loss, device power loss, PV power curtailment loss,
and device operation costs.
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where y, is the electricity price; y,, is the generation revenue
of PV; y, is the switching action cost; r;, and rj, are the re-
sistances of branch ij during period ¢ before and after the
control, respectively; Ad, is the number of actions for dis-
crete devices; Py, ., is the power loss of converter i of the
SOP during period ¢, P;' and P;} are the PV power curtail-
ments during period ¢ before and after the control, respective-
ly; and Q is the SOP set.

Enhancing the cost flexibility gain can ensure low-cost op-
eration while mitigating the phenomenon of PV power cur-
tailment, thereby improving the utilization rate of PVs. This
encourages the investment enthusiasm of DSOs and PV in-
vestors for further large-scale PV deployment in the future,
thereby promoting shared interests among multiple stakehold-
ers.

4) Discussion on Relationship Between Flexibility Gain and
Operational Flexibility

In this study, the relationships between the three sub-indi-
cators of flexibility gain and the operational flexibility is out-
lined as follows.

1) Node flexibility gain quantitatively reflects the reduc-
tion in voltage deviation. A larger f{, indicates a smaller
node voltage deviation after implementing scheduling strate-
gies. Nodes with sufficient flexibility can support the reduc-
tion of the voltage deviation to the desired range [5]. Thus,
increasing the node flexibility gain can improve the node
flexibility.
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2) The branch transfer flexibility gain quantitatively re-
flects the proportion of reduction in branch loading rate. A
larger f;, indicates a lower branch loading rate after imple-
menting scheduling strategies. The lower the loading rate,
the greater the remaining capacity of the branch available
for transfer flexibility [5]. Thus, enhancing the branch trans-
fer flexibility gain can improve the ability of DN to support
flexible transmission, i.e., branch transfer flexibility.

3) The cost flexibility gain quantitatively reflects the pro-
portion of reduction in the system operation cost. A larger f.,
indicates a lower operation cost after implementing schedul-
ing strategies. In DN, utilizing or enhancing the operational
flexibility incurs certain costs, which represent the value at-
tribute of flexibility and are crucial for evaluating the avail-
ability and usability of scheduling strategies [29]. Thus, by
enhancing the cost flexibility gain, it is possible to achieve
economical operation while increasing the flexibility of the
node and branch.

Moreover, from the perspective of DN operational perfor-
mance, improving the flexibility gain can reduce the energy
loss cost and PV power curtailment, enhance the voltage sta-
bility, and mitigate the branch congestion. Traditionally,
achieving these objectives simultaneously often requires a
multi-objective optimization framework. However, the pro-
posed flexibility gain indicator simplifies this into a single-
objective optimization problem, diminishing the complexity
inherent in the multi-objective scheduling problem.

B. Flexibility Gain Improvement Model Considering Temper-
ature-dependent Resistance

The accuracy of flexibility gain calculations depends on
the precision of power flow analysis. However, many exist-
ing scheduling methods overlook the characteristics of dy-
namic branch resistance changes during power flow analysis.
This is because the resistance of metallic conductors changes
with their temperature. Specifically, the relationship is gov-
erned by:

r{j.tzrij'[l +o(T,;,—T,)]

7

(52)

Tij,tz(rij.t_ri;)wil(r{(;')71+Tc (5b)
where r,, is the resistance of branch i during period # 7y is
the resistance of branch ij in the reference temperature 7;

C
T, is the conductor temperature of branch ij during period 7
and w is the temperature constant.

The branch temperature is determined by weather factors
and branch current, adhering to the steady heat balance func-

tion as specified in IEEE Std 738-2012 [8]:
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where g;, and gj, are the heat dissipations via air convec-
tion and surface radiation of branch ij, respectively; ¢, is
the calorific value of branch ij from the solar radiation; /;,
is the current of branch ij during period #; S, is the solar ra-

diation level; D is the diameter of the branch; p is the solar

qf/l =max {qzl la (Tij,z_
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absorptivity; ¢ is the emissivity of the conductor; 7, is the
ambient temperature; 4 ; 1s the projected area of the conduc-
tor per unit length of branch ij; J, is the solar radiation an-
gle; and qg.f,, q;f,, and [, are the convection heat loss coefti-
cients. The details can be referred to in [9].

The flexibility gain improvement model considering tem-

perature-dependent resistance can be written as:
max F(s,)=fy, +fy tfe, =12 N,

st. 0=G(s,.u,) (7

0<H(s,u,)

where G(-) and H(-) are the vectors of equality and inequali-
ty constraint equations, encompassing power balance, opera-
tional safety, equipment operational limits, and temperature-
dependent resistance constraints [14], [31]; N, is the number
of scheduling periods; u, is the control vector for topology,
ESSs, SOPs, SVCs, and PVs during period #; and s, is the
vector of operation states, including the load demand, PV
output, and weather factors, during period .

Problem (7) can be transformed into a Markov decision
process (MDP) and addressed using DRL algorithms. How-
ever, state adversarial attacks pose a substantial risk, as they
can disturb the inputs to the DRL model. Such disturbances
can alter the decisions of the model, impacting the results.
LR attacks represent a common type of state adversarial at-
tack for power systems.

C. Modeling of LR Attacks

Referring to [20], LR attacks are based on the following
assumptions. (D The measurement attack on balancing and
zero-injection nodes is ignored due to its detectability and
correctability. (2) When the power output from the PV sys-
tem is zero, the manipulation of the PV output is infeasible.
@ To conceal the attack from system operators, the false da-
ta injections do not exceed the normal data by ¢ (percent-
age). Based on those, a valid LR attack during period ¢ for
the DN with a high penetration of PV can be modeled as:

ASB,=—SF- KD -(AS”' — AS) (82)
1"AS =0 8b
ITAStload =0 ( )
Asload e [_fs load7 ésload ]
t t t (8C)

|ASP" €[=E(S i =S S(S e —ST)]

max max

where AS' and AS™ are the power injections of false
loads and PVs, respectively; ASB, is the false branch power
measurement injection; SF and KD are the shifting factor
and load incidence matrices, respectively; $'* and S* are
the load demand and PV output matrices, respectively; and
Sh . is the PV capacity matrix. Equation (8a) ensures that
the attacks can bypass the BDD mechanism, while (8b) en-
sures that the sum of power injections of false loads or PVs
is equal to zero [21]. The BDD is typically based on the
principle of residual testing, where the residual 7, represents
the Euclidean norm of the difference between the measure-
ment vector and its estimation [22]. By comparing the resid-
ual », with a residual threshold z, if 7 <z, the state against at-
tack can bypass the BDD; otherwise, the adversarial attack
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fails.

In the robust adversarial framework [27], the attacker de-
ploys state adversarial attacks, as described in (8), aiming to
disrupt the input of the DRL controller to diminish flexibili-
ty gain. In response, the defender implements a robust DRL
controller to maximize flexibility gain, counteracting the at-
tacker’s efforts. This interaction forms the basis of a two-
player zero-sum game, where one participant’s gain is equiv-
alent to the other’s loss. To develop a robust DRL model for
flexibility scheduling in the face of state attack, the competi-
tion between attackers and defenders is conceptualized as a
TZMG within the context of state adversarial attacks.

III. MODELING OF SA-TZMG

The MDP is a mathematical framework that provides a
formalism for modeling sequential decision-making prob-
lems. TZMG is considered an extension of MDP to game-
theoretic scenarios. It consists of six-tuple as follows:

(8.4°,4*,P,R.y) 9)

where § is the game state space; 4° and 4" are the action
spaces for two players; P is the state transition function; R is
the reward function; and y is the discount factor. In TZMG,
while one player attempts to maximize the cumulative re-
ward from the game, the other player seeks to minimize this
value. In this work, the maximizer is represented as the de-
fender, while the minimizer is defined as the attacker.

Notably, in the conventional TZMG model, actions of
both defender and attacker influence the environment simul-
taneously, leading to the generation of rewards [32]. This
model, however, does not accurately reflect attack-defense in-
teraction patterns under state adversarial conditions. Conse-
quently, the TZMG is augmented through integration with
SA-MDP, culminating in the developing of an SA-TZMG.
This model more effectively reflects the interaction between
the attacker and the defender. This interaction process and
its effects on the environment are represented in Fig. 1.

Environment

Defender Attacker

Fig. 1. Interaction between players and its effects on environment.

As shown in Fig. 1, the attacker’s adversarial attack A
primarily targets the defender’s perception of the state rather
than exerting a direct influence on the environment. The
modeling process of SA-TZMG is as follows.

1) State space: the state of the DN is usually defined as
the Euclidean space. However, stacking the features of nodes
by a specific order may cause a loss of topology information
and dependencies between nodes [33]. Consequently, there is
a critical need to devise a graph data structure that encapsu-
lates spatiotemporal information, thereby more accurately
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mirroring the operation state of the system.

Graph data can be represented as §=(£2,, 2,,X), where Q,
is the set of edges; and X is the set of features, including the
node feature matrix X, and the feature matrix X, . For the
DN, X, is the adjacency matrix. Moreover, the node fea-
ture is the system operation state. In summary, the state dur-
ing period ¢ can be represented as S, =(€2;, 2., Xy » Xegger )-

bus,t2 <™ e
X, during period ¢ can be written as:
Xbus_t:[Pinj,t’ Qinj.t’ T&,I’ Vw.t’Aw,t’ Qs,t]E R”Xd (10)

where the operation state mainly comprises the active power
injection of the node P, , reactive power injection of the
node @, and weather factors, including wind speed V, ,
wind angle A, ,, temperature 7, , and solar irradiance Q.
and n and d are the numbers of rows and columns of the fea-
ture matrix, respectively.

Remarke: currently, the primary method for collecting
weather information is through the automatic weather station
(AWS). It can transmit weather data via wired or wireless
communication and is highly automated, accurate, and reli-
able [34]. Thus, a possible implementation of the proposed
method is to deploy AWS in the DN to collect the required
weather data, which are then transmitted to the control cen-
ter via a communication network. Additionally, to further en-
sure the accuracy of data collection, it can be linked with
geographic information systems. This linkage allows for pre-
cisely attributing measured weather information to the specif-
ic branches, thereby providing more accurate and timely data
support [35].

2) Defender’s action: the defender’s action A” is decom-
posed into a Cartesian product of two sub-spaces. The con-
tinuous sub-action space A_ is the control strategy of ESS,
SVC, PV, and SOP. The discrete sub-action A, is the control
strategy for topology. the defender’s action during period ¢
can be represented as:

AP={A4,,. A, }={a]" [a]". )", @} a]" ]} (11)

where a, a7, a;*€[-1,1] are the control actions for PV,
SVC, and ESS, respectively, detailed in [14]; and ™™ and
a;" are the control actions for topology and SOP, respective-
ly, detailed in [31].

3) Attacker’s action: the attacker’s action at each time
step, which is a continuous variable, is defined as a, =
[aan,load,t’aan,pv,t]e[_élTv é:lT ]a where aat‘l,load,r and aalt,pv,r are the at-
tack actions targeting the load and PV state variables, respec-
tively. This study sets ¢ to be 0.3 [21]. During period ¢, the
attacker can alter the load demand and PV output, thereby
modifying the apparent power of the node injection to dis-
rupt the defender’s observed state S

[Astload’Astpv:lzaamt[stload’spv

w, 12

= SIT (12)

Diverging from existing adversarial attack modeling ap-
proaches, this study further constrains the attacker’s actual
executed actions to ensure compliance with the LR mecha-

nism as:

T [AS, ASPY 1= [M (AS ™ 1", M(AST )] 5,=0 (13)
A=
0 n,=1

where M(}) is the operation of calculating the mean value;
and 7, is a Boolean variable. If attacker’s action satisfies the
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actual physical constraints in (8), #,=0; otherwise, 7,=1.

4) Reward: the reward in SA-TZMG is one of the critical
factors determining the game result. It is represented as the
immediate reward provided by the environment when the de-
fender acts A° and the attacker acts 4*. The reward during
period ¢ is expressed as the flexibility gain with a penalty
term in the paper.

Rt(St’A?’A?):Ft_Ktlg (14)

where x,=0 if A" satisfies the operational security con-
straints, otherwise, x,=1; and 4 is a negative constant.
Reference [36] has proven that TZMG has a Nash equilib-
rium joint policy (z,, 7, ), where 7, and x, are the policies of
the defender and attacker, respectively. Nash equilibrium de-
fines the highest payoff a defender can achieve when facing
the most powerful attacker, which is equivalent to the max-
min solution. In SA-TZMG, the defender still seeks to maxi-
mize its resilience against the most powerful attacker. Thus,
the Nash equilibrium joint policy can be written as:
max min V(S,, 47,4, )= min max V(S,A",A")

Ty T 0 )

T
s.t. V(st,A?,Am:E{EVA’R,M<st,A?,A;‘)]
(15)
AP~m,(|S,)
Al~m,(1S,)

where V() is the expected cumulative reward function; 7 is
the total number of optimization periods; and E [] is the ex-
pected value function. Traditional DRL algorithms mainly fo-
cus on solving single-agent MDP and are not designed to di-
rectly address max-min problems [32]. To end this, the fol-
lowing section introduces a two-stage RoGDRL algorithm.

IV. TWO-STAGE ROGDRL ALGORITHM

A. Framework of Two-stage RoGDRL Algorithm

In TZMG, once one player’s policy is fixed, the max-min
problem becomes a single-agent MDP, and a deterministic
policy is sufficient to achieve optimality [32]. Thus, inspired
by [32] and [37] on solving the max-min problem, this work
proposes a two-stage RoOGDRL algorithm to tackle the prob-
lem (15). It consists of Stage I, which focuses on attacker’s
policy learning, and Stage II, which is dedicated to robust
policy learning.

In Stage I, the training of the attacker aims to ascertain
the optimal attacker’s policy x,, keeping the defender’s poli-
cy =, fixed and aiming to minimize the defender’s cumula-
tive reward. It is framed as a constrained minimization prob-
lem:

min V(S,,47,A4})
Ty (16)
st. AP~z (|8, +A%)

It is essential to highlight that =, is pre-trained at this
stage. The rationale behind pre-training 7, without the influ-
ence of adversarial attacks lies in its effectiveness in estab-
lishing an optimal initial exploration strategy for the attack-
er [27].
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In Stage II, the defender focuses on augmenting its resil-
ience to state attacks by developing a robust defense policy,
with the attacker’s policy held constant. This stage is charac-
terized as a constrained maximization problem:

max V(S,, 4", A%)
" a7
st. 8,=8,+(A*~7,(|S,))
where § is the perturbed state after FDIA. The policy learn-
ing tasks for both stages can be addressed by employing the

proposed SAGESAC. The specific algorithm for these two
stages will be detailed below.

B. Stage I: Attacker’s Policy Learning

At this stage, state attack signals generated by the attacker
are continuous variables. Thus, the soft actor-critic (SAC) is
adopted as the foundational framework to learn =, The ob-
jective can be expressed as a maximizing problem with a
negative reward function:

Jty)=max SE [R, (S, AP A" )+ oaH(r, (S, )]
=0

s.t. AP~ (IS, +47) (18)

Hw)(S)=E,,, [-nm,(47[S,)]

where H() is the policy entropy, which is a measure of the
randomness in the action selection of the policy, encouraging
exploration by penalizing certainty in action choices; K, _

denotes the average calculation under all possible actions
AP; o is the temperature parameter used to balance the rela-
tionship between the policy entropy and expected rewards;
and -Inz,(AP)S,) is the negative value of the logarithmic
probability of action 4 given the state S..

To exploit the critical attributes of the observation, this
study introduces GraphSAGE as a feature extractor to effi-
ciently encapsulate the characteristics of graph-structured
states. Traditional feature extractor, named graph convolu-
tional network (GCN), utilizes a transductive learning ap-
proach that requires static graph structures [17]. Nonetheless,
the correlation among neighboring nodes is subject to tempo-
ral fluctuations, attributed primarily to DN reconfiguration, a
phenomenon that occurs routinely in the DN. In contrast,
GraphSAGE, as one of the most advanced GNN frame-
works, employs an inductive learning strategy capable of
sampling and aggregating features from neighboring nodes
of a node. This methodology makes GraphSAGE particularly
advantageous for application within large-scale, dynamic
graphs [28]. The critical steps of GraphSAGE are as follows.

1) Sampling from neighboring nodes. For each node i, a
fixed number of neighboring nodes are randomly sampled
from its neighboring node set N(i), thereby reducing the
number of neighboring nodes to be processed and, conse-
quently, the computational complexity of the model.

2) Aggregating features from neighboring nodes. Specific
aggregators are used to aggregate features of the sampled
neighboring nodes, obtaining a comprehensive representation
of neighborhood features.

hif(i)zAGG({hk’l Vm e N ()} (19)

m 2
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where AGG denotes the aggregation operation, and in prac-
tice, it can be various aggregators such as mean aggregator;
hkw) is the k" aggregated neighborhood feature; and h* ' is
the (k— 1)" aggregated neighborhood feature for node m.

3) Updating feature representation of node. h* N 1s com-
bined with the feature of the current node h*~' (e.g., through
concatenation). The feature representation of the node is
then updated using a neural network layer (e.g., a fully con-
nected layer).

h=ReLU(w,- CONCAT(h'™' ')+ b,) (20)

where w, and b, are the learnable coefficient matrices;
ReLU(:) is the ReLU activation function; and CONCAT(-) de-
notes the concatenation operation. In the subsequent stage of
the GraphSAGE process, the newly generated features ht
will be utilized. Following K aggregation layers, a feature
vector H=h¥, ie Q, is produced as the output.

As shown in Fig. 2, the proposed SAGESAC incorporates
two GraphSAGE layers (SAGE 1 and SAGE 2) to modify
the policy and critic networks within the SAC.

Nel ghborhood
Target node

---------

Policy
Critic

Graph state data

Nelghborhood aggreganon
operation

Fig. 2. Feature extraction process driven by GraphSAGE.

The output of the graph policy network can be parameter-
ized by a Gaussian distribution N(-), which can be denoted
as:

7, (18,)=N(u(S,). *(S,) @1
where 4(S,) and o(S,) are the mean and variance of the ac-
tion for the policy network, respectively. Then, the mini-
batch data from the replay buffer are sampled, and 6 is typi-

cally updated using gradient descent. The loss function is ex-
pressed as:

J@)=Eg p o, [0H,(S,)~ 0, (S, AM)]
0« 0+1V,J(x,)

(22)

(23)
where J(z,) is the loss function of the policy network;
V,J(x,) is the differential form of J(z,); 7 is the learning
rate; B denotes the average calculation under all pos-

sible states S, and actions 4%; D is the replay buffer; and
Qﬂ(St,Af) is the QO-function value, which is parameterized
by the graph critic network. The Q-function updates the pa-
rameters via the following method:

J(Qﬂ):E(s AA)ND[(Qﬂ(SthA)_y)Z]
=R+ [0;(S,.1. AN ) +aH(T,(S,))]
where J(Qp) is the loss function of the O-function; E

denotes the average calculation under all possible states .S,
and actions A4, B, _ denotes the average calculation under

S~D. A}~

24

(8,4 D
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all possible actions A2, ,; and Q (S,,,.A4% ) is the target Q-
function value. Periodically, the parameters of the critic net-
work are copied to the target critic network to stabilize learn-
ing.

B p+1V,J(Q,) (25)

fvB+(1-0)p (26)
where f and ﬁ are the sets of parameters for the critic and
target critic networks, respectively; V,J(Qy) is the differen-
tial form of J(Qy); and v is the soft update coefficient. Fol-
lowing the training framework of the naive SAC, the attack-
er can learn an attacker’s policy 7z, to achieve the worst-
case performance under a limited state attack.

C Stage II: Robust Policy Learning

This stage addresses a robust policy learning problem in a
hybrid discrete-continuous action space. It is worth noting
that the robust policy learning aims to enhance decision-mak-
ing resilience under state adversarial attacks. Thus, the per-
turbed state S, is used to train the neural network. R, ob-
tained during the training process is the flexibility gain for
AP performed by the DN environment under a clean state S,

The SAGESAC is extended by introducing two parallel
graph policy networks to address policy learning issues in
mixed discrete-continuous action spaces. One is designated
for generating discrete actions, and the other is for generat-
ing continuous actions. Its objective function is still to maxi-
mize the sum of expected rewards and policy entropy. How-
ever, it uniquely accounts for the policy entropy of discrete
and continuous actions. The objective function can be ex-
pressed as:

J(x,)=max iE[R[ (S, AP, AM)+aH(x, (S,)+aH(x, (S,)]

@7
where 7, is the discrete action policy network, employing

the Gumbel-Softmax function for selecting discrete actions
A,, [16]; =, is the continuous action policy network, and its
structure for outputting continuous actions 4_, can be refer-
enced in (21); =,:={m, .7, } is the robust joint policy; and
AP =[Ay,,A,,] is sampled from two policies. Regarding both
the discrete and continuous action policy networks, their loss
functions can be defined as:

J@,)=By o, [aH(x, (S)=0,(S. A7)
J(nwc>=ES,~D,A,D~,,¢[aH(n%(ﬁ,»—QW@,A?)]
denotes the average calculation under all

possible states S, and actions A4;; and Q, ($,.4P) is the O-
function value for robust policy learning.

The gradient descent method is also employed to optimize
the loss functions of the policy network, aiming to learn the
optimal parameters as follows:

Py @atV, J(x, )

(28)

where ]Es AP

P+, Iz, ) (29)

where V, J(z, ) and V  J(z, ) are the differential forms of
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J(x, ) and J(z, ), respectively.
The critic network O, is updated by minimizing the fol-
lowing loss function J(Q,, ):

J©@)=Eg o0, (8. 47)-p) ]

~ A . (30)
y=—R+yE,  [0;(S,,.A4>)+aH(®,(S,)]

y<yw+v,J(Q,) (€2))

w—oy+(—o)y (32)

where E denotes the average calculation under all pos-

8,.47)y-D
sible states S, and actions A4); E, _ denotes the average
1117y

calculation under all possible actions AP ; V,J(©,) is the
differential form of J(Q,); Q~,;(SA'M,A?H) is the target Q-
function value for robust policy learning; and w and y are
the sets of parameters for the critic network and target critic
network, respectively. A robust scheduling policy under the
attacker’s policy 7, can be obtained by optimizing 7,

and T, .

D. Alternate Training of Stage I and Stage I1

Following the pre-training of the defender’s policy, a two-
stage alternate training sequence is initiated. In the first
stage, the pre-training defender’s parameters are held con-
stant while the attacker’s parameters are optimized to learn
the attacker’s policy. After completing C, training episodes,
the process shifts to optimize the defender’s parameters,
keeping the attacker’s parameters static, to develop a robust
defense policy. After training the defender for C, episodes,
this cycle is then repeated. This iterative training strategy en-
sures continuous improvement and adaptation of both
agents. The alternate training process of RoGDRL is shown
in Algorithm 1.

Algorithm 1: alternate training process of ROGDRL

Input: number of alternate periods C, and numbers of episodes C, and C,
for training Stages I and II

Output: parameters of attacker and defender
for alternate periods of 1,2,...,C do
Get the optimal defender policy
for episodes of 1,2, ...,C, do
for r=1,2,...,N, do
Output the action A%~ (|S,) with fixed m,
Calculate the reward R,
Store {S,,4*,—R,, S, } in buffer and update parameters of ,
end for
end for
for episodes of 1,2,...,C, do
for r=1,2,...,N, do
Output the action AP~x, (-|S,+4;") with fixed 7,
Calculate the reward R,
Store {$,,4*,R,.S,,,} in buffer and update parameters of T,
end for
end for

end for

V. CASE STUDY

This paper uses the load and PV data from Jinan, China
in 2020 to generate plenty of load and PV profiles. Then,
the resultant load and PV instances are normalized to match
the scale of power demands in the simulated system to train
the proposed method. The weather data of the region in
2020 are from Solcast [38]. Next, the proposed algorithm is
trained using Pytorch on the NVIDIA RTX 3090 GPU with
12 GB RAM. The modified IEEE 123-bus system in Fig. 3
is used to verify the proposed method. The range of the volt-
age is [0.93 p.u.,1.07 p.u.]. y, and y,, are set to be 400 ¥/
WMh and 800 ¥/WMh, respectively. y, is set to be ¥2. De-
tailed parameter settings of SOP, SVCs, ESSs, PVs, and hy-
perparameter settings for ROGDRL can be found in [39].
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Fig. 3. Modified IEEE 123-bus system.

A. Analysis of Superiority of Proposed Algorithm

The proposed algorithm is compared with the existing
GDRL algorithms, including graph attention soft actor-critic
(GATSAC) [10] and graph convolutional network soft actor-
critic (GCNSAC) [14]. The cumulative reward curves for dif-
ferent algorithms are shown in Fig. 4. While SAGESAC,
GATSAC, and GCNSAC are trained under nominal condi-
tions, the proposed algorithm is specifically trained in envi-
ronments with state adversarial attacks.
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Fig. 4. Cumulative reward curves for different algorithms.

Figure 4 shows that in the final stages of training, the cu-
mulative reward obtained by SAGESAC exhibits minor fluc-
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tuations around a fixed value, indicating gradual conver-
gence of the proposed algorithm. This suggests that the algo-
rithm has mastered a scheduling policy capable of improving
flexibility gains. Moreover, compared with GATSAC and
GCNSAC, the integration of GraphSAGE significantly en-
hances the feature recognition capability of the proposed al-
gorithm in large-scale complex systems, enabling SAGESAC
to achieve higher cumulative rewards.

Furthermore, the cumulative reward curves of the pro-
posed algorithm demonstrate significant oscillations during
the adversarial training process. At the stage where the at-
tack strategy is being learned, a decrease in the cumulative
reward curve indicates that the attacker’s adversarial strate-
gy has successfully disrupted the defender’s decision-mak-
ing process. On the contrary, an increase in the cumulative
reward curve indicates that the defender is learning how to
effectively counteract the attacker’s strategy, thus progres-
sively enhancing the quality of its decision-making. This il-
lustrates that the defender adjusts its strategy in response to
adversarial challenges to maximize long-term rewards. As
time progresses, the cumulative reward curve tends to stabi-
lize, implying that the proposed algorithm becomes increas-
ingly efficient and robust in counteracting the impacts of
state adversarial attacks through adversarial training.

Notably, the final reward performance of the proposed al-
gorithm, which operates in an adversarial training environ-
ment, is lower than that of SAGESAC and GATSAC, both
of which operate in a clean environment, free from adversari-
al attacks. This difference arises because the proposed algo-
rithm is designed to address the max-min problem, as de-
scribed in (15), rather than solely maximizing rewards, in
contrast to SAGESAC and GATSAC. By sacrificing some re-
ward optimality, the proposed algorithm enhances its robust-
ness against state attacks. Although its decision outcomes
are not optimal, the proposed algorithm maintains commend-
able performance stability in the face of state adversarial at-
tacks. This aspect will be explored further in subsequent
analyses.

B. Analysis of Superiority of Proposed SA-TZMG Model

In adversarial training, a powerful and stealthy attacker is
crucial, ensuring the defender can achieve optimal rewards
in worst-case scenarios [26]. Thus, to demonstrate the neces-
sity of considering actual physical constraints of state at-
tacks, three types of attack scenarios are established.

1) Scenario A: without considering the physical con-
straints and BDD mechanism.

2) Scenario B: without considering the physical con-
straints.

3) Scenario C: considering the physical constraints.

The attack vectors generated in Scenarios A and B are
consistent, and the only difference is whether BDD is per-
formed to eliminate anomalous attack vectors. The test re-
wards of three algorithms after encountering these three at-
tack scenarios and the perturbation residual statistics for Sce-
narios A and C are shown in Fig. 5.

As shown in Fig. 5(a), in Scenario A, the lack of the con-
sideration for the physical constraints and BDD mechanism
results in relatively larger state disturbances, which leads to
a significant reduction in the rewards of the three algo-
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rithms. However, as shown in Fig. 5(b), the attack signals
generated in Scenario A have a 62.2% probability of exceed-
ing the residual threshold across all load levels. This implies
that only 47.8% of the generated attacks can bypass the
BDD mechanism. Since it is not possible to guarantee that
all generated attacks are effective, this results in the highest
reward for Scenario B in Fig. 5(a). In other words, the effect
of state adversarial attacks is the weakest when actual physi-
cal constraints are not considered. In comparison, Scenario
C enables all attack signals to bypass the BDD mechanism,
thus ensuring the effectiveness of the attacks. It can be con-
cluded that actual physical constraints enhance the stealth
and precision of state adversarial attacks, making them more
reflective of real-world attack scenarios.
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Fig. 5. Rewards of three algorithms in different attack scenarios and per-

turbation residual statistics for scenarios A and C. (a) Rewards. (b) Perturba-
tion residual statistics.

The impact of state adversarial attacks on system opera-
tional performance is further analyzed through the following
five cases.

1) Case 1: naive scheduling without considering attack.

2) Case 2: naive scheduling considering attack.

3) Case 3: robust scheduling without considering attack.

4) Case 4: robust scheduling considering attack.

5) Case 5: without control.

In this context, naive scheduling employs the SAGESAC
to output scheduling strategies, while robust scheduling uti-
lizes the proposed algorithm for its strategy output. The opti-
mization results in different cases are shown in Table I.

TABLE I
COMPARISON OF OPTIMIZATION RESULTS IN DIFFERENT CASES

Case F lexibility Operation ~ The maxirr}ulfrx The maxirpum average
gain cost (¥)  voltage deviation loading rate
1 30.67 615.86 0.0588 0.4889
2 21.66 1511.01 0.0793 0.5311
3 27.38 749.66 0.0679 0.5233
4 28.55 650.86 0.0651 0.5116
5 3746.50 0.0909 0.5594

In Table I, the flexibility gain for Case 2 decreases by
29.37% due to the distortion of original state observations
by state adversarial attacks, misleading the SAGESAC. This
distortion has the effect of increasing operation costs, raising
branch loading rates, and causing potential voltage viola-
tions. When comparing Case 4 with Case 1, it can be ob-
served that the proposed algorithm demonstrates effective re-
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sistance to state adversarial attacks, with a reduced flexibili-
ty gain of only 6.91%. Furthermore, the ability of the pro-
posed algorithm to adapt to unknown external attacks
through adversarial training broadens the decision-making ex-
perience. For example, Case 3 shows relatively favorable de-
cision outcomes compared with Case 5.

Comparison between Case 3 and Case 4 reveals that the
proposed algorithm exhibits a 4.09% decrease in flexibility
gain in scenarios without state attacks. This indicates that
while adversarial training enhances the robustness of the pro-
posed algorithm against state adversarial attacks, it may lead
to overfitting of the neural network policy to adversarial fea-
tures. Such overfitting results in a slight degradation of algo-
rithmic decision-making performance when processing clean
state data under normal (attack-free) conditions.

In summary, the proposed algorithm significantly enhanc-
es the robustness against state adversarial attacks while still
maintaining a relatively high operational flexibility. Although
this algorithm sacrifices some decision-making performance,
it is justified because naive DRL algorithms can be severely
compromised in the presence of state adversarial attacks.

C. Analysis of Effectiveness of Proposed Flexibility Schedul-
ing Method

To demonstrate the effectiveness of the proposed method,
this subsection first analyzes the flexibility gain on the test
day and the corresponding changes in node voltage devia-
tion, average branch loading rate, and operation cost. The op-
eration data of PV and load on the test day, with a time reso-
lution of one hour, are shown in Fig. 6. The operational per-
formance of the DN before and after implementing the pro-
posed method is presented in Fig. 7.
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Fig. 6. Operation data of PV and load on test day.

As shown in Fig. 7, the proposed method significantly re-
duces the maximum voltage deviation, average branch load-
ing rate, and operation cost by enhancing the flexibility gain.
In Fig. 7(a), the flexibility gain during periods of 19-24
hours exceeds that during periods of 1-7 hours. This is be-
cause ESSs, key devices that support system flexibility, im-
plement an effective charging and discharging strategy to
shift the PV output during the day to peak load demand peri-
ods at night. This strategy balances power supply and de-
mand, thereby enhancing the operational flexibility of the
DN. Notably, the flexibility gain significantly increases dur-
ing periods of 8-9 hours and 17-18 hours. During these peri-
ods, the load fully absorbs the high PV output, thereby re-
ducing the maximum voltage deviations, average loading
rates, and operation cost. Consequently, the system has an in-
herent degree of flexibility, which is further enhanced by im-
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plementing effective scheduling strategies.
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Fig. 7. Operational performance of DN. (a) Flexibility gain. (b) The maxi-
mum voltage deviation. (c) Average branch loading rate. (d) Operation cost.

With proposed method

As shown in Fig. 7(b), periods of 11-15 hours exhibit the
highest PV output, while periods of 20-24 hours have the
highest load demand. In the absence of effective scheduling
in the DN, an excess of net power at nodes leads to voltage
deviations that exceed acceptable limits, indicating a lack of
sufficient node flexibility. Conversely, the proposed method
addresses voltage violations by enhancing the flexibility
gain, thus endowing the DN with a more adequate node flex-
ibility.

In Fig. 7(c), the average branch loading rate of the system
is significantly reduced compared with that before the pro-
posed method is implemented, by an average decrease of
25.1%. This indicates that by enhancing the flexibility gain,
the proposed method enables the system to have sufficient
branch transfer flexibility, thereby better balancing the power
demand and supply across different nodes.
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In Fig. 7(d), the operation cost of the system is significant-
ly reduced compared with that before the proposed method
is implemented, by an average decrease of 30.1%, especially
during period of 11-15 hours when the PV generation is
high. During these periods, the DN struggles to accommo-
date all the PV generation, resulting in curtailments of 0.19
MW, 0.75 MW, 0.89 MW, 0.86 MW, and 0.40 MW, which
leads to higher PV curtailment cost. In contrast, the pro-
posed method enhances the flexibility gain, thereby ensuring
that the system has sufficient operational safety margins and
improving its PV accommodation capacity. Additionally, the
proposed method improves node and branch transfer flexibili-
ties while maintaining lower operation cost, thereby compre-
hensively enhancing the operational level of the DN.

To provide a detailed analysis of how the proposed meth-
od enhances the flexibility of the DN, Fig. 8 presents the
scheduling strategies of different flexible resources.
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Fig. 8. Scheduling strategies of different controllable resources. (a) Active
power of SOPs. (b) Reactive power of SOPs. (c¢) Reactive power of SVCs.
(d) Active power of ESSs.

As shown in Fig. 8, the scheduling strategies for flexibili-
ty resources are closely related to the PV penetration rate in
the DN. This is because variations in the PV penetration ex-
acerbate the net load volatility, leading to mismatches be-
tween PV generation and load demand, which in turn results

in an insufficient flexibility [2].

In Fig. 8(a), due to the high number of PV installations at
the end of the DN, the abundant PV output significantly ex-
ceeds the load demand during periods with high PV penetra-
tion. The SOP transfers active power from node 117 to node
56 to smooth power fluctuations as much as possible. Dur-
ing the early morning and nighttime, the SOP transfers a por-
tion of the power required by end loads from node 56 to
node 117. This demonstrates that through differentiated pow-
er transfer strategies, the SOP effectively addresses the issue
of uneven spatial distribution of PV generation and load de-
mand, thereby enhancing the flexibility of the DN.

In Fig. 8(b) and (c), SVCs and SOPs each provide local
reactive power compensation through different mechanisms,
thereby obviating the necessity for long-distance transmis-
sion of reactive power from the resource. These complemen-
tary strategies reduce power losses and improve voltage dis-
tributions.

In Fig. 8(d), during periods with high PV penetration, ES-
Ss are charged to mitigate the supply-demand imbalance
caused by excessive PV output. At night, ESSs are dis-
charged to smooth the high load demand. This demonstrates
that by implementing appropriate charging and discharging
strategies for ESSs, the proposed method effectively address-
es the temporal distribution imbalance between PV genera-
tion and load demand, thereby enhancing the flexibility of
the DN. It is worth noting that during period of 3-9 hours,
all ESSs reach their state of charge limits and cannot contin-
ue discharging, resulting in zero power output.

In summary, the proposed method effectively coordinates
various controllable resources by maximizing flexibility
gain. This alleviates the spatiotemporal mismatch between
PV generation and load demand, thereby enhancing the flexi-
bility of the DN.

To further illustrate the comprehensive enhancement of
the operational efficiency of the DN through optimizing flex-
ibility gain, three independent objectives, i.e., the maximum
voltage deviation, operation cost, and average branch load-
ing rate, are employed to formulate a multi-objective optimi-
zation model. The multi-objective particle swarm optimiza-
tion (MOPSO) is used to generate the Pareto front, and the
technique based on the order of preference by similarity to
the ideal solution strategy is utilized to determine the opti-
mal compromise solution. The maximum number of itera-
tions is 500, with a population of 100. Optimization results
are shown in Table II. The MOPSO results represent the sta-
tistical values computed from five independent runs. Time
14 and time 22 are identified as the positive peak and nega-
tive peak of the net load on the test day, respectively.

TABLE 1T
COMPARISON OF OPTIMIZATION RESULTS FROM DIFFERENT MODELS

The maximum  Average branch

. Operation . Test
e MOl T e ) e e
MOPSO  78.23+8.21 0.062+0.005 0.54+0.04 731.64
14 Proposed 60.98 0.059 0.51 0.05
MOPSO 25.91+1.62 0.04+0.002 0.31+0.01 629.71
2 Proposed 22.14 0.035 0.22 0.05
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Table II shows that the operation cost and average branch
loading rate achieved with the proposed SA-TZMG model
are significantly lower than those obtained using MOPSO.
Although the maximum voltage deviation with the proposed
SA-TZMG model at time 14 is 3.5% higher than that with
the MOPSO, this deviation remains within a safe range. Fur-
thermore, the efficiency of the proposed SA-TZMG model
in deriving solutions outperforms that of the MOPSO, as evi-
denced by a significant decrease in test time. Therefore, it
can be concluded that the proposed SA-TZMG model
achieves better system performance by enhancing operation-
al flexibility compared with traditional multi-objective opti-
mization models.

C. Impact Analysis of Temperature-dependent Resistance

Weather factors and power flow are the key determinants
of line resistance. Thus, we analyze the impact of dynamic
weather and system power flow on the flexibility gain of the
system over a year. In 2020, the varying ranges of air tem-
perature, wind speed, wind direction, and solar radiation in
Jinan, China were —13-38 °C, 0.1-9.3 m/s, 0°-360°, and 0O-
1002 J/m’, respectively. The relative error results of the flexi-
bility gain with and without considering weather factors are
shown in Fig. 9.

30

25¢

Relative error (%)

5 A . ,
Node Cost Branch transfer

Flexibility gain
mm 25%-75%; | 1.5 inter-quartule range; e Mean; = Median

Fig. 9. Relative error results of flexibility gain with and without consider-
ing weather factors.

Figure 9 illustrates that considering the temperature-depen-
dent resistance results in notable variations of node flexibili-
ty gain, cost flexibility gain, and branch transfer flexibility
gain. The relative error ranges for the node flexibility gain,
cost flexibility gain, and branch transfer flexibility gain are
0.0129%-29.88%, 0.000412%-26.42%, and 0.000294%-
28.59%, respectively. This is primarily due to the change in
the thermal equilibrium point of the conductor in response to
changing weather conditions, leading to a dynamic transition
of both the conductor temperature and resistance towards a
new equilibrium point, thereby inducing variations in line re-
sistance. The dynamic line resistance introduces a significant
error into the power flow analysis, ultimately affecting the
flexibility gain calculation and decision-making processes.

VI. CONCLUSION
This study introduces a flexibility scheduling method for

DNs based on RoGDRL. A mathematical model for flexibili-
ty scheduling with temperature-dependent resistance con-
straints is initially constructed. Based on this, an SA-TZMG
model is proposed, which enhances the safety and robust-
ness of the flexibility scheduling method. Finally, a two-
stage RoGDRL algorithm based on SAGESAC is designed
to achieve robust DRL-based flexibility scheduling, employ-
ing an alternate training method through alternating attack
and defense. Numerical analysis indicates that:

1) Compared with the traditional DRL-based optimization
methods, the proposed method demonstrates stronger robust-
ness against state adversarial attacks.

2) Enhancing flexibility gain can comprehensively im-
prove the operational performance of the DN, thereby better
adapting to the large-scale integration of PV.

3) Considering temperature-dependent resistance is crucial
in the optimization process to accurately model the dynamic
changes of the line resistance, significantly impacting the ac-
curacy of decision-making.

There are several directions for future work. Firstly, addi-
tional flexibility analysis indicators could be integrated into
the flexibility gain to further enhance flexibility scheduling
performance. Additionally, the constructed state-adversarial
model could be extended based on the Stackelberg game
with incomplete information to address information asymme-
try between the attacker and defender, considering attack re-
source constraints.
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