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Abstract——The rapid development of the power system re‐
quires high reliability and real-time situational awareness of 
power equipment. The current agent-based condition-monitor‐
ing perception mode is not suitable for widely distributed pow‐
er equipment due to the potential of single-point failure and 
high communication and data costs. Therefore, the technical de‐
velopment path of the power equipment perception mode is ana‐
lyzed based on the development trend of the future power sys‐
tem. The concept of intelligent power equipment (IPE) is intro‐
duced, which combines online sensing, data mining, remote 
communication, and primary and secondary fusion technologies 
to develop an intelligent object that can realize autonomous situ‐
ational awareness. IPE can actively interact with the control 
center and operation and maintenance (O&M) personnel ac‐
cording to its situation. This gives the power company an effi‐
cient and comprehensive perception of the equipment. Then, 
based on the actual situation of the power grid and emerging 
technology research directions, the challenges faced by each key 
technology supporting IPE and the corresponding technology 
enhancement solutions are presented. In addition, the O&M 
method applicable to IPE is discussed, which achieves proactive 
maintenance and prognosis management through autonomous 
equipment perception. Finally, the feasibility and effectiveness 
of IPE are verified by the performance of current IPE applica‐
tions in an actual power grid.

Index Terms——Intelligent power equipment, perception mode, 
data mining, primary and secondary fusion, situational aware‐
ness.

I. INTRODUCTION 

POWER system operators are now promoting the devel‐
opment of intelligent, decentralized, and self-healing 

technologies, including the deep integration of the industrial 
Internet of Things (IOT) with the power system [1], [2]. The 

above development trends of the power grid require high re‐
liability of power equipment. Moreover, the implementation 
of the future power market and demand response concept al‐
so requires the deep involvement of power equipment. Pow‐
er equipment is the infrastructure of the power grid, whose 
condition directly affects the operation safety and intelligent 
development of the power grid. Therefore, improving the 
perception ability of power equipment can provide an impor‐
tant support for realizing grid intelligence [3]. There are sev‐
eral stages in the development of the power equipment per‐
ception mode. In the early stages of the power system, mea‐
sures were taken only when power equipment had an acci‐
dent [4]. This after-the-fact maintenance is very costly for 
power equipment, which is a backward state that is seriously 
incompatible with the long-term benefits of power compa‐
nies [5].

Subsequently, the periodic maintenance is used for power 
equipment. This mode enhances the ability to perceive the 
condition of power equipment. To date, this mode is still 
used by many power companies. However, the disadvantages 
of periodic maintenance are also prominent. First, it requires 
manual operation, testing, and recording, which lead to a 
large workload. Second, there are overhauls due to periodic 
dismantling, which add risks to the operation [6].

The agent-based perception mode is introduced for power 
equipment with the improvement of computer technologies 
[7]. Sensors monitor the condition of power equipment, and 
communication devices transmit the data to the remote back‐
end server [8], [9]. The backend server performs fault diag‐
nosis and health assessment. The advantage of this mode is 
that the condition of equipment can be accurately perceived 
in real time. However, the power equipment is widely distrib‐
uted, numerous, and diverse. This mode requires remote 
communication and unified background computing resources 
to be configured for all equipment, and there are no interme‐
diate caches and computing units in the entire system.

The number and types of power equipment are surging 
currently. Taking transformers as an example, the global 
transformer market size was expected to have a large in‐
crease compared with 2017 [10]. The power grid has in‐
creased the demand for deep involvement in the operation of 
power equipment, which needs precise perception of the 
equipment condition. This huge volume creates a great chal‐
lenge for the power equipment perception mode.
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1) For the periodic maintenance mode, the future volume 
of ponderous equipment will create great pressure on the op‐
eration and maintenance (O&M) personnel. The economic 
cost for expanding human resources is more than that power 
companies can afford.

2) For the agent-based power perception mode, introduc‐
ing such a large volume of power equipment can bring a sig‐
nificant security risk of single-point fault [11]. The widely 
distributed power equipment requires specially laid communi‐
cation lines, which directly leads to a significant increase in 
communication costs [12]. Due to the economic and reliabili‐
ty limitations, the agent-based perception mode is not suit‐
able for large-scale power distribution equipment. Neither of 
these modes can support the volume of power equipment in 
the future grid. Therefore, the power equipment perception 
mode requires a paradigm shift.

To this end, [13] proposes a fast anomaly detection meth‐
od for the condition data of power transmission and transfor‐
mation equipment based on big data analysis. Reference [14] 
proposes a big data model based on high-dimensional ran‐
dom matrix theory to achieve key performance evaluation 
and abnormal condition detection of the power equipment. 
Reference [15] develops a condition-monitoring strategy 
based on the IoT for the primary and secondary power equip‐
ment. Reference [16] proposes a real-time monitoring and 
maintenance method combining IoT and machine learning 
for gas-insulated switchgear. However, the above studies are 
all improvements based on the agent-based perception mode, 
which has not yet been improved as a paradigm.

To get rid of the agent-based power perception mode, the 
future development trend of power equipment is analyzed. 
Then, the concept of intelligent power equipment (IPE) is 
proposed and its meaning and technical content are clarified. 
IPE is a new power equipment management mode, which is 
a paradigm shift.

This paper is organized as follows. Section II analyzes the 
development of the power equipment perception mode. In 
Section III, we describe the concept of IPE includung its 
conceptual meaning, intelligent functions, and situational 
awareness system. The key technologies required for IPE 
and their solutions are proposed in Section IV. In Section V, 
we discuss the IPE O&M system. In Section VI, we intro‐
duce the field application of this concept in an actual power 
grid. A review of related work concludes this paper in Sec‐
tion VII.

II. DEVELOPMENT OF POWER EQUIPMENT 
PERCEPTION MODE 

The limiting factor in the development of the current pow‐
er equipment sensing model is that it lacks intelligence. As a 
result, it cannot provide reference information for the O&M 
system in real time, and it cannot interact intelligently with 
other power equipment. The popularity of the IoT provides a 
new solution to the improvement of power equipment per‐
ception mode [17]. In this regard, the Energy Internet con‐
cept is proposed to lead the direction of grid construction 
[18]. This concept maps the actual grid architecture com‐
bined with advanced technologies such as sensing, artificial 
intelligence, and modern communication to a virtual network 

to build a safer, more efficient, and more interconnected 
power system [19]. Based on this concept, the development 
trend of power equipment perception mode can be summa‐
rized as autonomous computing, self-perception, and infor‐
mation interconnection.

Autonomous computing meets its high requirements for re‐
al-time services, intelligent perception, and security and pri‐
vacy by configuring computing power for the equipment it‐
self [20]. Autonomous computing can make full use of com‐
munication and computing resources to significantly reduce 
the data processing delay [21]. The risk of a single-point 
fault is avoided, which is in line with the concept of Energy 
Internet [22]. The market for this computing approach is 
vast, with the economy for grid-edge computing and distrib‐
uted intelligence expected to reach $6.5 billion by 2027 [23].

Self-perception refers to the introduction of online monitor‐
ing technology and intelligent algorithms based on edge com‐
puting for power equipment to autonomously collect real-time 
information of itself and locally detect, analyze, and evaluate 
its condition [24]. The power equipment performs timely 
fault identification and alerts for its abnormalities, by en‐
abling dynamic threshold setting, local fault diagnosis, equip‐
ment degradation modeling, and evaluation of health index 
(HI). It can also perform protective actions in extreme cases.

Information interconnection is based on IoT technology to 
manage power equipment [25] and the information intercon‐
nection between the equipment and the control center is real‐
ized. Based on the IoT system, forming an event-driven pow‐
er equipment perception mode can achieve the real-time per‐
ception of its condition changes [26]. Its analysis results are 
directly shared with the O&M system, making the power 
equipment itself an independent object that can intelligently 
interact with other power equipment.

In summary, the power equipment perception mode in the 
future needs to configure autonomous computing capabilities 
for power equipment to realize its autonomous situational 
awareness. The information interconnection function is used 
to achieve comprehensive perception and real-time interac‐
tion of equipment information to meet the construction re‐
quirements of the Energy Internet. Based on the analysis of 
the future development trend, we propose the concept of IPE.

III. CONCEPT OF IPE 

IPE mainly includes two parts of technical content, name‐
ly autonomous situational awareness and active O&M. Au‐
tonomous situational awareness refers to IPE using embed‐
ded sensors and artificial intelligence (AI) modules to 
achieve its sensing, status analysis, and health management. 
Active O&M refers to IPE actively interacting with the 
O&M system as an independent agent based on realizing au‐
tonomous situational awareness. The above two parts of tech‐
nical content require IPE to have autonomous computing 
and information interconnection capabilities. Thus, it estab‐
lishes information interoperability and early warning linkage 
with the logical environment of the power grid, peripheral 
equipment, and O&M platforms. Compared with ordinary 
power equipment, IPE can become an intelligent object for 
autonomous situational awareness in power system opera‐
tion. In addition, IPE adopts primary and secondary fusion 
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technology in hardware development, so that it also remains 
physically independent.

Figure 1 shows the functional flow and related support al‐
gorithm for IPE to achieve autonomous situational aware‐
ness. The AI module first pre-processes the real-time data 
collected from the self-sensing system of the equipment and 
sets dynamic thresholds based on the monitoring data. Then, 
anomaly detection, fault diagnosis, and fault prediction are 

performed. Meanwhile, the data are mined and the health de‐
gree is assessed in real time based on the degradation model. 
The equipment autonomously sends alarm information to the 
control center and associated O&M personnel based on the 
analysis results. It receives condition data sent by surround‐
ing IPE and recognizes information based on its decision 
mechanism. It also receives and executes remote control poli‐
cies and protects itself in case of crisis.

In the overall management, the backend server is only re‐
sponsible for sending the updated parameters of the algo‐
rithm to the equipment. It reduces the amount of communica‐
tion data, communication costs, and reliance on highly reli‐
able communication while reducing the pressure on backend 
computing. Autonomous computing improves the timeliness 
of the information and avoids data congestion. IPE provides 
a paradigm shift for power equipment perception modes to 
meet the need for an efficient and comprehensive perception 
of power equipment in the future power grid.

To make this idea a reality, the key technologies for IPE 
will need to be developed and implemented with the follow‐
ing characteristics.

1) Self-sensing: sensors must be compact, sensitive, and 
cost-effective to ensure that they can be used in IPE for 
large-scale engineering applications.

2) Data pre-processing: the algorithm must have the abili‐
ty to process multi-source heterogeneous data, including 
structured and unstructured data. The full exploitation of the 
IPE panoramic monitoring data by the algorithm realized at 
a later stage.

3) State analysis: the fault diagnosis and fault prediction 
must use lightweight algorithms and consider the correlation 
between multi-dimensional quantities to ensure the analysis 
accuracy of IPE condition.

4) State assessment: the degradation model of IPE with 
varying performance must be both accurate and generaliz‐
able. The health assessment system must achieve equipment 
health ratings while obtaining time-continuous equipment re‐
liability.

5) Self-protection and control: self-protection and control 
of IPE can cause a change in the logical structure of the 
grid. Therefore, it must be confirmed that no chain of faults 
in the grid will be triggered when the IPE protects itself.

6) Remote communication: a communication method with 
high-security flexibility and outstanding economy must be se‐
lected to meet the communication needs of the widely dis‐
tributed IPE to the remote servers and O&M personnel.

IV. KEY TECHNOLOGIES OF IPE 

The implementation of IPE requires the support of several 
key technologies. This section examines the challenges faced 
by each key technology in the implementation of IPE and 
the corresponding improvement schemes.

A. Self-sensing

Self-sensing is the data basis for IPE to realize its autono‐
mous situational awareness. Table I shows the types of char‐
acteristic quantities, including the operation data and condi‐
tion-monitoring data of IPEs.
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Electrical primary 

Equipment function 

Realization system

Remote server

Health assessmentFault diagnosis

Data pre-processing

Operation mode adjustment

Decision mechanism

AI module

State assessment

Dynamic threshold setting

State analysis
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Fig. 1.　Functional flow and related support algorithm for IPE to achieve autonomous situational awareness.

TABLE I
TYPES OF CHARACTERISTIC QUANTITIES

Category

Electricity

Machinery

Environment

Quantity

Voltage Uk

Current Ik

Partial discharge uk

Vibration signal VIk

Temperature TEk

Humidity HUk

Gas Gk,m

Infrared image Pk

Problem representation

Working condition of 
equipment k

Minor internal defect of 
equipment k

Physical or electrical fault of equip‐
ment k

Internal short circuit of 
equipment k

Environmental humidity condition 
of equipment k

Fault of equipment k 
characterized by gas m

Localized overheating of equipment k
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In order to make IPE remain independent, the condition-
monitoring sensors need to be embedded in the IPE body. It 
faces many challenges.

1) Hardware performance: the condition-monitoring data 
change frequently and unstably, e. g., partial discharge (PD) 
and vibration data, etc. This requires the signal sampling sys‐
tem to have a high data acquisition rate and data volume. 
Various performance requirements are imposed on the hard‐
ware system, such as sampling frequency, communication 
bandwidth, and energy consumption.

2) Economy: the cost of IPE data collection system needs 
to be low enough to facilitate large-scale promotion of IPE. 
On the one hand, the price of an analog-to-digital converter 
(ADC) increases exponentially as the sampling frequency in‐
creases. On the other hand, the data communication and stor‐
age costs are also the factors that cannot be ignored.

An effective measure to address these challenges of IPE 
sensing units is to develop auxiliary software algorithms. 
Among them, the compressed sensing (CS) can reconstruct 
the original signal from low-rank data [27]. Therefore, we 
use CS theory to solve the conflict between the cost and per‐
formance. This technique can losslessly acquire one-dimen‐
sional signals such as PD and vibration with low sampling 
frequency. CS can also manage high-dimensional signals 
such as infrared images.

The measurement matrix is used to realize the mixing of 
time-domain information. Subsequently, the measurement 
vector y is obtained by sampling with a low-frequency ADC. 
The sampling model can be developed as:

y =Φx =ΦΨs =Ws (1)

where ΦÎRm ´ n is the measurement matrix, m is the number 
of measurement channels, and n is the original signal length;
ΨÎRn ´ l is the signal sparse basis, and l represents the 
sparse basis dimension; sÎRn ´ 1 is the corresponding sparse 
coefficient; yÎRm ´ 1 is the m-dimensional measurement vec‐
tor; x is the original signal; and W is the CS operator. 
Φ needs to be set in advance. Φ and Ψ need to have low 

relevance, so that the original information can be preserved 
to the greatest extent. Meanwhile, m n can achieve com‐
pressed collection and transmission of data.

Since the dimension of y is much smaller than that of x, it 
is necessary to use the sparsity of x in Ψ to solve (1). As s 
only contains a few non-zero elements, the reconstruction al‐
gorithm can get s from y, and then perform a sparse inverse 
transformation to obtain x̂. The solution model can be de‐
scribed as:

ì
í
î

ŝ = arg min s
0
   

s.t.  y =Ws
(2)

Due to the sparsity of x and the low relevance between Φ 
and Ψ, the l0-norm algorithm can be used to reconstruct the 
original signal x̂ from y.

We have achieved the sub-Nyquist data output rate of the 
PD signal, which mainly includes three technical methods. A 
joint sparse dictionary learning method based on multi-di‐
mensional parameters of PD signals, a three-valued observa‐
tion matrix design method based on incoherent continuation, 
and a sparse decomposition method of PD signals based on 

dual residual ratio thresholds are proposed [28], [29].

B. Multi-dimensional Soft-sensor

IPE for autonomous situational awareness requires data 
pre-processing to obtain panoramic monitoring data. The 
challenges faced by IPE data pre-processing are as follows.

1) Heterogeneous data processing: IPE data sources in‐
clude structured data such as electrical quantities and me‐
chanical characteristics and unstructured data such as infra‐
red images and recorded text. Normalizing the heteroge‐
neous data and forming a unified data model are difficult 
problems to be solved by pre-processing.

2) Error data detection: to prevent false or missing data 
from monitoring resulting from sensing, communication, and 
other reasons, it is necessary to detect error data. The equip‐
ment monitoring data exhibit the 4V characteristics, i.e., vol‐
ume, variety, value, velocity, of big data and vary in magni‐
tude and dimension. The quick detection of such a large 
amount of data is a problem that must be solved by pre-pro‐
cessing.

We built a multi-dimensional soft-sensor model in the AI 
module to perform data pre-processing and integration. As a 
data middleware, a multi-dimensional soft-sensor can pro‐
vide data sources for self-perception, and output real-time 
cross-sectional information of equipment condition. This 
model is developed as:

ì
í
î

X '
Str =XStr FStr

X '
Uns =XUns FUns

(3)

where X and X ' are the pre-processed monitoring data and 
original data, respectively; F is the processing function; and 
the subscripts Str and Uns denote the structured and unstruc‐
tured data, respectively.

Normalization can be performed directly on the structured 
data. For the unstructured data, an ontology dictionary can 
be constructed based on a hidden Markov model, and the k-
nearest neighbor algorithm is used to classify the data. The 
corresponding vector space model is then used to vectorize 
the data.

For the error data detection, we conduct multi-dimension‐
al data comparisons to make the algorithm both accurate and 
fast. The monitoring data xi,t are compared with 2-dimension‐
al data both horizontally and vertically to detect error data. 
The error data detection model is expressed as:

| xit - xref | > 3
∑
i = 1

M + 1

(xit - x̄i )
2

M + 1
& | xit - x̄j | > 3

∑
j = 1

N - 1

(xjt - xj + 1t )
2

N
(4)

where xref is the median of xi sequence; and x̄i is the average 
of N correlation covariates xj,t ( j ≠ i) of xi,t at time t. That is, 
the data credibility is judged from the M data in the neigh‐
borhood of xi,t at time t and the changes of the other N corre‐
lation covariates xj,t ( j ≠ i) at time t.

xi,t satisfying (4) is error. That is, there are abrupt changes 
in the time series and no corresponding changes in other rel‐
evant quantities. It requires data rejection or correction, and 
troubleshooting of the corresponding sensing unit.
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If a sensor has long-term data anomalies due to the fac‐
tors such as energy, the data will be defaulted. We use the 
tensor decomposition method for data filling [30]. First, the 
characteristics of the missing data are analyzed and a stan‐
dardized missing tensor of the feature quantity is construct‐
ed. Then, the multi-dimensional intrinsic correlation of his‐
torical data characteristics and other feature quantities is con‐
sidered. The low-rank property of the completion tensor is 
used to establish a model, and the alternating direction multi‐
plier method is used to iteratively solve it.

C. State Analysis

State refers to the operating characteristics of power equip‐
ment, i. e., equipment fault or abnormality, health degree as 
characterized by data performance, and change trends. State 
analysis means that IPE analyzes its operating characteristics 
in real time based on access to monitoring data by AI mod‐
ules, including anomaly detection, fault prediction, and fault 
diagnosis.

The framework of the state analysis is illustrated in Fig. 
2. IPE first determines whether there is any abnormality. If 
yes, the fault diagnosis algorithm is directly called to deter‐
mine the faulty component and fault type, and perceive the 
information about its fault behavior. Otherwise, the fault pre‐
diction algorithm is called to determine whether there is an 
early fault in itself.

1)　Anormaly Detection
Anormaly detection is applied to sudden functional faults. 

That is, characteristic quantities suddenly exceed the thresh‐
old range and there is no abnormal trend in the previous pe‐
riod. The mathematical model is expressed as:

$ aitÎA aitÏ[LiminLimax ] (5)

where A is the monitoring data; ait is the value of quantity i 
at time t; and Limin and Limax are the thresholds.

This part focuses on setting threshold for each quantity. 
The IPE needs to set dynamic thresholds based on its moni‐
toring data to achieve both accuracy and robustness.

For this, we embed the trend evolution algorithm with the 
adaptive thresholding function in the AI module of the IPE, 

where the threshold for the quantity i is expressed as:

Li = f (aiηiNipi ) (6)

where ai, ηi, Ni, and pi are the monitoring data, data standard 
deviation, noise, and trend evolution of the quantity i, respec‐
tively.

When a threshold is exceeded, the IPE calls the fault diag‐
nosis algorithm, which sends alarm information to the con‐
trol center and the associated O&M personnel.
2)　Fault Prediction

When each quantity is within the normal threshold range, 
the fault prediction should be used to determine whether 
there is a trend of data dispersion, i.e.,

$ aitÎA: 

  
ì

í

î

ïïïï

ïïïï

aitÎ[LiminLimax ]

piDt = ait + a'iDt    

piDtÏ[LiminLimax ]

         " tÎ[1T]
(7)

where T is the length of the detection time interval; a'i is the 
change rate; and piDt is the predicted value.

The equipment fault prediction is divided into 2 methods: 
physical model based and data-driven methods [31]. Physi‐
cal model based methods have strong interpretability and 
high accuracy. However, it is difficult to model complex sys‐
tems [32]. The data-driven methods can automatically learn 
patterns and regularities in data to handle complex systems 
and nonlinear relationships [33]. Therefore, the challenge of 
implementing fault prediction algorithm in IPE is the preven‐
tion of misjudgment caused by uniform changes in multi-di‐
mensional data.

The real-time cross-sectional information of IPE contains 
multi-dimensional quantities. The change of correlations 
among the quantities can better indicate the real operating 
condition of the equipment. Therefore, we make full use of 
high-order moment correlations among the quantities to de‐
sign the fault prediction algorithm for the IPE.

First, the network is trained with the labeled dataset to 
learn the dynamic features of the equipment under each oper‐
ating condition and extract the correlation relationships be‐
tween the quantities. The stable correlations among the data 
are broken under the abnormal condition, and the abnormal 
dataset E deviates from e reconstructed using the normal de‐
noising auto-encoder network.

Define the reconstruction error Re as an evaluation index 
for the detection of abnormal equipment:

Re =  E - e
2

(8)

The threshold JUL is adaptively set based on the confi‐
dence interval of the parameter to monitor the trend of Re as 
an alarm condition of equipment anomaly. Equipment anom‐
alies will be reflected in the residual trends of the relevant 
variables. The use of changes in parameter residuals can en‐
able a preliminary analysis of anomalies, and then isolate the 
relevant variables, analyze the cause of the anomaly, and pro‐
actively report the information. The residual ζ i of quantity i 
is related to its reconstructed value e and the actual value ai:

ζ i = e - a i (9)

We have conducted research on this issue and the related 
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Fig. 2.　Framework of state analysis.
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characteristics of IPE. We have conducted in-depth research 
in this technical path and designed a fault diagnosis algo‐
rithm based on a deep autoencoding (DAE) network and XG‐
Boost [34]. Based on the above-mentioned DAE, a multi-
class early fault prediction model is established in combina‐
tion with the XGBoost fault identification algorithm.
3)　Fault Diagnosis

The role of fault diagnosis is to determine the fault loca‐
tion and type, and provide reference information for O&M 
personnel. The key part is given by the extraction and classi‐
fication of fault features in monitoring data. The current 
fault diagnosis mainly has 2 kinds of algorithms: signal de‐
composition and deep learning.

In signal decomposition, the feature vector Vf  is extracted 
and clustered to discern its fault type. This algorithm is sim‐
ple, but it is not suitable to handle high-dimensional mixed 
data.

The deep learning algorithm of the convolutional neural 
network (CNN) has a powerful feature extraction capability, 
which is suitable for fault diagnosis based on complex data 
[35]. The feature extraction and classification model of CNN 
are:

gs =∑
o
∑

p
∑

q

A(opq)ws (opq)+ bs (10)

f (θ(s)o)= P(p = s|o ; θ)=
exp(θ(s)o)

∑
s = 1

K

exp(θ(s)o)
(11)

where gs is the feature map learned by the sth convolutional 
kernel; ws (·) is the weight of each feature data; bs is the bias 
term; f (·) is the output of CNN; P(·) is the probability of se‐
lecting the sth convolution kernel after determining the input 
data and model parameters; o, p, and q are the input data di‐
mensions; K is the number of convolutional kernels in the 
network; and θ(s) (1 £ s £K) denotes the model parameters.

However, the deep learning algorithms have problems of 
poor generalization and long calculation cycles, which can‐
not meet the real-time requirements of IPE.

We propose a power equipment fault identification algo‐
rithm based on multi-deep neural networks [36]. This algo‐
rithm contains two parts. The first part builds multiple deep 
neural network (DNN) recognizers based on Spark, and in‐
troduces Dropout to enhance network generalization capabili‐
ties. Then, multiple DNN recognition tasks are assigned to 
each slave node in the Spark cluster to improve computing 
efficiency. The second part is the fusion of recognition re‐
sults and the decision-making algorithm. The Reduce mod‐
ule of the Spark framework is used to aggregate the recogni‐
tion results of each recognizer. Finally, a lightweight fault di‐
agnosis algorithm with high accuracy is obtained to meet the 
computing power limitation.

D. State Assessment

State assessment enables IPE to perform deep data mining 
on its condition information. Thus, it can evaluate the health 
degree in real time. It supports control center queries and 
own information upload.

1) Degradation Model
Equipment degradation refers to the existence of failure 

behavior over time [37]. Simple degradation models have 
low accuracy, whereas complex models exhibit poor general‐
ization [38]. The challenge of degradation modeling for IPE 
is to make the model both accurate and generalizable.

Given that degradation is initially stochastic, IPE first 
builds a degradation model based on a stochastic process. 
The data collection process considers the extreme behavior 
possibility and real average degradation behavior informa‐
tion. Subsequently, the degradation model of IPE is estab‐
lished based on the monitoring data. The nonlinear function 
of the degradation condition at time t De (t) is solved based 
on time variables and random variables, which is expressed 
as:

dDe (t)= γ(De (t)t)+ σ(De (t)t)dB(t) (12)

where B(t) is the random factor; and γ(×) and σ(×) are the drift 
and diffusion coefficients, respectively. Decomposing the sto‐
chastic differential equation according to (11), we can obtain:

ì
í
î

dDe (t)= τ(t)dt + σdB(t)

τ(t)= h(tB(t))
(13)

where τ(t) is the standard Brownian motion concerning t; 
and h(·) is the Brownian motion function. The probability of 
the transition of De (t) to De (t)= x at De (t0 )= y is counted by 
(13), and the degradation condition is derived as:
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The initial values of the model parameters are estimated 
based on the expectation maximization (EM) algorithm. 
However, different IPEs have different degradation paths due 
to different operating environments and workloads.

To this end, a real-time degradation model of power equip‐
ment based on an improved Wiener stochastic process rely‐
ing on a strong tracking filter (STF) is proposed [39]. First, 
a deterioration model based on the Wiener stochastic process 
needs to be established. As the monitoring data increase, the 
STF algorithm is used to update the model parameters to 
conform to its degradation path. Thus, the degradation mod‐
el meets the dual requirements of accuracy and generaliza‐
tion.
2) Health Assessment

The equipment health assessment refers to using condition 
monitoring data to determine the current health condition of 
the equipment. The current method is to manually assign 
weights without considering the degradation distribution of 
the equipment [40]. Therefore, the challenges for IPE health 
assessment are as follows. Local health assessment needs to 
be combined with the specific degradation conditions of the 
equipment [41]. The assessment process also needs to be au‐
tonomous.

Thus, we propose a health assessment method for IPE. We 
integrate discrete and continuous model assessment methods 
in establishing the IPE health assessment system. Weights 
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are determined autonomously based on contingency theory 
to enhance sensitivity to data changes. The reliability com‐
bined with the real-time degradation condition of the equip‐
ment is obtained based on the continuous model. A discrete 
model for health assessment is established, as shown in 
Fig. 3.

The equipment quantities are first graded. The weight vec‐
tor W of each quantity is determined according to the contin‐
gency theory, as shown in (15). Subsequently, the HI model 
is established based on the data distribution distance. Finally, 
based on the object topological model, the equipment condi‐
tion is rated using the closeness function.

W =[d(a1 )    d(a2 )        d(an )]T (15)

where d(ai) is the weight of the data vector ai.
After obtaining the health rating, a continuous model for 

health assessment is also studied to incorporate the real-time 
degradation condition of the equipment, modeled as follows. 

Suppose z(t) denotes the maintenance index of the equip‐
ment at time t, and z(0)= 0. And the variables (z(t1 )-
z(0)) (z(t2 )- z(t1 ))  (z(tn )- z(tn - 1 )) are independent of 
each other. The distribution of the random increment m(tn )-
m(tn - 1 ) is denoted by FR. Subsequently, a continuous model 
of reliability Le as a function of A, FR, and t is developed as:

Le = q(AFRt) (16)

where q(·) is the reliability function. The Weibull proportion‐
al failure model is introduced to establish the function q(·), 
which can consider both A and t and is expressed as:

Le (t)= k0 × exp ( )∑
i = 1

n

δiCoi (t) (17)

where k0 is the initial risk function that follows the Weibull 
distribution. The algorithm uses the product of the covariate 
of A Coi(t) and its parameter δi to represent the relationship 
between A and Le(t).

IPE can integrate HI and Le(t) to characterize its health de‐
gree and the ability to maintain health using our method. 
Meanwhile, IPE supports independent reporting of health in‐
formation and real-time queries from the control center.

E. Communication Method and Transmission Protocol

In IPE, there is an electric connection between the AI 
module and sensors. The communication method becomes 
very important when IPE sends information to remote serv‐
ers and O&M personnel. Table II compares the characteris‐
tics of communication methods.

The communication method of the IPE must satisfy the 
following characteristics.

1) Economy: the communication cost is one of the limit‐
ing factors for IPE rollout. Therefore, the cost should be con‐
trolled to meet the engineering application requirements of 
IPE.

2) Security: the power system has the highest requirement 
for stability [42]. Information theft and tampering in remote 
communication can cause instability in the grid operation.

3) Flexibility: IPE, as an independent body, needs to real‐
ize the self-organizing characteristics in its communication 
method.

Therefore, it is necessary to combine local conditions 
when configuring communication methods for IPE. For 
switchgear stations or substations with centralized equipment 
and fiber-optic access, IPE in the station can access fiber op‐
tics for high communication security. Carrier communication 
can be used for IPE that is close to the backend, but the en‐
coding and decoding need to use special keys to prevent in‐
formation theft.

For the rest of the scattered IPE, it is not economical to 
build communication lines. The virtual private network can 
be established based on a cellular network to achieve secure 
wireless remote communication. When establishing VPN 
lines, a key management system should be established to en‐
sure key security. Meanwhile, the identity authentication en‐
cryption algorithm is introduced in the network to identify 
the device ID and realize two-way authentication of the de‐
vice and network. Cellular wireless networking enables the 
automatic access and exit of authorized devices by establish‐
ing wireless channels at the network layer. The resulting scal‐
ability of the network is outstanding.

In addition, the communication protocols are selected to 
interconnect equipment with different communication mes‐
sage formats. The commonly-used protocols include TCP/IP, 
NetBEUI, and IPX/SPX. Among them, the connection-orient‐
ed TCP/IP protocol is implemented with high reliability and 
profitability, which is suitable for IPE.

F. Self-protection and Execution of Control Commands

Based on the hardware principle of primary and secondary 
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Fig. 3.　Discrete model for health assessment.

TABLE Ⅱ
COMPARISON OF COMMUNICATION METHODS

Method

Wireless

Optical fiber

Carrier

Economy

M

P

G

Security

M

G

P

Reliability

G

M

P

Anti-
interference

M

G

P

Anti-
eavesdropping

L

E

G

Note: E means excellent, G means good, M means medium, and P means 
poor.
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convergences, IPE protects itself and can autonomously exe‐
cute external decision commands. The self-protection of IPE 
is achieved by breaking itself actively before it is damaged 
by an accident.

Owing to the limitation of edge-side computing capability, 
IPE cannot consider the global operation conditions of the 
power grid. The technical difficulty of self-protection lies in 
how to avoid chain faults caused by the self-protection of a 
single IPE.

To this end, IPE prevents chain faults by interfacing with 
the coordination system of the control center. IPE presets the 
alarm time delay before self-protection, sends the corre‐
sponding priority alarm message to the control center accord‐
ing to its importance, and sends a breaking warning to its 
neighboring IPEs. The neighboring IPEs need to be manual‐
ly set according to the topological relationship of the power 
grid and equipment functions at the beginning of IPE opera‐
tion. The control center adopts the appropriate coordination 
scheme. External decision commands refer to the instruc‐
tions sent by the control center for switching or changing 
the operation mode, and the IPE executes the above deci‐
sions independently.

V. IPE O&M SYSTEM 

Given that IPE has the ability of autonomous situational 
awareness, the active maintenance based on process supervi‐
sion can meet the O&M requirements of IPE. It transforms 
the maintenance from fault repair to equipment prognosis 
management.

Active maintenance requires interfacing the computerized 
maintenance management system (CMMS) processes of 
work order management, planning and scheduling, and main‐
tenance metrics with an expert system based on web servic‐
es. Experts operate remotely or develop maintenance strate‐
gies online based on the relationship of each piece of equip‐
ment. A schematic diagram of the IPE O&M system is 
shown in Fig. 4, where Dk is the key pre-processed data of 
IPE; Ar is the analysis result processed by the backend serv‐
er; Sa is the alarm signal; Oc is the control command; and Ic 
is the command and feedback message.
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Fig. 4.　Schematic diagram of IPE O&M system.

In this O&M system, IPE obtains the equipment condi‐
tions in real time based on local data flow, and the internal 

algorithms improve the accuracy and robustness by synchro‐
nizing their information. There is a two-way connection be‐
tween the control center and O&M personnel for assigning 
work orders and feedback. The control center can also send 
control commands to the equipment. The backend server can 
call the pre-processed data for a model update when the 
channel is free to make full use of its abundant computing 
resources.

VI. FIELD APPLICATIONS 

We move out of the laboratory and deployed IPE in a real 
grid. A regional distribution system owned by the State Grid 
Corporation of China is selected for a pilot application to 
verify the effectiveness of IPE. The pilot region is located in 
a remote area with a harsh operating environment for power 
equipment.

The ideal IPE is to configure software and hardware dur‐
ing the manufacturing process. IPE can be directly connect‐
ed to the network. However, it is unrealistic to replace the 
current power equipment operating in the grid at a large 
scale. The current application method is to utilize the physi‐
cal assets of existing power equipment and upgrade them in‐
to IPEs by adding non-intrusive sensors, AI modules with 
corresponding algorithms, intelligent terminals, and commu‐
nication capabilities, without affecting the security of the 
equipment. It can interact with other IPEs, control centers, 
and O&M personnel, as shown in Supplementary Material A 
Fig. S1.

In addition to the development of IPE-related technical 
content, we have developed a supporting mobile terminal ap‐
plication for O&M personnel, as shown in Supplementary 
Material A Fig. S2. We have also developed a real-time mon‐
itoring and display interface based on the Web, as shown in 
Supplementary Material A Fig. S3, for the control center. 
The complete IPE object and O&M prototype are estab‐
lished.

During the operation, the IPE triggers an abnormal PD 
alarm, as shown in Fig. 5(a). This helps the control center 
and O&M personnel complete preventive maintenance and 
release alarms after troubleshooting. In case of local over‐
heating of the transformer, the abnormality is recognized in 
time, as shown in Fig. 5(b). State analysis locates the faulty 
component and determines that the fault is a local defect. It 
substantially reduces the work pressure of O&M personnel 
and avoids downtime faults. The field application of IPE has 
been well received by O&M personnel and control centers.

The above results demonstrate that IPE actively partici‐
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pates in O&M management as an intelligent object. While 
significantly improving the reliability of the power grid, it 
makes the power equipment become an intelligent object 
that can perceive itself and interact with the O&M system.

VII. CONCLUSION 

In this paper, the concept of IPE and its intelligent func‐
tions are systematically described. Through the configuration 
of embedded sensors and AI modules to make power equip‐
ment with autonomous thinking, it can carry out its real-time 
detection and alarm, state analysis, and state assessment. IPE 
becomes an intelligent object that can realize autonomous sit‐
uational awareness. In the O&M system, IPE serves as an in‐
dependent intelligent entity that can analyze its condition in 
real time, enabling the power company to have an efficient 
and comprehensive awareness of equipment. Then, the corre‐
sponding technology enhancement solutions are given for 
the challenges faced by each key technology applied in IPE. 
This lays the theoretical foundation for IPE and shows that 
IPE can be applied in engineering at a large scale. The pro‐
cess of interaction between IPE and other entities or plat‐
forms in the O&M system is illustrated based on its percep‐
tion mode. IPE meets the needs of managing the prolifera‐
tion and variety of equipment in the complex power grid 
and is in line with the development trend of the Energy In‐
ternet.

We are now in close contact with equipment manufactur‐
ers to develop an IPE-independent object. We aim to achieve 
a paradigm shift in the perception mode of equipment in the 
future power grid.
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