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Abstract——In the realm of microgrid (MG), the distributed 
load frequency control (LFC) system has proven to be highly 
susceptible to the negative effects of false data injection attacks 
(FDIAs). Considering the significant responsibility of the distrib‐
uted LFC system for maintaining frequency stability within the 
MG, this paper proposes a detection and defense method 
against unobservable FDIAs in the distributed LFC system. 
Firstly, the method integrates a bi-directional long short-term 
memory (BiLSTM) neural network and an improved whale op‐
timization algorithm (IWOA) into the LFC controller to detect 
and counteract FDIAs. Secondly, to enable the BiLSTM neural 
network to proficiently detect multiple types of FDIAs with ut‐
most precision, the model employs a historical MG dataset com‐
prising the frequency and power variances. Finally, the IWOA 
is utilized to optimize the proportional-integral-derivative (PID) 
controller parameters to counteract the negative impacts of 
FDIAs. The proposed detection and defense method is validated 
by building the distributed LFC system in Simulink.

Index Terms——Microgrid, load frequency control, false data 
injection attack, bi-directional long short-term memory (BiL‐
STM) neural network, improved whale optimization algorithm 
(IWOA), detection and defense.

I. INTRODUCTION 

THE microgrid (MG) is a significant component of the 
smart grid, which is an effective means to promote the 

utilization of renewable energy and alleviate the energy cri‐

sis. The traditional way of electricity production relies on 
fossil energy such as oil and coal, but these non-renewable 
energy sources will eventually be exhausted, and their pollut‐
ants will also seriously affect the natural environment, so it 
is a general trend to develop renewable energy such as wind 
and solar energy [1] - [4]. Since renewable energy is widely 
distributed, it is difficult to assure the stability of the MG 
when various distributed energy sources operate simultane‐
ously, and the MG technology has been steadily developed 
to address this issue. The MG is autonomous, self-control‐
ling, self-protecting, and self-managing small-scale power 
generation and distribution system that relies on renewable 
energy sources. It can operate in parallel with or indepen‐
dently from the external smart grid, thereby enhancing pow‐
er system reliability and facilitating the growing integration 
of renewable energy [5].

The distributed load frequency control (LFC) system plays 
a crucial role in maintaining frequency stability in the MG. 
Imbalances between the power generation and load can 
cause significant fluctuations in system frequency, potential‐
ly resulting in unstable operation or equipment breakdown 
of the power system. The distributed LFC system effectively 
monitors the balance between load and power generation, en‐
suring frequency stability in the MG, especially in situations 
where power generations from various renewable energy 
sources are unstable [6], [7]. The LFC controller receives 
the area control error (ACE) from sensors and uses it to cal‐
culate control commands. These commands are then sent to 
generation units. The generation units adjust their output 
power according to the control commands, ensuring that 
power generation can follow load changes and thereby main‐
tain frequency deviation within the allowed range of nomi‐
nal value error. In addition, the urgency of frequency regula‐
tion requires that measurement devices in the distributed 
LFC system use simple encryption or no encryption, which 
unfortunately makes the distributed LFC system more vulner‐
able to various cyber attacks. These attacks could potentially 
cause the LFC controller to receive malicious instructions, 
resulting in significant fluctuations and deviations in system 
frequency, and severely compromising the stability of the 
MG. Therefore, it is crucial to ensure the security of the dis‐
tributed LFC system to maintain the stability and reliable op‐
eration of the MG [8], [9].

With the continuous development of cyber-attack tech‐
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niques, the distributed LFC system is facing an increasing 
number of cyber-attacks. One of the most prevalent forms of 
these cyber-attacks is the false data injection attack (FDIA), 
in which the attacker cunningly constructs the attack vector 
to evade detection by the bad data detection (BDD) system 
in the MG [10]. The distributed LFC system, which com‐
bines cyberspace information technology with physical infra‐
structure, faces a real-time disadvantage that renders it sus‐
ceptible to FDIAs during the communication process. These 
FDIAs can target the link between the sensor and the con‐
troller, causing the controller to receive data with false vec‐
tors. Subsequently, the controller may generate incorrect con‐
trol instructions based on this manipulated data, thereby hin‐
dering the maintenance of frequency stability. Without imple‐
menting effective detection and defense mechanisms, FDIAs 
have the potential to severely compromise the overall stabili‐
ty of the MG. Consequently, it is imperative to implement 
appropriate measures to detect and defend against FDIAs 
within the MG, safeguarding the integrity and reliability of 
the distributed LFC system and the overall MG.

Since [11] proposes that attackers could employ FDIAs to 
evade detection by estimation residual-based BDD methods, 
there has been a substantial body of research works dedicat‐
ed to the development of FDIAs. Several researchers have 
successfully demonstrated FDIAs with limited network infor‐
mation [12], [13]. Furthermore, [14] utilizes the self-atten‐
tion generative adversarial network (SA-GAN) technique to 
create an effective FDIA that only requires exploiting easily 
accessible data. In the context of MG, [15] explores an 
FDIA capable of damaging generator synchronization sys‐
tems.

As for the detection and defense mechanism of FDIAs on 
the power system, there exists two main types of methods: 
model-based detection and defense methods [16] - [21], and 
data-driven detection and defense methods [22]-[28]. Model-
based detection and defense methods are dependent on pre‐
defined models that accurately depict the expected behavior 
of a system or network. These models are constructed using 
prior knowledge of the system attributes and anticipated con‐
duct. Such models can take the form of rule-based, statisti‐
cal, or deterministic approaches. Model-based detection and 
defense methods against FDIAs include cumulative sun [16], 
matrix separation [17], cooperative mechanism [18], [19], 
and observer-based methods [20], [21]. However, the adapt‐
ability and accuracy of model-based detection and defense 
methods can be restricted in handling novel threats and com‐
plex environments due to their dependence on prior knowl‐
edge and predefined models. Conversely, data-driven meth‐
ods operate independently of predetermined models. They di‐
rectly acquire insights into patterns and behaviors from the 
data without any presumptions about the normal behavior of 
the system. Employing machine learning and data mining 
techniques, these methods unearth concealed patterns and 
trends hidden within extensive datasets, and thus have better 
performance. The main data-driven technologies include deep 
learning [22], [23], and neural network [24]-[28].

Moreover, due to the importance of the LFC system, 

many researchers have studied the detection and defense of 
FDIAs in the LFC system in recent years. A method based 
on stochastic unknown input estimation (SUIE) has been pro‐
posed to estimate the state of LFC system for detecting FDI‐
As [29]. In [30], a defense mechanism that combines order 
observer and artificial neural network (ANN) has been pro‐
posed to resist FDIAs. Reference [31] suggests an observer-
based control strategy for resisting FDIAs. Reference [32] 
proposes a method that combines fuzzy logic and neural net‐
work to detect multiple FDIAs. Reference [33] develops an 
LFC method based on a dynamic output feedback controller. 
Reference [34] considers a distributed event-triggered LFC 
algorithm based on bandwidth allocation to preserve the MG 
stability and maximize network resource utilization. Refer‐
ence [35] proposes a method based on robust adaptive ob‐
server (RAO) to estimate existing FDIAs in the LFC system. 
By testing in various operational scenarios, a resilience-
based MG frequency regulation mechanism has been present‐
ed to prevent network attacks and uncertainty of system char‐
acteristics [36]. Finally, real-time detection of FDIAs in LFC 
system is achieved by using sliding mode observer technolo‐
gy, and the position of the attacked system is located [37].

The existing detection and defense methods have certain 
limitations, which can be summarized in the following three 
categories.

1) Some researchers have considered few types of FDIAs 
and only proposed detection measures without subsequent de‐
fense measures. The generality of detection and defense mea‐
sures across different types of FDIAs should be considered.

2) Model-based detection and defense methods rely heavi‐
ly on the parameters of MGs. For example, SUIE [29] and 
RAO [35] strategies require accurate estimation of the sys‐
tem state, which may not always be possible or practical in 
real-world scenarios.

3) Some of the proposed defense methods such as band‐
width allocation and event-triggered algorithms [34] may in‐
troduce additional overhead and complexity to the system. 
Therefore, further research is needed to explore the effective‐
ness of current detection and defense methods in the face of 
multiple FDIAs.

Considering the limitations of previous detection and de‐
fense methods, this paper proposes a detection method that 
utilizes a bi-directional long short-term memory (BiLSTM) 
neural network and a defense method based on improved 
whale optimization algorithm (IWOA) to effectively combat 
FDIAs in distributed LFC systems in MG. To begin with, 
FDIAs can manifest in three distinct forms: pulse, step, and 
random. Subsequently, the BiLSTM neural network is 
trained offline using historical data from the MG, allowing 
for efficient utilization of system resources. Once trained, 
the network is integrated into the distributed LFC controller 
of the MG. Lastly, the IWOA optimizes the proportional-inte‐
gral-derivative (PID) controller parameters in the distributed 
LFC system, ensuring stability even in the presence of FDI‐
As. The main contributions of this paper are described as fol‐
lows.

1) A novel LFC model, which incorporates FDIA detec‐
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tion and defense, has been designed to effectively detect 
three types of FDIAs, including step, pulse, and random, and 
eliminate their negative impacts.

2) Given the temporal dependencies within the LFC sys‐
tem, where the current state is influenced not only by past 
but also by future states, a detection method utilizing the 
BiLSTM neural network has been introduced. This method 
adeptly captures information from past and future sequences, 
facilitating the precise detection of three types of FDIA.

3) Utilizing the IWOA, a defense method has been de‐
vised, which optimizes the parameters of the PID controller 
in the distributed LFC system after BiLSTM detects FDIA. 
This optimization enables the PID controller to maintain fre‐
quency deviation within the normal range, ensuring the sta‐
bility of the MG even in the presence of FDIAs.

The remainder of this paper is organized as follows. The 
distributed LFC system in the MG is depicted in Section II. 
Section III discusses the proposed detection and defense 
method. The simulation results and analysis are presented in 
Section IV. Finally, Section V concludes this paper.

II. DISTRIBUTED LFC SYSTEM IN MG 

The most essential feature of MG is its high level of au‐
tonomy, which allows for the localization and unitization of 
power supply and demand via autonomous coordination and 
control. At the same time, the high penetration of renewable 
energy in MG is a significant feature. Distributed wind and 
solar power technologies can efficiently conserve traditional 
fossil resources, reduce power generation expenses, and mini‐
mize pollutant emissions. The distributed LFC system of the 
islanded MG is considered in this section, as shown in Fig. 
1. Energy storage technologies such as batteries and fly‐
wheels are included in the MG as well as renewable ener‐
gies such as wind and solar power, other energy sources like 
diesel and gasoline, and variable loads. In Fig. 1, TSI, TSC, 
TWG, TDG, TDT, TFG, TFI, TFC, TFW, and TBS are the time con‐
stants of the solar inverter, solar filter, wind generator, diesel 
generator, diesel turbine, fuel cell governor, fuel cell invert‐
er, fuel cell filter, fly wheel, and battery, respectively; Ri is 
the adjustment coefficient; DPL is the load and wind fluctua‐
tion; M is the time constant of the rotating mass and load; 
and D is a damping coefficient.

A. Distributed LFC System Model

The function of the distributed LFC system is to maintain 
the frequency stability of the MG, ensuring its proper opera‐
tion. Sensors in the distributed LFC system collect the sys‐
tem frequency deviation Df and send it to the PID controller. 
The PID controller then generates the adjustment signal to 
modify the frequency based on Df. The adjustment of PID 
controller DPC can be represented as:

DPC =KPiDf +KIi∫Df +KDiDf ̇ (1)

where KPi is the proportional gains of the ith power area; KIi 
is the integral gain of the ith power area; and KDi is the deriv‐
ative gain of the ith power area.

The state space equations of the LFC system in the MG 
can be expressed as:

ì
í
î

ẋ(t)=Ax(t)+BP(t)+Cd(t)

y(t)=Dx(t)
(2a)

where x(t) is the state variable vector, and x(t)=[Df 
DPSC  DPSI  DPWG  DPDT  DPDG  DPFC  DPFI  DPFG  DPFW
DPBS ]T, DPSC DPSI DPWG DPDT DPDG DPFC DPFI 
DPFG DPFW DPBS are the solar filter, solar invert, wind gen‐
erator, diesel turbine, diesel generator, fuel cell filter, fuel 
cell invert, fuel cell governor, fly wheel, and battery output 
power changes, respectively; P(t) is the input vector; d(t) is 
the load disturbance vector; y(t) is the output vector; A is the 

state matrix, and A21 = 05 ´ 6; and B C and D are the input, 
load disturbance, and output matrices, respectively. These 
matrices are given as follows.
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Fig. 1.　Distributed LFC system of islanded MG.
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B. FDIAs on Distributed LFC System

The LFC controller regulates the MG based on data com‐
ing from the frequency deviation line, and the security of the 
data is critical for the control commands of the LFC system. 
As shown in Fig. 2, the attack vector can be injected into 
the frequency deviation channel and remains hidden from 
the LFC controller, making it indistinguishable from the ini‐
tial system state vector.

The residual test is used by the BDD system in the distrib‐
uted LFC system to detect FDIAs, which can be expressed 
as:

ì
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î

ï
ïï
ï
ï
ï

ï
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ï

za = z + a

xa = x + c

 za -Hxa 2
=  (z -Hx)+ (a -Hc)

2
£  z -Hx

2
+

        a -Hc
2
£ α

(3)

where za is the state variable with FDIAs; a is an injected at‐
tack vector; z is the state variable; c is the deviation of nor‐
mal system states xa; α is the threshold set by BDD system 
in advance; and H is the Jacobian matrix of the power sys‐
tem.

From the above equation, if the attack vector a satisfies 
the conditions in (4), this FDIA can successfully inject false 
data into the LFC system and not be detected by the residual 
test of the BDD system. In this paper, the FDIAs construct‐
ed all satisfy the conditions in (4). Three types of FDIAs in‐

cluding pulse, step, and random attacks are considered and 
described as follows.

ì
í
î

a =Hc
 a -Hc

2
£ α -  z -Hx

2

(4)

1) Pulse attacks (denoted by A1): the attacker injects false 
data Dfa1 in the form of pulses over a period of time, which 
can be expressed as:

fa (t)=
ì
í
î

Dfa1    tÎ[tiatfa ]

0        otherwise
(5)

where fa (t) is the attack; tia is the initial time of the attack; 
and tfa is the final time of the attack.

2) Step attacks (denoted by A2): starting at a specific time, 
the attacker continuously injects false data Dfa2 into the LFC 
system, which can be expressed as:

fa (t)=
ì
í
î

0         t < tia

Dfa2    t ³ tia

(6)

3) Random attacks (denoted by A3): at random times, the 
attacker injects a false data Dfa3, like sinusoidal, random, 
etc., which can be expressed as:

fa (t)=Dfa3 (7)

III. PROPOSED DETECTION AND DEFENSE METHOD 

The proposed detection and defense method is demonstrat‐
ed in this section. The BiLSTM neural network can detect 
three types of FDIAs proposed in this paper, and the IWOA 
can optimize the PID controller parameters to maintain the 
frequency deviation within the normal range.

A. BiLSTM Neural Network for Detection

The long short-term memory (LSTM) neural network is 
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an advanced form of recurrent neural network (RNN). Un‐
like traditional RNNs, the LSTM neural network addresses 
the issue of vanishing gradients that occur when there are 
too many layers. In such cases, the model gradually loses in‐
formation over time, and during backpropagation, the error 
diminishes due to the vanishing gradient problem. As a re‐
sult, the model struggles to effectively update the weights as‐
sociated with previous time. This challenge is known as the 
“long-term dependency problem”, which hampers the ability 
of the model to effectively capture information from past in‐
stances [38], [39].

To tackle this issue, researchers have both domestically 
and internationally made modifications to RNN models, and 
the LSTM neural network has emerged as the most promi‐
nent solution. The LSTM neural network maintains the chain 
structure of a traditional RNN but introduces a distinct re‐
peating module structure with four layers. This design al‐
lows the LSTM neural network to retain valuable informa‐
tion while disregarding the less relevant parts to a certain ex‐
tent, enabling long-term memory and enhancing the effective‐
ness of the model. The basic structure of LSTM neural net‐
work is illustrated in Fig. 3, where xt is the input at time t; 
ht is the hidden layer state at time t; ht - 1 is the hidden layer 
state at time t - 1; ct is the internal state of the unit at time t; 
ct - 1 is the internal state of the unit at time t - 1; ft is the for‐
get gate; it is the input gate; c͂t is the input state at time t; ot 
is the output gate; and σ is the sigmoid activation function.

The LSTM neural network such as the RNN utilizes the 
internal state transfer to investigate the sequence element de‐
pendencies. To overcome the issue of gradient vanishing in 
RNNs, the LSTM neural network incorporates a gating 
mechanism. The gating link of LSTM is divided into three 
parts: forget, input, and output, with a state unit inserted to 
regulate the network operation.

1) Forget gate: the forget gate plays a crucial role in deter‐
mining the extent to which the incoming information from 
the previous time step is retained at the current time. In (8), 
the forget gate ft is computed by subjecting the linear trans‐
formation of the input xt at time t and the hidden layer out‐
put ht - 1 at time t - 1 to an activation function σ. This en‐
sures that the relevant information is retained while irrele‐
vant information is discarded.

ft = σ(W f [ht - 1xt ]+ b f ) (8)

where W f and b f are the forget gate weight matrix and bias 
term matrix, respectively.

2) Input gate: the operation of the input gate primarily im‐
pacts the extent to which input information is retained at 
time t. The input gate it is shown in (9), and it is calculated 
similarly to the forget gate ft.

it = σ(W i [ht - 1xt ]+ b i ) (9)

where W i and b i are the input gate weight matrix and bias 
term matrix, respectively. c͂t is equivalent to integrating the 
state information contained in the input xt, hidden layer ht - 1 
to form a new state quantity, and is shown in (10).

c͂t = tanh(Wc [ht - 1xt ]+ bc ) (10)

where Wc and bc are the input state weight matrix and bias 
term matrix, respectively.

3) State unit: the main role of the state unit is to update 
the internal state of the LSTM neural network, transitioning 
the internal state ct from the previous time to the current 
time. The state unit ct at time t is shown in (11).

ct = ct - 1 ft + c͂tit (11)

4) Output gate: the output gate controls the output at time 
t depending on the extent of ct. The output gate ot is shown 
in (12).

ot = σ(Wo [ht - 1xt ]+ bo ) (12)

where Wo and bo are the output gate weight matrix and bias 
term matrix, respectively. The hidden layer state output ht is 
determined by both the internal state ct together with the out‐
put gate ot at time t, which is calculated as:

ht = ot tanh(ct ) (13)

Building upon the LSTM neural network, the BiLSTM 
neural network has been introduced. The BiLSTM neural net‐
work incorporates both the past and future states of the hid‐
den layers, enabling for bidirectional and feedback connec‐
tions between neural networks. This characteristic proves to 
be highly effective in identifying hidden relationships within 
time series data [40]. Considering that the state of the MG 
at the current time is influenced not only by the preceding 
state but also by the subsequent state, the BiLSTM neural 
network performs better in detecting FDIAs within the MG.

Figure 4 depicts the basic structure of BiLSTM neural net‐
work, which is a two-way cyclic structure with forward and 
backward propagation, and hidden layers for the past and fu‐
ture are independent of one another. The model output is y.
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Fig. 3.　Basic structure of LSTM neural network.
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ht = L(xtht - 1 )

ht = L(xtht - 1 )
(14)

where ht is the hidden layer state of the forward LSTM neu‐
ral network at time t; ht is the hidden layer state of the re‐
verse LSTM neural network at time t; and L is the LSTM 
cell. The overall hidden layer state of the network ht is 
formed by combining ht and ht. Figure 5 illustrates the detec‐
tion procedure of the BiLSTM neural network. In this paper, 
three types of FDIAs are constructed, resulting in four labels 
for the BiLSTM neural network, as indicated in Table I. The 
defender first collects and preprocesses historical data from 
the MG to create a training set. The preprocessed data are 
then used to train the BiLSTM model, while the test set is 
utilized to validate the accuracy of the trained BiLSTM mod‐
el. Ultimately, the trained model is employed to counteract 
FDIAs within the distributed LFC system of the MG.

B. IWOA for Defense

The whale optimization algorithm (WOA) is a novel intel‐
ligent optimization method inspired by the predation behav‐
ior of whales. It offers advantages such as requiring fewer 
parameters, faster convergence, and improved accuracy. In 
WOA, each whale location represents a target solution, and 
the algorithm updates the positions using three methods: en‐
circling prey, spiral search, and random search, to identify 
the optimal solution [41], [42]. To strike a balance between 
global and local search abilities, an improved version called 
the IWOA is proposed. The IWOA introduces a nonlinear 
convergence factor, which enhances its ability to handle 
large-scale complex optimization problems in the MG. By 
adjusting the convergence factor nonlinearly with the num‐

ber of evolutionary selections and applying a diversity varia‐
tion operation on the current optimal whale individuals, the 
IWOA effectively coordinates local and global search capa‐
bilities, reducing the risk of converging to a local optimum 
[43], [44].

To address the instability of the LFC system under FDI‐
As, the IWOA is proposed in this paper to defend against 
FDIAs. Upon receiving signals from the BiLSTM detection 
model, IWOA promptly optimizes the PID controller parame‐
ters in the LFC system. Leveraging its powerful global and 
local search capabilities, IWOA can find the optimal PID pa‐
rameters, enabling the controller to effectively counteract the 
impact of FDIA and enhance the robustness and security of 
the LFC system. The optimization process of IWOA is illus‐
trated as follows.

The position of the ith individual in the d-dimensional 
space is represented by equation Xi = (X 1

i X
2

i X n
i ) i =

12N. Assuming that the number of whales engaging in 
predation is N and the space for searching for food is d-di‐
mensional, the optimal solution corresponds to the position 
of the target prey.

1) The target prey is the current optimal solution in the 
optimization-seeking problem in IWOA, because the location 
of the target prey is unknown, and the whale accomplishes 
local optimization by surrounding the prey and spinning to 
update the location. Assuming that the location of the opti‐
mal whale in the current population is the individual closest 
to the value of the objective function, the location informa‐
tion of the global optimal solution is used to update the opti‐
mal whale’s location by surrounding all other whale individ‐
uals in the population to the optimal whale location, and the 
whale surrounding prey behavior is given in (15). Assume 
that pÎ[01] is the uniformly distributed random number. 
When p < 0.5 and | A | < 1 are equivalent, the whale swims in 
the current direction.

ì

í

î

ï

ï
ïï
ï

ï

ï

ï
ïï
ï

ï

X (t + 1)=Xbest (t)-AD

D = ||CXbest (t)-X (t)

A = 2αr1 - α
C = 2r2

α = 2 - 2T/Tmax

(15)

where T is the number of iterative searches; Tmax is the maxi‐
mum number of iterations; X (t) is the whale position; Xbest (t) 
is the global optimal position; A and C are the coefficients; 
r1r2Î[01] are the uniformly distributed random numbers; 
and α is the convergence factor which can control the proba‐
bility of the whale random searches and surround its prey.

2) When approaching the prey, the whale moves in a spi‐
ral, searching for the optimum of the many possible optimal 
solutions in the path, and the position is updated as in (16). 
When p ³ 0.5, the whale moves in the current direction.

X (t + 1)=Xbest (t)+Debl cos 2πl (16)

where b is the constant that adjusts the spiral’s shape; and l 
is a uniformly distributed random number located in the in‐
terval [-1,1].

3) When | A | ³ 1, the whale performs a random search out‐

Input MG training dataset

Pre-process the Data

Train BiLSTM

Use MG validation set to obtain the best BiLSTM model

Detect FDIAs

Start

Label 0 as normal, 1 as pulse attack, 2 as step attack, 

and 3 as random attack

End

Fig. 5.　Detection procedure of BiLSTM nerual network.

TABLE I
LABELS OF BILSTM NEURAL NETWORK

Label

0

1

2

3

Status

Normal

Pulse attacks

Step attacks

Random attacks
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side the contraction envelope to discover the greatest state. 
The method randomly selects one whale from the current 
whale population as the global optimum solution, and the 
other whales in the population converge towards it. By up‐
dating the population’s location in this way, the popula‐
tion’s diversity and the global search capabilities of the algo‐
rithm are strengthened. The mathematical model is formulat‐
ed as:

X (t + 1)=Xrand (t)-A|CXrand (t)-X (t) | (17)

where Xrand is a random whale position.
The exploration ability of IWOA is mostly determined by 

the convergence factor α. When α is great, IWOA has a 
strong global search capability, while when α is small, 
IWOA has a stronger local search capability. As a result, in 
order to balance the relationship between the global and lo‐
cal searches, this paper introduces a nonlinear convergence 
factor enhancement method, as demonstrated in (18).

α = αi - αf +
1 - I/Tmax

1 - μI/Tmax
(18)

where αi is the initial value of α; αf is the final value of α; I 
is the current number of iterations; and μ is the linear 
weight. The defense method based on IWOA is summarized 
in Algorithm 1.

Remark 1: in this paper, according to the parameters and 
size of the MG, we set αi = 3, αf = 1, and μ = 25. The conver‐
gence factor α increases with the number of iterations at a 
smaller value in the early stage, and then decreases rapidly 
to a smaller value when the number of iterations increases. 
The improved convergence factor update strategy enables 
IWOA to have a strong global search capability in the early 
stage of the search, and ensures a faster convergence speed 
in the late stage of the search and prevents the algorithm 
from falling into local optimum.

C. MG with Detection and Defense Mechanism

In this paper, we leverage the sophisticated technologies 
of BiLSTM neural networks and IWOA to detect and miti‐
gate FDIAs in MG. The method involves implementing a 
BiLSTM neural network and IWOA in a decentralized LFC 
system to scrutinize and forestall FDIAs in the prevailing 
distributed LFC data. By adopting this technique, we sustain 
the frequency deviation of MG within an acceptable range 
of error, thereby upholding its integrity and fortification.

The LFC system with detection and defence mechanism is 
illustrated in Fig. 6. It is integrated into the LFC controller 
framework, where trained BiLSTM neural networks scruti‐
nize input data to identify grounds for suspicion. Upon de‐
tecting any probability of FDIAs, the IWOA receives an im‐
mediate signal and optimizes the PID controller parameters 
to counteract the frequency deviation engendered by FDIAs. 
As illustrated in Fig. 7, the detection and mitigation mecha‐
nism progresses in a systematic and disciplined manner. In 
case of the primary MG sustaining FDIAs, the LFC control‐
ler responds relative to frequency deviation data; such a re‐
sponse is typically subject to a time-lag and may not provide 
sufficient protection for the MG’s security. The proposed 
method overcomes such shortcomings by delivering a com‐
prehensive suite of detection and fortification mechanisms 
that effectively address the security issues facing MGs. 
Through promptly detecting FDIAs and optimizing PID con‐
troller parameters, the BiLSTM and IWOA deliver exception‐
al detection precision and defense capabilities. This bolsters 
the stability of the MG while ultimately preventing FDIAs. 
Moreover, the detection and defense mechanism proposed in 
this paper is specifically activated when FDIAs are present, 
and has no impact on the normal operation of the MG. It 
can be seamlessly integrated into the existing LFC control‐
lers without the need for additional protection strategies, 
showcasing excellent scalability and requiring minimal in‐
vestment.

IV. SIMULATION RESULTS AND ANALYSIS 

A. Parameters of MG and Three Types of FDIAs

This subsection identifies that the proposed detection and 
defense method is effective against FDIAs in the MG. The 
MG simulation model is illustrated in Fig. 1, and simulations 
have been performed in MATLAB/Simulink. The parameters 
of two-area interconnected MG are listed in Table II.

Algorithm 1: IWOA

Input: population size N, the maximum number of  iteration Tmax, and di‐
mension D

Initialize the whales population Xi (i = 12N)
Calculate the fitness value of each individual and record the optimal PID 

parameters Xbest (t)={KPtKItKDt }
while (t < T)
  for Xi (i = 12N) do
  According to (15) and (18)
  Calculate α A and C
  Generate a random number p from 0 to 1
   if (p < 0.5)
    if (| A | < 1)
     Update the position of the search whale by (15)
    elseif (| A | ³ 1)
     Update the position of the search whale by (17)
    end if
    else if (p ³ 0.5)
     Update the position of the search whale by (16)
   end if
   end for
   Calculate the fitness of each whale
   Update the optimal PID parameters Xbest (t)
end while
Output: optimal PID parameters Xbest (t)
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Fig. 6.　LFC system with detection and defence mechanism.
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We have conducted simulations within 50 s to observe 
variations in wind power generation, solar power generation, 
and load perturbation. The random nature of wind power 
generation is demonstrated in Fig. 8. Compared with wind 
power, solar power has a comparatively stable pattern: the 
first 10 s exhibit an upward tendency, the next 40 s show a 
stable trend, and the stable power is 0.5 p. u.. Figure 9 de‐
picts the schematic of solar power generation and the load 
perturbation curve. The load demand increases to 0.9 p.u. in 
the first 10 s, then gradually reduces to 0.5 p.u. between 10 
and 40 s. Finally, the load maintains at 0.5 p.u. between 40 
and 50 s.

In this paper, we design three different types of FDIAs to 
test the effectiveness of detection and defense method. The 
target of the FDIAs is the frequency measurement line.

1) Pulse attack: the first FDIA on the LFC system starts 
from t = 10 s with an attack DFDIA1 = 0.8 p.u..

2) Step attack: the second FDIA on the LFC system starts 
at t = 10 s with an attack DFDIA2 = 0.2 p.u..

3) Random attack: the third FDIA consists of random 
form and sinusoidal form. The random FDIA starts at t = 0, 
and the attack DFDIA3 in the range of 0.095-0.115 p.u. is in‐
jected into the LFC system. The sinusoidal FDIA starts from 
t = 0, and the attack DFDIA4 in the range of 0.15-0.15 p.u. is 
injected into the LFC system.

B. Results and Analysis of Detection and Defence Method

The BiLSTM neural network is trained utilizing 39514 
pieces of historical data from the MG, including 9596 pieces 
of normal data, 9528 pieces with the first FDIA, 9283 pieces 
with the second FDIA, and 9507 pieces with the third FDIA. 
The data are divided into a training set and a validation set, 
with the training set accounting for 70% of the total data set 
and the validation set accounting for 30%. The parameters  
of BiLSTM neural network are shown in Table III. The mod‐
el consists of 100 hidden units and is trained for 250 ep‐
ochs, with 1404 iterations per training epoch and a maxi‐
mum iteration count of 351000. The training time for BiL‐
STM neural network is 108 min. As BiLSTM neural net‐
work is trained offline, it does not occupy the computational 
resources of the system. The learning rate is set to be 0.005 
for the first 125 training epochs and then multiplied by a de‐
cay factor of 0.2 after 125 training epochs to reduce the 
learning rate and bring the model closer to the optimal solu‐
tion. Secondly, the training accuracy and loss of the BiL‐
STM neural network after 250 training epochs are shown in 
Fig. 10. The graph demonstrates that these 250 training ep‐
ochs perform excellently, with training accuracy approaching 
90% and training loss remaining below 0.5.

Finally, the detection performance of the trained BiLSTM 
neural network is evaluated using the test set. Table IV com‐
pares our proposed model with other machine learning mod‐
els based on accuracy, precision, recall, and F1-score. 
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Fig. 7.　Flow chart of detection and defence mechanism.

TABLE II
PARAMETERS OF TWO-AREA INTERCONNECTED MG

Parameter

Rated load

System frequency

Adjustment coefficient

Solar inverter time constant

Solar filter time constant

Wind time constant

DEG governor time constant

DEG turbine time constant

Fuel cell governor time constant

Fuel cell inverter time constant

Fuel cell filter time constant

Fly wheel time constant

Battery time constant

Time constant

Damping coefficient

Value

PL = 1000 MW

f = 50 Hz

Ri = 3 Hz/p.u.

TSI = 0.04 s

TSC = 0.04 s

TWG = 1.5 s

TDG = 0.4 s

TDT = 0.08 s

TFG = 0.26 s

TFI = 0.04 s

TFC = 0.004 s

TFW = 0.1 s

TBS = 0.1 s

M = 0.1667 s

D = 0.0015 p.u./Hz
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Fig. 9.　Solar power generation and load perturbation curve of MG.
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Among these models, the BiLSTM detection model pro‐
posed in this paper achieves the highest score in all four met‐
rics, with an accuracy of 0.972 and an F1-score of 0.911. 
This indicates that the BiLSTM model is superior in terms 
of its ability to detect FDIAs. Compared with other bench‐
mark models such as SVM, LSTM, LSTM-attention, convo‐
lutional neural network long short-term memory (CNN-
LSTM), gate recurrent unit (GRU), and bidirectional recur‐
rent neural (BiGRU) network, the BiLSTM model outper‐
forms them all by a significant margin, with the second-best 
F1-score being 0.8817. These results demonstrate the effec‐
tiveness of the BiLSTM and its exceptional detection capa‐
bility when applied to FDIAs.

C. Results and Analysis of Defense Mechanism

This subsection describes the process of the defense re‐
search for the three types of FDIAs. As shown in Fig. 9, the 

load increases during the first 5 s, influencing the frequency 
deviation. The three different types of FDIAs are illustrated 
in Figs. 11-13. The original PID controller, as depicted in 
Figs. 14-17, does not correct the frequency deviation as the 
load develops, unlike the PID controller optimized by 
IWOA. The frequency deviation under the original PID con‐
troller adjustment can be as high as 0.05 p.u. or higher, but 
the frequency deviation under the PID controller optimized 
by IWOA adjustment is well within the usual error range 
and can be ignored. Moreover, to validate the performance 
of the IWOA, the WOA and particle swarm optimization 
(PSO) models are used for comparison. As shown in Figs. 
14-17, the PID parameters optimized by WOA and PSO 
have resulted in oscillations that exceed the allowable error 
range when coping with the three different types of FDIAs, 
thus failing to maintain the stability of frequency. In con‐
trast, IWOA eliminates the frequency fluctuations caused by 
FDIAs and maintains the stability of frequency within the 
normal error allowance range. Overall, these results demon‐
strate the superiority of IWOA over other optimization algo‐
rithms in mitigating the negative impacts of FDIAs on fre‐
quency stability.

The attacker employs an FDIA in pulse type and injects 
false data into the MG at t = 10 s. The MG controlled by the 
PID controller has a large frequency deviation at t = 10 s, al‐
most close to -0.1 p.u., and the MG is in an unstable state for 
the next 40 s. To mitigate the instability caused by the FDIA, 
the MG by IWOA rapidly starts to adjust after being subjected 
to FDIA at t = 10 s, bringing the frequency deviation back to 
zero in a short time, and the MG remains in a stable state for 
the next 40 s, as shown in Fig. 14. The PID controller opti‐
mized by IWOA successfully resists the FDIA in pulse type.
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Fig. 10.　Training accuracy and loss of BiLSTM neural network.

TABLE IV
DETECTION PERFORMANCE OF DEEP LEARNING MODELS FOR FDIAS

Model

SVM

LSTM

LSTM-attention

CNN-LSTM

GRU

BiGRU

BiLSTM

Accuracy

0.7830

0.9035

0.9254

0.9462

0.9587

0.9611

0.9720

Precision

0.7558

0.8793

0.8637

0.8812

0.8973

0.9063

0.9414

Recall

0.6933

0.8264

0.8396

0.8351

0.8385

0.8587

0.8829

F1-score

0.7234

0.8385

0.8524

0.8575

0.8669

0.8817

0.9110
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Fig. 12.　Third type of FDIA (random FDIA).

F
D

IA
 (

p
.u

.)

Time (s)
0 10 15 20 25 30 35 40 45 50

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8
First type

Second type

5

Fig. 11.　First type and second type of FDIA.

TABLE III
PARAMETERS OF BILSTM NEURAL NETWORK

Parameter

Input size

Number of classes

Number of hidden units

The maximum epochs

Gradient threshold

Initial learning rate

Learning rate drop period

Learning rate drop factor

Value

1

4

100

250

1

0.005

125

0.2
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In the second type of FDIA, the attacker continuously in‐
jects false data into the system at t = 10 s, as shown in Fig. 
11. The MG operated by the PID controller exhibits a large 
frequency oscillation during the first 5 s, as illustrated in 
Fig. 15, and the stability of the MG is severely disrupted. At 
t = 10 s, the stability of the MG is threatened once more be‐
cause the attacker injects false data, causing the frequency 
deviation to reach -0.1 p. u.. The BiLSTM neural network 
detects the presence of the FDIA in the MG and sends a de‐
fense signal to IWOA, then the PID controller optimized by 
IWOA controlled MG quickly implements defensive mea‐
sures and calculates the optimal PID controller parameters at 
this time and maintains the frequency deviation within the er‐
ror tolerance throughout, demonstrating that the proposed 
PID controller optimized by IWOA can still preserve the 
MG stable under the FDIA in step type.

In the third type of FDIA, the attacker employs a random 
FDIA with the attack vector including random and sine sig‐
nals, as shown in Figs. 12 and 13, to attack the LFC system. 
The frequency deviation is shown in Fig. 16. The random 
FDIAs have a greater impact on the system than the two 
types of FDIA mentioned earlier. The LFC system controlled 
by the PID controller cannot cope with this type of FDIA, 
and the frequency deviation always remains in a large oscil‐
lation state. Under the random signal, the frequency devia‐
tion is up to 0.12 p.u. and down to -0.05 p.u., while under 
the sine signal, the frequency deviation is up to 0.06 p. u. 
and down to -0.05 p. u.. The frequency oscillates for 50 s, 
posing a significant threat to the stability of the MG. On the 
other hand, the IWOA-based defense mechanism proposed 
in this paper can react promptly after receiving the defense 
signal from BiLSTM. Even when reacting to the random 
FDIAs, its adjusted frequency deviation is completely within 
the allowable error range, ensuring the frequency stability of 
the MG.

Given the inherent stochastic nature of metaheuristic tech‐
niques such as PSO and WOA, in their search strategies, 
this paper compares different intelligent optimization algo‐
rithms using statistical data. Fifty experiments have been 
conducted to optimize the PID controller using PSO, WOA, 
and IWOA, respectively. The algorithms are executed multi‐
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ple times using different random seeds, with the seed values 
randomly selected between 50 and 30 to mitigate the influ‐
ence of random type of FDIA. Finally, Fig. 18 presents the 
absolute frequency deviation ||Df  of different intelligent opti‐
mization algorithms under three different types of FDIAs. It 
can be observed that IWOA performs the best among the 
three FDIAs, as it keeps the frequency deviation within a sta‐
ble range, effectively maintaining the frequency stability. 
This also validates the effectiveness of using IWOA to de‐
fend against FDIAs in this paper.

In summary, the attacker can use different ways of FDIA 
to damage the MG. The detection method based on the BiL‐
STM neural network can detect three forms of FDIAs pre‐
sented in this paper promptly, with a detection accuracy of 
0.9720. After receiving the defense signal from BiLSTM 
neural network, the IWOA-based defense mechanism pre‐
sented in this paper immediately optimizes the PID control‐
ler to resist the negative impacts of multiple types of FDIAs. 
Figures 14-17 demonstrate the generalizability of this paper 
for defending against different FDIAs in MG.

V. CONCLUSION 

This paper is devoted to designing detection and defensive 
techniques to handle with FDIAs in distributed LFC sys‐
tems. Firstly, a detection and defense model is integrated in‐
to the LFC controller to detect and eliminate the negative im‐
pact of FDIAs. Furthermore, the BiLSTM neural network 
trained offline performs the detection, and simulation results 
confirm its accuracy. Finally, the defense method utilizes 
IWOA to optimize the PID controller parameters to maintain 
the system frequency deviation within the rated range, ensur‐
ing the stability of the MG even when affected by FDIAs. 
Simulation results demonstrate the effectiveness of the pro‐
posed detection and defense method in mitigating various 
types of FDIAs and maintaining MG stability. Future work 
will focus on defensive techniques to combat adversarial ma‐
chine learning in MGs.
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