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Abstract——Due to the tight coupling between the cyber and
physical sides of a cyber-physical power system (CPPS), the
safe and reliable operation of CPPSs is being increasingly im‐
pacted by cyber security. This situation poses a challenge to tra‐
ditional security defense systems, which considers the threat
from only one side, i.e., cyber or physical. To cope with cyber-
attacks, this paper reaches beyond the traditional one-side secu‐
rity defense systems and proposes the concept of cyber-physical
coordinated situation awareness and active defense to improve
the ability of CPPSs. An example of a regional frequency con‐
trol system is used to show the validness and potential of this
concept. Then, the research framework is presented for study‐
ing and implementing this concept. Finally, key technologies for
cyber-physical coordinated situation awareness and active de‐
fense against cyber-attacks are introduced.

Index Terms——Cyber-physical power system (CPPS), cyber se‐
curity, cyber-attack, situation awareness, active defense.

I. INTRODUCTION

WITH the development of smart grids and Internet of
Things, an increasing number of information and

communication techniques are being used in power grids,
and this situation is driving the transition of traditional pow‐
er systems into cyber-physical power systems (CPPSs)
[1]-[3].

The operation of CPPS depends on the information and
communication technologies. Thus, cyber security plays a vi‐
tal role in ensuring the safe and reliable operation of a
CPPS. Although cyber-attacks do not directly damage the
physical equipment of the power grid, they can weaken or
even completely destroy the normal functioning of physical
power system operations, which may finally result in system
instability, uneconomic operation and other issues in physi‐
cal power systems [4]. The 2015 Ukraine blackout is a typi‐
cal example of cyber-attacks which caused the failure of en‐
ergy management system (EMS) and, eventually, a black‐
out [5].

Under the threat of cyber-attacks, it is urgent to improve
the capabilities of CPPSs with regard to situation awareness,
the identification and trace-back of cyber-attacks, and active
defense.

At the cyber side, the identification of cyber-attacks is
achieved mainly by two kinds of methods: deviation-based
identification methods and feature-based identification meth‐
ods [6]. The methods based on the distance from the statisti‐
cal probability distribution [7], the deviation of the control
effect [3] and the deviation between the actual and predicted
data [4] can be classified as deviation-based identification
methods. Feature-based identification methods include those
based on features such as data messages, communication
rate, signal strength, sequence number, and bit error rate [8]-
[12].

The researches on identification at the physical side main‐
ly focus on the methods of identifying bad data and mali‐
cious data in the applications of state estimation, i.e., tempo‐
ral correlation identification methods and spatial correlation
identification methods [13]. The main temporal correlation
identification method is based on Kalman-filter [14], [15].
Spatial correlation identification is based on the electrical re‐
lationships between the measured values of the power sys‐
tem [16].

However, these traditional one-side identification methods
are not well suited to cyber-attack scenarios. For example,
deliberately constructed malicious data may invalidate tradi‐
tional identification methods [17]. Nevertheless, the temporal
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and spatial correlations between the cyber system and the
physical system can be utilized to improve the identification
performance.

The research on situation awareness of cyber security has
yielded promising results in the following aspects: establish‐
ment and optimization of situation awareness models [18] -
[21]; technologies for gaining a situational sense of the
awareness, data fusion, early warning, situational visualiza‐
tion and other key technologies [22], [23]; and cyber securi‐
ty management platforms as well as other engineering appli‐
cations [24]. By contrast, the research on situation awareness
of power system is still immature. At present, it is mainly fo‐
cused on the concept and framework of situation awareness
[25], [26], the security and stability assessment of power sys‐
tem, [27]-[30] and the development of intelligent scheduling
systems [31], [32].

Currently, the research on physical-side situation aware‐
ness considers only the state awareness of the power grid,
and there are no related methods for the evaluation and pre‐
diction of grid failures caused by cyber faults or cyber-at‐
tacks. At the cyber side, there is a lack of research on the
impact for the physical system. Consequently, cyber-side sit‐
uation awareness methods cannot accurately describe the
overall operation situation of the system.

The active defense of cyber systems requires the establish‐
ment of a closed-loop, active and multi-layered dynamic se‐
curity protection model including the protection, detection,
reaction, and recovery, i.e., the prevention, detection, and re‐
sponse (PDR) model, and its derived models (P2DR, PDRR,
and P2DR2) [33]. The cyber network of the power system in
China follows the principles of “secure partitioning, dedicat‐
ed network, horizontal isolation, and vertical authentication”
[34]. Security protection is implemented between secure par‐
titions by deploying passive defense measures such as physi‐
cal isolation and firewalls. The confidentiality function of
the backbone network is realized through encryption and au‐
thentication [35]. A deep security protection system for the
cyber network is also established based on network isolation
and boundary protection.

The traditional defense system for power system security
consists of three lines of defense, and plays an irreplaceable
role in coping with failures of physical power system [36].
To address the problems of power system security caused by
natural disasters [37], [38], the impact of natural environmen‐
tal phenomena such as lightning and wildfires on the grids is
considered in security defense systems of power systems.

At present, cyber security defense systems and power sys‐
tem security defense systems are relatively isolated. The cy‐
ber security defense system cannot estimate its impact on its
associated physical power system. Similarly, the physical-
side security defense system lacks the ability to deal with cy‐
ber-attacks.

Thus, the traditional one-side methods of identification, sit‐
uation awareness, and defense are not sufficient to deal with
cyber-attacks on CPPSs. There have been some preliminary
studies on the coordination of the cyber and physical sides

of such systems. For identification, [39] proposes a cyber-
physical fusion approach for cyber-attack detection based on
state estimation, which can effectively reduce the false posi‐
tive and false negative rates. Reference [13] proposes data-
based and model-based identification methods for CPPSs.
With regard to situation awareness, the current research is
mainly focused on security assessment. Reference [1] estab‐
lishes a CPPS model and proposes a security assessment
framework for CPPSs. References [40] and [41] establish a
malicious attack model for supervisory control and data ac‐
quisition (SCADA), propose a security assessment frame‐
work and a quantitative evaluation method, and realize the
contingency analysis for CPPSs. These security assessment
researches are still preliminary, and the mechanism of cyber-
physical interaction is rather simplistic. For coordinated de‐
fense, a security defense system [42] is proposed which coor‐
dinates “three lines of defense for the communication sys‐
tem” and “three lines of defense for the power system”.
Consequently, the ability of a CPPS is improved to cope
with communication failures. For cyber-attacks, [43] propos‐
es a method of attack and cyber security defense for CPPSs,
but it does not coordinate the control measures at both the
cyber and physical sides.

This paper proposes the research directions of cyber-physi‐
cal coordinated situation awareness and active defense,
which can improve the ability of a CPPS to cope with cyber-
attacks. Section Ⅱ validates the concept of cyber-physical
coordinated situation awareness and active defense through
an example of a regional frequency control system. Section
Ⅲ presents the research framework for studying and imple‐
menting the concept. Section Ⅳ presents key technologies
for coordinated situation awareness and active defense. Final‐
ly, Section Ⅴ concludes the paper.

II. CONCEPT OF CYBER-PHYSICAL COORDINATED SITUATION

AWARENESS AND ACTIVE DEFENSE

The existing cyber-side and physical-side security defense
systems are relatively isolated. For cyber-attacks, the main
approaches to situation awareness and defense are executed
at the cyber side, whereas the physical side has not been ac‐
tively involved in these efforts. In many circumstances, state
information of the physical side of the system can assist in
the identification and traceback of cyber-attacks. The mea‐
sures at the physical side can help prevent or reduce the risk
caused by cyber-attacks. Therefore, it is necessary to system‐
atically study a coordinated method of cyber-physical situa‐
tion awareness and active defense.

A simplified diagram of a regional frequency control sys‐
tem is shown in Fig. 1. The master station collects state in‐
formation of the power system and the controllable variables
of each controllable node, and then sends control commands
to the four slave stations after decision-making. The four
slave stations send control commands to the DC substations,
pump storage units and loads in accordance with the control
commands from the master station.
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A. Coordinated Identification and Trace-back of Cyber-attacks

The cyber-attack scenario is considered as follows: DC
substation B is blocked, and slave station A is targeted by a
cyber-attack, as shown in Fig. 1. The cyber-attack tampers
with the control command sent from the master station to
slave station A, which will cause the malfunction of DC sub‐
station A.

In this scenario, based on the information at the cyber
side, slave station A cannot judge whether the received con‐
trol signal has been tampered. However, it can identify the
authenticity of the control signal by means of the temporal
and spatial correlations between cyber events (i. e., primary
equipment failure, load switching, DC adjustment) and physi‐
cal events (i.e., failure identification, command transmission
and reception, and device actions). The cyber and physical
events in the system after a failure at the physical side and/
or a cyber-attack show significant temporal and spatial corre‐
lations. Therefore, these cyber and physical events can be
combined into a complete cyber-physical event chain in ac‐
cordance with the specific logic of the scenario, which can
be used to identify whether the system is suffering a cyber-
attack.

In this scenario, after the blocking of DC substation B, to
keep the frequency of the system within the specified limit,
the control strategies include adjusting DC substation A, cut‐
ting the pump storage unit, and shedding the load. The
whole process is described as follows:

1) Physical events: DC substation B ① fails; then, DC
substation A ⑤ is adjusted; and the pump storage unit ⑦
and load ⑨ are cut in accordance with signals from their
slave stations.

2) Cyber events: slave station C ② judges that DC substa‐
tion B has failed based on the measured electrical quantities.
Slave station C is activated. It calculates the amount of pow‐
er lost in DC substation B and sends all information to the
master station ③ . The master station is activated. It deter‐
mines the control strategy and sends control signals to slave
stations A ④ , B ⑥ , and D ⑧ . Slave stations A, B, and D
act in accordance with the received control signals.

The cyber and physical events in the above scenario exhib‐
it temporal and spatial correlations. Among them, the tempo‐
ral correlations are relationships with the timing of event oc‐
currence. For example, the master station must firstly send a
command before slave station A receives it. If slave station

A receives a command when the master station has not sent
a command, yet it can be determined that slave station A has
received a tampered command. The spatial correlations in
this example are related to electrical connections. For exam‐
ple, if DC substation B is blocked, the quantity of electricity
at DC substation A will also change. Thus, based on the tem‐
poral and spatial correlations between cyber and physical
events, a cyber-physical event chain can be formed.

In this example, the cyber-physical event chain for the
blocking failure of DC substation B is ①→②→③→④→⑤
(③→⑥→⑦, ③→⑧→⑨), while the cyber-physical event
chain for a cyber-attack is ④→⑤ . Based on the difference
between these two cyber-physical event chains, a cyber-at‐
tack can be identified, and the propagation path and attack
source can be traced. In this example, through the compari‐
son of the chains, an attack at ④ can be identified.

B. Coordinated Defense

In the sample system, the original control logic of slave
station A is as follows: it receives a command from the mas‐
ter station and then sends a command to DC substation A. If
there is no blocking failure at DC substation B, slave station
A should not issue a control command to adjust DC substa‐
tion A. However, if the command to DC substation A has
been tampered with due to an attack and slave station A can‐
not identify the attack, it will adjust DC substation A, which
is unexpected.

Using the proposed concept of cyber-physical coordinated
defense, the above-mentioned problem can be solved. This
defense approach can guarantee that the slave station will
not respond to the tampered control commands. At the same
time, in accordance with the trace-back result, CPPS will ac‐
tivate the attack blocking strategy at the cyber side and noti‐
fy the operation and maintenance personnel to address the
source of the attack.

Under this circumstance, to implement the coordinated de‐
fense strategy, the action logic of slave station A is changed.
If an action command is received by slave station A (cyber
side), and at the same time, the electrical quantities mea‐
sured at slave station A are consistent with the electrical
characteristics expected in the case of primary equipment
failure (physical side), slave station A will send the corre‐
sponding command to DC substation A. With this defense
method, if the electrical quantities measured at slave station
A are not changed, which indicates that there’s no failure at
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Fig. 1. Cyber-attack on a regional frequency control system.
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the physical side, slave station A will not issue an action
command to adjust DC substation A even if it receives an ac‐
tion command from the master station.

III. FRAMEWORK FOR CYBER-PHYSICAL COORDINATED

SITUATION AWARENESS AND ACTIVE DEFENSE

The cyber security defense system, including four phases
of prediction, defense, detection and response [33], and the
physical power security defense system are defined from the

perspectives of pre-event, in-progress, and post-event. This
serves as the theoretical basis of the cyber-physical coordi‐
nated defense system. Therefore, many problems need to be
solved such as the interaction mechanism between the cyber
and physical sides, and the coordinated modeling and inte‐
grated analysis of the cyber and physical sides. The pro‐
posed research framework for cyber-physical coordinated sit‐
uation awareness and active defense is shown in Fig. 2,
which consists of four components.

1) CPPS model and attack model. This component consid‐
ers the impact of attack behavior for each attacker, reveals
the interaction mechanism between the cyber and physical
sides, establishes the coordinated model of the cyber-physi‐
cal system, and enables the combined calculation of the cy‐
ber-physical coordinated model.

2) Fused cyber-physical analysis. This component includes
the cyber-physical coordinated identification methods, securi‐
ty, reliability and risk analysis methods, and coordinated situ‐
ation awareness methods.

3) Cyber-physical coordinated active defense. This compo‐
nent extends the three lines of defense for the power system
to the cyber system, establishes a four-stage coordinated de‐
fense framework, realizes cyber-physical coordinated de‐
fense, and improves the ability of CPPS to cope with cyber-
attacks.

4) Attack and defense game. The nature of attack and de‐

fense confrontations can be abstracted to reflect the strategic
dependence between offense and defense. By considering the
system state and defense strategies of the attacker, a game
model needs to be established to generate new ideas for solv‐
ing cyber-attack problems.

IV. KEY TECHNOLOGIES FOR CYBER-PHYSICAL COORDINATED

SITUATION AWARENESS AND ACTIVE DEFENSE

The traditional methods of identification, trace-back and
defense against cyber-attacks are based only on state infor‐
mation from either the physical side or cyber side. Thus,
they neglect the temporal and spatial correlations between
the states at physical and cyber sides. Therefore, it is diffi‐
cult to accurately predict and generate warnings regarding
the operation trends of CPPSs, trace the sources and paths
of cyber-attacks, and coordinate the control measures at both
sides.
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Fig. 2. Research framework for cyber-physical coordinated situation awareness and active defense.
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By combining the characteristics of both the cyber and
physical sides, an interactive-check-based situation aware‐
ness scheme and a coordinated-control-based cyber-attack de‐
fense scheme can be developed to effectively improve the
ability of a CPPS to defend against cyber-attacks.

A. Coordinated Situation Awareness and Traceback of
Cyber-attacks

An overview of the coordinated situation awareness and
trace-back technology based on interactive checks between
the cyber and physical sides is shown in Fig. 3.

1) Coordinated Identification of Cyber-attacks
Firstly, the method for extracting the characteristics of cy‐

ber-attacks and identifying cyber-attacks at cyber and physi‐
cal sides are studied individually, along with their shortcom‐
ings. Then, the coordinated scheme for identifying cyber-at‐
tacks through interactive checks of state information at both
the cyber and physical sides is addressed.

1) Characteristic extraction and identification at physical
side

A time-series representation method combining the dis‐
crete Fourier transform and discrete wavelet transform ap‐
proaches can be used to represent the time-series data of the
operation states of the power system. Then, cluster analysis
can be performed on the resulting sequence to extract the
correlation characteristics of the data in the normal state un‐
der cyber-attack. Next, the critical electrical nodes under cy‐
ber-attack should be identified. Starting from two existing
identification methods at the physical side, i. e., grid-topolo‐
gy-based method and electrical-characteristic-based method,
the correlations between key electrical quantities will be ana‐
lyzed. The temporal and spatial correlations of the data will
then be used to establish a method for cyber-attack identifi‐
cation at the physical side.

2) Characteristic extraction and identification at cyber side
A time-series analysis can be performed based on informa‐

tion such as the logical topology of the network, network
traffic, and network performance, and then cluster analysis is
used to extract the characteristics of time-series of the cyber-
side data under cyber-attack. Since a hidden Markov model
can effectively describe the characteristics of the process in
which the network security state changes, a hidden Markov

data fusion model will be constructed. Comparing the pro‐
cesses with state changes of network security under cyber-at‐
tack and normal operation obtained from the constructed
model, the abnormal cyber-side characteristics induced by a
cyber-attack can be extracted.

3) Coordinated identification
Based on the cyber-attack characteristics extracted from

both the physical and cyber sides, combined with an attack
propagation model and an intrusion detection model, a multi-
variable time-series model for coordinated cyber-attack iden‐
tification can be established. Based on a combination of mis‐
use detection and anomaly detection, the attack behavior can
be identified.
2) Coordinated Situation Prediction and Early Warning

1) Coordinated situation prediction
Firstly, a value representing the security situation of CPPS

is extracted. Then, in combination with historical data, this
value will be used to predict the security situation of CPPS
via the gray prediction method, autoregressive (AR) predic‐
tion, and neural network prediction of radial basis function
(RBF). A correlation analysis between the predicted and actu‐
al values will be performed to establish weight values for
the three prediction methods, and the prediction results are
then used in accordance with these weights to obtain the re‐
sults of situation prediction.

2) Coordinated early warning
Based on the behavior model of CPPS attack, various ab‐

normal states caused by attacks and their impacts on the
physical power grid are analyzed, and early warning criteria
can be formulated in combination with the early warning re‐
quirements for the power grid. By combining the interaction
interface between the physical and cyber spaces with the
state monitoring information of key locations, a coordinated
early warning approach for both the physical and cyber sides
can be established.
3) Coordinated Trace-back of Cyber-attacks

Firstly, the traceability of abnormal devices at the physical
side is considered. Then, from the information obtained from
cyber device directly associated with the abnormal power
equipment, the attack host can be traced by means of attack
source tracing at the cyber side.

1) Traceability of abnormal devices at physical side
Abnormal power devices can be identified based on the

network topology and an algorithm of network fault localiza‐
tion combined with the regional positioning at the physical
side.

2) Trace-back of attacks at cyber side
A technology integrating IP tracking, media access layer

(MAC) layer tracking and device fingerprint identification
can be used to trace the attack source. IP tracking is a hy‐
brid trace-back model combining packet tracing and packet
log tracing. It can be used to determine the locations of
wide-area attack paths and devices with fixed IP addresses.
MAC layer tracking combines the technologies of path
switching and MAC address to localize devices with no
fixed IP addresses or IP protocols. It can also be used as an
auxiliary means of IP tracking to defend against IP forgery.
Device fingerprint identification technology is used to de‐
fend against IP or/and MAC forgery and to ultimately locate
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Fig. 3. Coordinated situation awareness and trace-back of cyber-attacks.
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the attack source.

B. Coordinated Active Defense Against Cyber-attacks

An overview of the technology for coordinated active de‐
fense against cyber-attacks at both sides is shown in Fig. 4.
1) Defense at Cyber Side

The traditional defense strategies at the cyber side include
security countermeasure configuration, cyber-attack block‐
ing, propagation chain blocking under cyber-attack and allo‐
cation of dynamic cyber resource. However, propagation
chain blocking under cyber-attack depends on the security
countermeasure configuration and allocation of dynamic cy‐
ber resource. Therefore, the decision-making for these de‐
fense strategies should be based on mutual coordination.

For example, traditional strategies of security countermea‐
sure configuration and allocation of dynamic cyber resource
are determined based only on the impact of cyber compo‐
nent failure at the cyber side and the importance of cyber
services. However, in a coordinated environment, these strat‐
egies should consider the risk at both the cyber and physical
sides as well as the importance of the power system func‐
tions supported by the cyber services.
2) Defense at Physical Side

In traditional physical power systems, defense is imple‐

mented on three different time scales, i. e., resource alloca‐
tion, preventive control and emergency control. Accordingly,
it is necessary to investigate optimal configuration strategies
in allocating resources for either reserves or rapid demand re‐
sponse; the correction of real-time control; the self-genera‐
tion of a combined contingency set; and alternative control
strategies considering the impact of cyber-attacks at the phys‐
ical side.

For example, traditional emergency control addresses only
the failure of primary equipment. However, in a coordinated
environment, equipment failures at both the physical and cy‐
ber sides need to be considered, thus a combined contingen‐
cy, i. e., physical contingency plus cyber contingency set,
needs to be identified. Moreover, the impact of cyber failure
on the availability and effectiveness of traditional control
strategies needs to be considered for comparing the control
strategies.
3) Coordinated Active Defense Framework

Based on the traditional three-line defense concept of pow‐
er system and the mechanism of cyber-attack cross-propaga‐
tion between the cyber and physical sides, a multi-timescale
multi-line cooperative active defense technology can be es‐
tablished as shown in Fig. 5.
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Based on the progression over time, the cyber-attack pro‐
cess is divided into four phases: ① phase 1: no cyber-attack;
② phase 2: physical side unaffected; ③ phase 3: physical
side affected; and ④ phase 4: recovery process. For each of
four phases, the interaction and coordination mechanisms be‐
tween the means of defense at the cyber and physical sides
need to be studied in terms of both time series and the event
sequence.

1) Phase 1
Based on the possible anticipated cyber-attacks, before a

cyber-attack occurs, their potential impacts at both the cyber
and physical sides can be investigated. The cost of the corre‐
sponding defense resources, i. e., communication, measure‐
ment, control, and optimal gaming approach can be applied
at the cyber side to determine the optimal configuration strat‐
egy for these resources.

2) Phase 2
After an attack occurs and before its impact propagates to

the physical side, it is necessary to coordinate the emergency
control strategy at the cyber side and the preventive control
strategy at the physical side. On one hand, when performing
the blocking of attack propagation chain and the allocation
of dynamic cyber resource, the impacts of the attack at the
physical side should be considered, along with critical func‐
tions supported by cyber services at the physical side. On
the other hand, physical-side preventive control strategies
need to be calculated with consideration of potential impacts
of the attack at the physical side and the availability and ef‐
fectiveness of the control measures at the physical side.

3) Phase 3
Once the impact of the cyber-attack has propagated to the

physical side, the grid is substantially affected, and emergen‐
cy control measures at the physical side are initiated. There‐
fore, the emergency control strategies at both sides need to
be coordinated. On one hand, the implementation of emer‐
gency control at the physical side is used as an input for de‐
cision-making. It considers cyber service transfer and dynam‐
ic resource redistribution at the cyber side, and the propaga‐
tion restriction strategy at the cyber side should minimize
further spread of the attack at the physical side. On the other
hand, the decision-making at the physical side should consid‐
er failures at both sides. Furthermore, if possible, the deci‐
sion-making regarding the emergency control strategies at
both sides should be implemented as a single optimization
problem.

4) Phase 4
In the recovery phase, it is necessary to coordinate the re‐

construction procedure in the cyber system and the recovery
control strategy in the power system to quickly restore the
normal operation of the CPPS. Considering the recovery con‐
trol requirements for the power system, the optimal recon‐
struction strategy for cyber system must be based on the crit‐
icality of the nodes and functions of power system during re‐
covery.

V. CONCLUSION

The tight coupling between the cyber side and the physi‐
cal side in a CPPS poses a challenge to the security of the

power system, but it also provides opportunities to coordi‐
nate both the cyber and physical sides to enhance power sys‐
tem security. This paper attempts to overcome the limitations
of the traditional one-side methods by proposing a concept
of cyber-physical coordinated situation awareness and active
defense against cyber-attacks based on the temporal and spa‐
tial correlations between the cyber and physical sides. A re‐
gional frequency control system is used as an example to
validate the effectiveness and potential of the concept. The
overall theoretical architecture and the key technologies are
presented.

To fully implement the coordination between the cyber
and physical sides to reap the corresponding benefits, the ad‐
vancements in the following areas will be critical: CPPS and
cyber-attack modeling, analysis of CPPS security and risk
analysis considering malicious attacks, and CPPS control the‐
ory.

As the extension of this paper, the concept of cyber-physi‐
cal coordination can be further explored in other areas such
as optimal control and planning for CPPSs. For example, the
planning at both cyber and physical sides is currently per‐
formed by different entities. However, due to the close inter‐
action between these two sides of smart grids, the two sides
need to be designed in a coordinated manner to achieve an
economic and reliable planning for CPPSs.
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