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Abstract——Advanced connectivity in substations brings along
cybersecurity considerations. Especially, the use of standardized
data objects and message structures stipulated by IEC 61850
makes them much more vulnerable to unauthorized access and
manipulation. In order to tackle these vulnerabilities, different
methods are investigated by researchers all over the world. An
important aspect of such efforts is the real-time performance
consideration since power systems are bound by the rules of
physics and all control/communication tasks need to be complet‐
ed in a certain time frame. Security schemes for substation com‐
munication have been proposed in the recent literature. Howev‐
er, they must be improved to ensure a full security solution. Re‐
cently published IEC 62351 standard aims to fill this gap. Node
authentication is vital for substation communication networks
based on IEC 61850 to mitigate a variety of attacks such as
man-in-the-middle (MITM) attack. This short communication
presents a node authentication mechanism based on transport
layer security (TLS) with certificates to address this knowledge
gap. It also investigates the real-time performance by imple‐
menting the proposed scheme with Python.

Index Terms——IEC 62351 standard, certificate authority, cer‐
tificate-based authentication, cybersecurity, smart grid.

I. INTRODUCTION

A recent publication proposes a security scheme for intel‐
ligent substation communication based on IEC 61850

messages [1]. The proposed scheme follows the recommen‐
dations of IEC 62351 cybersecurity standard for generic ob‐
ject-oriented substation event (GOOSE) and sampled value
(SV) messages [2], [3]. As for manufacturing message speci‐
fication (MMS) messages, a novel certificateless security
mechanism is proposed. However, to achieve full security
within substations, some enhancements are needed. In its cur‐
rent form, the proposed scheme has some vulnerabilities
such as unauthorized access, man-in-the-middle (MITM) at‐
tack and spoofing. Furthermore, the real-time performance

of the proposed scheme is not reported based on actual im‐
plementation but computing power. In reality, operation sys‐
tems and several other vital services take up finite comput‐
ing power. Therefore, the real-time performance of devel‐
oped schemes needs to be tested with actual implementa‐
tions [4], [5].

This paper reports the vulnerabilities mentioned above and
proposes a certificate-based security scheme. Finally, the re‐
al-time performance of the new security scheme is imple‐
mented and reported. The results not only show that it is fea‐
sible to use this new scheme in substations with strict timing
requirements, but also emphasize the importance of actual
implementation of the proposed algorithms during perfor‐
mance studies.

The rest of the paper is organized as follows. Section II
sheds light on the vulnerabilities of the scheme developed in
[1]. Then, Section III presents the improved security scheme
for IEC 61850 MMS messages. It also includes the results
of performance studies executed on a system which is simi‐
lar to modern intelligent electronic devices (IEDs) in terms
of computing ability, and Section IV presents the discussion.
Finally, Section V draws the conclusion.

II. CYBERSECURITY VULNERABILITIES OF CERTIFICATELESS

SECURITY MECHANISM

It is important to emphasize that the authentication
achieved in [1] is message authentication, not node authenti‐
cation. In other words, it is checked whether the received
message is tampered with or not. There is no check on
whether the nodes are legitimately identified [6]. The certifi‐
cateless approach is presented based on the assumption that
a device in a substation is able to acquire partial public and
private keys, pID and dID, from key generation center (KGC).
After receiving this pair of keys, the device can generate a
public-private key pair, pkID and skID, respectively. Then, it
publishes its public key, pkID, in the substation.

This creates a very important loophole. As shown in Fig.
1, when an intruder gains access to the substation, it can re‐
quest a partial key pair, pID and dID, from KGC and generate
a full key pair, skID and pkID. Then, it can use its own ID or
another device’s ID, i. e., spoofing. When this public key,
pkID, is published in the substation, all of the other devices
receive it as legitimate entity and further messages are en‐
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crypted and decrypted based on this more recent, fake public
key, fakepkID. In Fig. 1, Spk is the public parameter and Smk is
the master key.

Since no mechanism is reported to mitigate this, neither in
KGC nor in the substation, intruders can easily add them‐
selves to the communication network as legitimate entities.
This can lead to very big security issues. For instance, an in‐
truder may pose as a storage device and take part in dis‐
patch operations, while it has no ability or intention to sup‐
port the power flow. Alternatively, an intruder may pose a
measurement or protection unit, provide false sense of securi‐
ty and fail to operate in need.

Another important vulnerability stems from the fact that
devices send their own public key and their own ID for veri‐
fication. As shown in Fig. 2, a device can generate its public
key with a certain ID yet pose to be some other devices dur‐
ing the verification. Since substation devices do not have the
ability to verify whether a sent public key really belongs to
the claimed ID, an MITM attack can easily be launched. As
shown in Fig. 3, the hacker contacts IED_M and claims to
be IED_A. It calculates the signatures with its own private
key Csk (calculated with ID_X) with the hash value Hash(M).
Upon receipt, the server calculates H' =Ver(S'Cpk) and com‐
pares this with the appended Hash(M) where S' is the signa‐
ture; Cpk is the client’s public key. As long as H' and Hash(M)
match, the authentication is successful. The authentication
mechanism will continue by generating random numbers
Npm, a and b to establish a secure channel as outlined in [1].
In other words, the modified transport layer security (TLS)
mechanism only checks whether the message is not tam‐
pered with and is intact as it is sent by other party, i.e., mes‐
sage authentication. It does not check whether the other par‐
ty is actually what it claims to be, i.e., node authentication.

Although it is not mentioned in the published paper, a
quick fix is disabling self-authentication by placing public
keys physically in the devices. This will require an access to
devices and regular update of the public keys of other legiti‐
mate devices. In essence, this is identical to a certificate-
based mechanism, yet it is more complicated in practice.
The reason is that the former requires updating public keys
of all other devices in a given device whereas the latter re‐
quires updating the certificate in the device that it belongs
to. Therefore, it is more efficient and convenient to imple‐
ment a certificate-based security scheme.

III. CERTIFICATE-BASED SECURITY SCHEME FOR

SUBSTATION COMMUNICATION

The solution of the above situation is to create a mecha‐
nism where different IEDs in the substation can mutually
identify each other and whether the sent public key belongs
to the sending entity. The proposed certificate-based mecha‐
nism can be used to that end. In this approach, a certificate
authority (CA) signs the certificates to indicate that a device
publishing its public key under a name is the particular de‐
vice [7].

When implemented in substation environment, this mecha‐
nism requires all IEDs to crosscheck the identification of oth‐
er entities with the CA [8]. If an intruder sends its own cer‐
tificate to an IED for authentication, the said IED verifies
the intruder’s certificate with CA. If the certificate is not
valid, the intruder is detected and the IED will not initiate or
accept further communication.

Certificate serves the purpose of combining IED informa‐
tion such as name, serial number to its public key value. Un‐
like the certificateless scheme described above, in this case,
this combination is performed by a trusted authority, CA,
not the device itself. X. 509 defines the format of a certifi‐
cate which consists of subject name, version, certificate issu‐
er information, serial number, IED public key, validity, and
CA signature [9].

An IED generates its private-public key pair, skID and pkID,
or receives it from an authorized location such as key distri‐
bution center. It sends a certificate signing request (CSR) to
CA which includes its public key and the required informa‐
tion. As shown in Fig. 4, CA receives the request, formats it
according to X.509 and signs it. Signing is to create a digest
of the entire certificate, MD1, and encrypt it with CA private
key, which is only known to CA. This is appended at the
end of the certificate as the encryption digest (ED).

Once an IED receives a signed certificate from CA, it will
send the certificate to other devices in the substation for
identity verification, i. e., node authentication. As shown in
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Fig. 1. Fake public key generation with false ID.
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Fig. 3 Modified TLS handshake during false authentication.

592



USTUN et al.: AN IMPROVED SECURITY SCHEME FOR IEC 61850 MMS MESSAGES IN INTELLIGENT SUBSTATION COMMUNICATION NETWORKS

Fig. 5, when IED_M receives a certificate from an entity
claiming to be IED_A, it forwards this certificate to CA for
verification. Firstly, CA checks whether the certificate exists
in revocation list where the expired certificates are stored. If
it does, a reject response is sent to IED_M, indicating that
the received certificate is not valid. The storing of expired
certificates mitigates the use of old legitimate devices for
possible attacks.

If the received certificate has not been revoked, CA per‐
forms an integrity check on the certificate. It decrypts ED,
MD1=Decrypt(ED) using its own public key. Then, it gener‐
ates a message digest of the received certificate, MD2=MDA
(certificate). If both digests match, MD1=MD2, it means that
the certificate has not been tampered with and is legitimate.
Therefore, CA sends a verification message back to IED_M.

The benefit of this approach is that IED_A identity and its
public key are located inside the certificate. IED_A does not
publish them within the substation in an arbitrary fashion.
Therefore, upon successful verification, IED_M will try to
decrypt the messages from IED_A with pkIED_A inside the cer‐

tificate. Since IED_A private key, skIED_A is only known to
IED_A, the legitimate messages from IED_A will be re‐
ceived correctly. Even if a hacker captures this certificate
during the transmission and establishes a connection with
IED_M, its messages will never be accepted by IED_M
since the hacker does not know skIED_A.

Secondly, the certificates are issued and signed by CA us‐
ing its private key. Therefore, no one can change the generat‐
ed ED. Since ED stays intact, any change within the rest of
the certificate can easily be caught by the CA during verifi‐
cation process. If the hacker tries to change the contents of
the certificate, e.g. replacing IED_A public key with its own,
this will create a discrepancy with certificate’s digest MD2

and CA’s signature MD1.
Thirdly, it is also important to note that this certificate ver‐

ification is not repeated every time when IED_A wants to
communicate with IED_M. It is only performed for the first
time and subsequent message exchanges are just performed
based on public-private key pair, pkIED_A and skIED_A. The cer‐
tificateless approach discussed in Section II requires TLS
connection to perform authentication before every session
and this requires more time and energy.

After showing that certificate-based security mechanism
solves the vulnerabilities, it is important to report real-time
performance as well. Python-based implementations of client
and server are utilized to investigate the required time for
certificate verification [10], [11]. Firstly, public-private key
pair is generated for an IED. Then, a certificate is issued as
per X.509 format and is signed by CA. CA uses 256-bit se‐
cure Hash algorithm (SHA256) to create MDA. Encryption
with CA’s private key, Encrypt(MDA), is performed using
different key sizes and elliptic curves of RSA and elliptic
curve digital signature algorithm (ECDSA), respectively.
This diversity in implementation is intended to contrast per‐
formances.

Table I shows all key sizes/curves and the corresponding
sizes of CA’s private key, CSR and actual certificate [12].
The last column shows the required time for CA to verify a
certificate for that encryption and size combination. As
shown, all results are less than 13 ms and the majority of
the cases can be completed in 9 ms. Considering that time
delay requirement for IEC 61850 MMS messages is 100 ms,
this performance is excellent. Furthermore, TLS delay time
reported in [1] is more than 31 ms and needs to be repeated
at the beginning of every session. The proposed certificate-
based solution can be implemented with RSA-1024 and will
only require 7 ms for authentication. Furthermore, it is not
needed to repeat before every session.

IV. DISCUSSION

KGC provides the partial public and private keys to any
entity in substation communication network which put for‐
wards the request. There is no mechanism to check if the en‐
tity is legitimate (i.e., it is really the entity it claims to be).
Hence, the scheme discussed in Section II is prone to hack‐
ers as they can always provide the basic credentials of any
other IED (say IED_x) and get partial keys from KGC to
start a communication with other IEDs acting as IED_x.
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Fig. 5. Process of IED_M verifying IED_A certificate through CA.
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However, in the proposed scheme presented in Section III,
each IED presents its credentials to CA and requests for a
certificate. The CA verifies the legitimacy of particular IED
and then signs (i.e., encrypt with its private key) the certifi‐
cate request. Whenever this IED wants to establish a connec‐
tion with other IEDs, it presents its certificate, which can be
always verified through CA. Hence, the legitimacy of IED
can be established through this mechanism.

In this scheme, the private key of CA and IED is not
shared with any other party. This removes any threat of the
disclosure of private keys unless the whole device is compro‐
mised. In this scheme, it is not just an assumption that pri‐
vate keys of CA and IED cannot be obtained by hackers.

The security scheme presented in this paper discusses on‐
ly node authentication. On top of the proposed node authenti‐
cation scheme, any message authentication scheme can be
applied for ensuring the integrity of message. This is beyond
the scope of this paper, but is a very viable item for future
extensions.

For signing the certificate, the CA encrypts the CSR sent
by an IED with its own private key. Hence, different encryp‐
tion algorithms may be employed for signing (encrypting)
the certificates. Similarly, for verification of certificates, CA
first decrypts the signature employing the appropriate decryp‐
tion algorithm.

Therefore, different encryption algorithms might be ap‐
plied such as different variants of RSA and ECDSA. The
computation time required for the verification of signatures
for these variants is presented in Table I. It also presents the
size of certificates generated for different variants of RSA
and ECDSA. It is found that the sizes of certificates are on
the order of few kilobytes and exchanged only once. The ad‐
ditional throughput added to the substation communication
network is negligible and further investigation of sizes may
not be required. On the other hand, certificate verification is
performed more often and the reduction of verification time
is an important item when resource-constraint IEDs are em‐
ployed.

V. CONCLUSION

Increased communication and control capabilities bring
along undesirable cybersecurity vulnerabilities in intelligent
substations. There is a need to successfully authenticate the
nodes within a substation to avoid the intrusion and manipu‐
lation. Considering the real-time operation of power systems,
this needs to be done fairly quick. Moreover, since IEDs
have limited computing power, the solutions need to be light-
weight.

In this paper, a certificate-based security mechanism is
proposed for IEC 61850 MMS messages. The solution is ro‐
bust as the certificates prevent unwanted access to the substa‐
tion or spoofing by using the certificate of other devices. It
is also efficient as the certificate verification is only required
once, not for every session between the IEDs. The proposed
solution is implemented with OpenSSL libraries with differ‐
ent algorithms and key sizes. The results show that the tim‐
ing performance is excellent, and the proposed solution can
be safely used in real substations.
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